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MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

1 BBepeHue

* AHHOTauusa

+ LleneBas aygutopus

* YCcnoBHble 0603HaYeHMs

+ [puMeyaHns n npegynpexaeHns

1.1 AHHOTauus

B HacToslLee Bpemsi 0CyLLEeCTBASKOTCA MaclUTabHble NPOEKTbI MO NOCTPOEHUIO ceTell cBa3n. OaHol 13
OCHOBHbIX 3a/ia4 Npy peanu3auuy KpynHbIX My/IbTUCEPBUCHBIX CETEN SBNAETCA CO34aHNEe HAaAEXHbIX U
BbICOKOMPOW3BOAMUTE/bHbIX TPAHCMOPTHBIX CETEN, KOTOPbIE SIBMISTCA ONOPHBLIMU B MHOFOC/10MHOW
apXUTEKTYpE CeTell CrefyroLero nokoneHus.

MexceTeBble akpaHbl ceprn ESR MOryT ncnonb30BaTbCA Ha CETAX KPYMHbIX NPeAnpuUsaTUiA U NpeanpusaTusax
Masioro u cpegHero 6usHeca (SMB), B onepaTopckux CeTsX. YcTpolicTBa o6ecrneynBatoT BbICOKYHO
NPOV3BOANTENBLHOCTb, BbICOKYIO MPOMYCKHYI0 CNOCOGHOCTb M NMOAAEPXKMNBAIOT (DYHKLMMN 3aLUMTbI
nepefaBaeMbIX AaHHbIX.

B AaHHOM pyKOBOACTBE MO 3KChlyaTauuy 13fokeHbl HazHaueHne, TEXHUYECKNE XapakTePUCTUKN,
KOHCTPYKTVBHOE MCMOJIHEHWE, MOPSIA0K YCTAHOBKM, pEKOMEHAALMN N0 HaYa/lbHOV HACTPOIKE U OGHOB/IEHUIO
NporpaMMHOro o6ecneyeHunsi MexceTeBoro akpaHa cepuv ESR (aanee mapLupyTvsaTtop nam ycTpoicTBo).

1.2 UeneBas aygutopus

[laHHoe pyKoBOACTBO Nosb30BaTeNs NpegHasHaveHo A1 TEXHUYECKOro NepCcoHasa, BbIMOHSAOLWEro
YCTaHOBKY, HACTPOIKY 1 MOHWUTOPUHT YCTPOCTB NOCPeACTBOM MHTepdeiica komaHaHoi cTpokm (CLI), a Takke
npoueaypbl N0 06CNYXUBaHNIO CMCTEMbI M 06HOBNEHNIO O. KBanimdmkauusi TEXHUYECKOro nepcoHana
npegnonaraet 3HaHMe OCHOB paboTbl CTekoB NpoTokonos TCP/IP, npuHuMnoB noctpoeHus Ethernet-ceteii.
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1.3 YcnoBHble 0603HaYeHUsA

O6o3HaueHne

{}

«»

«=»
«|»

<lMonyxupHbll Kypcus>

TeKCT B pamke

MexceTeBble akpaHbl cepun ESR. PyKOBOACTBO Mo akcnnyatauun, sepcus MO 1.5.

OnucaHue

B KkBagpaTHbIX CKOGKax B KOMaHAHOW CTPOKE YKa3bIBaKTCS
Heobs3aTe/bHble NapaMeTpbl, HO UX BBOA, NPeAoCTaBNseT onpeaesieHHble
[OMNOMHUTE/bHbIE OMNLMN.

B churypHbIX CKoGKax B KOMaHAHOI CTPOKE YKa3blBalTCS BO3MOXHbIE
o6s13aTe/ibHble NapameTpbl. Heo6xoAMMOo BbIGPATL OAVH U3 NapamMeTpoB.

JaHHble 3Haku B onncaHnnm KoMmaHzabl MCNOMb3yTCA ANA YKa3aHUA
Aanana3oHoB.

[aHHbIli 3HaK B onncaHny KOMaHabl 0603HA4YaET «UNn».

MoNyXUpPHbLIM KYPCMBOM B YTN0BbIX CKOBKAX YKa3bliBalOTCS Ha3BaHWs
KnaBuLL Ha KNnaBuatype.

B pamkax ¢ TEKCTOM yKasaHbl NPUMEpPbI U Pe3y/bTaThl BbIMO/THEHMS
KOMaHg,

1.4 MpumeyaHus v NpeaynpexaeHus

MpumeyaHnsi cofepxar BaxkKHY UHYOPMaLLMI, COBETbI /TN PEKOMEHAALMM MO UCMOb30BAHUIO U

HacTpolike yCTpoicTBa.

10

€ Mpepynpexaerns MHHOPMUPYIOT NOML30BATENSA O CUTYaLWMSIX, KOTOPble MOTYT HaHecTH Bpes,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBA UK NOTEPE AAHHbIX.

© Vndbopmaums cogepxuUT cnpaBoyHble AaHHbIE 06 UCMONb30BAHUM YCTPOCTBA.
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MexceTeBble akpaHbl cepun ESR. PyKOBOACTBO Mo 3Kcnyataumm, Bepcus MO 1.5.10

2 OnucaHve nsaenuii

* HasHaueHune
* OYHKUUK

®YHKLMN nHTepdIelicoB

®yHKumn npu pabote ¢ MAC-agpecamun

®YHKL MM BTOPOro ypoBHSA ceTeBoli mogenu OSlI
®YHKLMN TpeTbero ypoBHs ceteBoli mogesnn OSI
®PYHKUMW TYHHENUPOBaHUA Tpadmka

®YHKUMW ynpaBneHns N KOHPUIrypnpoBaHns
®YHKLMN CETEBOW 3aLUNTDI

* OCHOBHbIE TEXHUYECKME XapaKTEPUCTUKM
* KOHCTPYKTMBHOE UCMOJHEeHMe

KoHCTpykTMBHOE ucnosiHeHne ESR-3300
KoHcTpykTrBHOE ucnosiHeHe ESR-3200L
KoHCTpykTMBHOE ucrnosiHeHne ESR-3200
KoHcTpykTrBHOE ucnosiHeHe ESR-1511, ESR-1500
KoHcTpykTMBHOE ucnosiHeHne ESR-1000
KoHcTpykTrBHOE ucnosHeHne ESR-200, ESR-100
KoHcTpykTMBHOE UcnosHeHne ESR-31
KoHCTpyKTMBHOE UcnosHeHne ESR-21
KoHcTpykTrBHOE ucnosiHeHne ESR-30, ESR-20
KoHcTpykTrBHOE UcnosiHeHne ESR-15R
CeToBasi MHAMKaLUns

* KomnaekT nocrtaBku

2.1 Ha3HaueHue

YcTpoiictea cepumn ESR ABASOTCA BbICOKONPOM3BOAUTENbHBIMU MHOTOLEN1EBLIMU CETEBbLIMU
MapLupyTM3aTopamMu. YCTpolicTBa 06beauHseT B cebe TpaanuMOHHbIe ceTeBble DYHKLMM N KOMMNIEKCHbI
MHOTOYPOBHEBbIA MOAX0A, K 6€30MacHOCTM MapLipyTnsaumm, 4To No3BoNAsSeT 06ecnevnTb HaAEeXHYH0 3alnTy

018 KOpNopaTuBHOI cpefbl.

YcTpoiicTBa noaaepXxuBaroT OYHKLUN MEXCETEBOIO 3KpaHa ANs 3almUTbl CETU OpraHu3aLun U CBOER CETEBONA
NHPPacTPYKTYpbl, & TaKKe COYETalOT B cebe HoBelume cpeacTaa obecneveHns 6e30nacHOCTU AaHHbIX,

LUINCOPOBAHUS, ayTEHTUDMUKALIMA 1 3aLLUTbI OT BTOPXXEHMWIA.

MapLpyTnsaTopbl cogepxaTt B cebe cpefctsa A1 NPorpamMmmMHO 1 annapatHoin 06paboTkm AaHHbIX. 3a cyet

ONTUMaJIbHOTO pacnpeneneHvs PyHKLmMii 06paboTkn AaHHbIX MeXAy YacTsaMu YCTPOICTBa AOCTUraeTcs

MaKkCnmMmasibHasa nNnpon3BoANTENIbHOCTb.
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2.2 ®PYHKUMU

MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

2.2.1 ®dyHKuumn nutepdeiicos

B Tabnuue 1 npuBeaeH CNMCoK dOyHKUUI MHTEPMENCOB YCTPOCTBA.

Tabnmua 1 — ®yHKUMM MHTEepdIENCOB yCTPONCTBa

OnpepgeneHve
NOJIIPHOCTU
NoAK/MIoUEeHUs
Kabens

(Auto MDI/MDIX)

Mopaepxka
oGpartHoro
[aBneHus
(Back pressure)

YnpaBsneHune
NOTOKOM
(IEEE 802.3X)

ArpernposaHue
KaHanoB

(LAG, Link
aggregation)

ABTOMaTM4YECKOe onpeaeneHune Tuna kabens — nepekpecTHblli Kabenb Uan Kabenb NPSMoro
NOAK/THOYEHMS.

« MDI (Medium Dependent Interface — npsimoii) — cTaHaapT kabenei A58 NoAKIHUYEHNS
OKOHEYHbIX YCTPOICTB;

+ MDIX (Medium Dependent Interface with Crossover — nepekpecTHblii) — cTaHAapT Kabenei
L1151 NOAK/TI0YEHNS KOHLEHTPATOPOB U KOMMYTAaTOPOB.

MeTos 06paTHOro AaBMEHNS UCMOML3YETCA HA NOMYAYNIEKCHBIX COEAVHEHMSIX A1S
perynnpoBaHusi OTOKa AaHHbIX OT BCTPEYHOTO YCTPOCTBA NyTEM CO3AaHUst KONNU3niA. MeToz
no3Bo/IfeT n3bexaTb NnepenosiHeHust GydpepHoit NamMsTV YCTPOCTBA U NOTEPU AAHHbIX.

YnpaBneHne NoToKOM NO3BOMSIET COEAUHSATL HU3KOCKOPOCTHOE YCTPOICTBO C
BbICOKOCKOPOCTHbIM. [I/151 NpeoTBpalleHnst NnepenosiHeHmns 6ydoepa HU3KOCKOPOCTHOE
YCTPOIACTBO MMEET BO3MOXHOCTb OTNPaBsATh nakeT PAUSE, TeM cambIM MHchopMupys
BbICOKOCKOPOCTHOE YCTPOIACTBO 0 HEOGX0AMMOCTM cAenaTb naysy npu nepegaqe nakeTos.

ArperupoBaHue (06beayHEHNE) KAHA/IOB NO3BO/ISIET YBE/IMUUTL NPOMYCKHYH0 CNOCO6HOCTbL
KaHasia CBSI3V 1 NOBbICUTb €r0 HAAEXHOCTb.

MapLupyTursaTop nogaepXxmnsaer ctatuyeckoe U AuHaMuyeckoe arpernposaHe KaHasoB.
Mpwn guHaMMyeckoM arpermpoBaHnm ucnosnb3yercs npotokon LACP gna ynpasneHus rpynnoi
KaHasos.

2.2.2 dyHKuum npu padorte ¢ MAC-agpecamu

B Tabnuue 2 npuBeaeHbl yHKLMKM yCcTpoiicTBa npu pabote ¢ MAC-agpecamu.

Tabnmua 2 — ®dyHkumm pabotbl ¢ MAC-agpecamu

Ta6nuua MAC-
agpecoB

Pexxum o6yueHus

Tabnuua MAC-agpecoB ycTaHaBnnBaeT cooTBeTCcTBME Mexay MAC-agpecamu u nitepceincamm
YCTPOICTBA U MCNOMb3YeTCH A1 MapLUpyTU3aumumn NakeToB gaHHbIX. MapLupyTnsaTopbl UMeLoT
Tabnmuy emkocTblo oo 128k MAC-aapecoB 1 pe3epBupytoT onpeaeneHHble MAC-agpeca ans
NCMNOMb30BaHUSA CUCTEMOIA.

MAC-Tabn1La MOXeT coAepxaTh /IM60 cTaTnyeckne agpeca, iM6o aapeca, U3ydeHHble npu
NPOXOX/AEHUM NAKETOB AaHHbIX Yepes3 yCTPOCTBO.

M3yueHune nponcxoaut 3a cyet pernctpaunn MAC-agpecoB oTnpaBuTesieli NakeToB C MPUBA3KOL
nx K noptam 1 VLAN. Bnocneactsmm 3T AaHHble MCNOMb3YHOTCA A5 MapLUpyTU3aumMm BCTPEYUHbIX
naketoB. Bpemsa xpaHeHus 3apernctpmposaHHbix MAC-apecoB orpaHuyeHo, ero
NPOLO/HKUTENBHOCTb MOXET HacTpanBaTbCA aAMUHUCTPATOPOM.

Ecnn MAC-agpec nosyyarens, ykasaHHblii B NPUHATOM YCTPOCTBOM NakeTe, OTCYTCTBYET B
Tabnuue, To Takol NakeT OTNPaBNsSIETCS Aaslee Kak LMpOoKoBeLlaTenbHbIii B npegenax L2-
CermeHTa ceTu.
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MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

2.2.3 ®PyHKUUM BTOPOro ypoBHA ceTeBoii mogenu OSI

B Tabnuue 3 nprBeaeHbl PYHKLMN U 0COBEHHOCTU BTOPOro YpoBHS (ypoBeHb 2 OSI).

Tabnuua 3 — OnucaHne yHKLMIA BTOPOro ypoBHs (ypoBeHb 2 OSI)

Noppepxka VLAN

MpoTtokon
CBA3YIOLLEro
AepeBa
(Spanning Tree
Protocol) !

VLAN (Virtual Local Area Network) — 3To cpefcTBO pa3faesieHns CETU Ha M30/IMPOBaHHbIe
cermeHTbl Ha ypoBHe L2. Micnonb3oBaHve VLAN n0o3BONSET NOBLICUTbL YCTOWUMBOCTL PaboThl
KPYMNHbIX CeTell 3a cUeT AeneHns nx Ha 6osee Mesnkue CeTH, M30N1MPOBaTb Pa3HOPOAHbIA Tpadmk
JaHHbIX Mexay co60li 1 pelunTb MHOTUe Apyrue 3agaun.

MapLupyTr3aTopbl NOAAEPXKMBAKOT pas3/imyHblie cnocobbl opraHmdauumn VLAN:

+ VLAN Ha 6a3e MeTOK NakeToB AaHHbIX, B cooTBeTcTBUM C IEEE 802.1Q;
+ VLAN Ha 6a3e nopToB ycTpoiictBa (port-based);
+ VLAN Ha 6a3e 1cnosib30BaHns npaBua Knaccudukaumm agaHHbix (policy-based).

3apgaueii npotokosna Spanning Tree siIBNSIETCS UCK/THOUYEHNE N3BbITOUYHBIX CETEBbLIX COEANHEHWIA U
npuBeAeHNe TOMOJIONMN CETU K APeBOBUAHOK. OCHOBHbIE NMPUMEHEHNS NPOTOKO/1A CBSA3aHbI C
npeaoTBpalleHeM 3aUUKIMBaHNA CETEBOrO TpadhuKa 1 ¢ opraHM3almein pe3epBHbIX KaHanoB
CBA3N.

T B Tekywieli Bepcuu MO gaHHasA PyHKLMA NOAepKMBAETCS TOMBLKO Ha MapLupyTusatope ESR-1000.

2.2.4 ®yHKUUU TPeTbero ypoBHA ceteBoil moaenu OSI

B Tabnuue 4 npmBeaeHbl PyHKLUM TpeTbero ypoBHs (yposeHb 3 OSI).

Tabnuua 4 — OnucaHne yHKUMIA TpeTbero ypoBHsi (Layer 3)

Cratuyeckue IP-
MapLpyTbl

AuHamunyeckas
MapLpyTusaumsa

Tao6nuua ARP

KnneHt DHCP

AAMVHMCTPATOP MapLipyT13aTopa MMEeET BO3MOXHOCTb f06aBNsATL U yAaATb CTaTudeckme
3anvcy B Tabnuuy MapLupyTv3aLmu.

MpPOTOKO/bI AUHAMUYECKON MapLUpyTU3aLUmMy NO3BOSISKOT YCTPONCTBY 0OMEHNBATLCA MapLUPYTHOM
MHDopMaumelt ¢ coceHMU MapLUpyTM3aTopaMu U aBTOMATUYECKN COCTaBNATb TabnuLy
MapLUpyTOB.

MapLupyTurzatop nogaepxusaeTt cregytowme npotokossl: RIPv2, RIPng, OSPFv2, OSPFv3, IS-IS,
BGP.

ARP (Address Resolution Protocol) — npoTokon 15 BbISICHEHWS COOTBETCTBUS aflpECOB CETEBOTO
1 KaHasbHOro ypoBHel. Tabnuua ARP cogepXuT nHdpopmaumio 06 n3yyeHHOM COOTBETCTBUM.

CoO0TBEeTCTBME YCTAHAB/IMBAETCS HA OCHOBE aHa/l3a OTBETOB OT CETEBbIX YCTPOICTB, aapeca
YCTPOIACTB 3anpallnBaloTCs C NOMOLLbIO LUIMPOKOBELLATE bHbIX MAKETOB.

MpoTtokon DHCP (Dynamic Host Configuration Protocol) AaéT BO3MOXHOCTb aBTOMATU3POBAThL
ynpaB/ieHNe CeTEBbIMY YCTPONCTBAMMY.

KnnenT DHCP nosBonsieT MmapLipyTusatopy nosyyarb CETEBOW aApec U AONOAHUTENIbHbIE
napameTpbl 0T BHewwHero DHCP-cepeepa. Kak npaBuno, 3ToT cnoco6 ucnosb3yeTcs ans
MOJTyYEHNS CETEBBIX HACTPOek onepatopa ny6nmuHoii cetn (WAN).
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Cepsep DHCP

DHCP Relay

TpaHcnsauua
ceTeBbIX afipeCcOB
(NAT, Network
Address
Translation)

MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

Cepsep DHCP npepHasHayeH Ana aBToMarusaummn 1 LeHTpasm3aumm KOHUrypmpoBaHus
CeTeBbIX YCTPOCTB.

Pa3smeweHne DHCP-cepBepa Ha mapLupyTmMsatope no3BosiseT NoyyYnTb 3akOHYEHHOE peLleHne
ONS NoAfePXKN TOKaIbHON CeTu.

DHCP-cepBep, BxogALWMii B cOCTaB MapLupyTU3aTopa, No3BosISeT HadHavatb IP-agpeca ceTeBbiM
yCTpoicTBam 1 nepefasaTtb JOMOHUTENbHbIE CETEBbLIE NapaMeTpbl — afjpeca cepBepos, agpeca
LL/TIO30B CETU U ApYyrMe Heobxo4yMble napameTpsbl.

®yHkuma DHCP Relay npegHasHaveHa ansi nepeHanpas/ieHns lWwvpokosewarensHbix DHCP
Discover-nakeToB U3 04HOTO LUNPOKOBELLLATE/IbHOMO IOMEeHa B ofiHoaApecHble (unicast) DHCP
Discover-nakeTbl B pyroM LUMPOKOBELLATENIbHOM AOMEHE.

TpaHcnsums ceTeBbIX a4pPecoB — 3TO MeXaHWU3M, KOTOPbI NO3BO/ISIET Npeo6pasoBkiBaTh IP-
ajipeca 1 HoMepa NMopToB TPAH3UTHBIX NMaKETOB.

®yHkuma NAT no3sonseT Ncnonb3oBaTb MeHbLUIee KonnmyecTso IP-agpecos, TpaHcnnpys
HecKo/bKo |P-agpecoB BHYTpPEHHEl CETU B O4MH BHELUHWUIA Ny6nnyHblin IP-agpec. Vicnonb3oBaHue
NAT no3BonseT yBennuntb 3auLLEHHOCTb JIOKa/IbHOM CETU 3a CYET CKPbITUSA €€ BHYTpeHHel

CTPYKTYPbI.

MapLupyTumsatopbl NogaepXnsatoT cnepytowme sapmaHTel NAT:

+ Source NAT (SNAT) - BbINo/IHSIETCS 3aMeHa afpeca, a Takke HoMepa nopTa UCTOUYHMKA Npu
NPOXOXAEHWN NakeTa B O4HY CTOPOHY 1 06paTHOli 3aMeHe agpeca Ha3HaYeHUs1 B OTBETHOM
nakeTe;

« Destination NAT (DNAT) - korga o6palleHusi U3BHe TPaHC/IMPYIOTCS MapLIPyTM3aToOpoM Ha
KOMMbIOTEP MO/b30BATESIS B /IOKASIbHOM CETU, UMEIOLLMIA BHYTPEHHWIA agpec 1 NOToOMy
HedoCTYMHbIN N3BHE CeTW HenocpeacTBeHHO (6e3 NAT).

2.2.5 ®yHKUUM TYHHENMpoBaHuA Tpaduka

Tabnuua 5 — OYHKUMN TYHHENMPOBaHUS Tpadivka

MpoToKonbl TYHHe
nmpoBsaHuUsA

TyHHENMpOBaHVe — 3TO CcNoco6 Npeo6pasoBaHus MAKETOB AaHHbLIX NPU NepeAade Ux no cetu, npu
KOTOPOM MPOUCXOANT 3aMeHa, MoagucuKauust Uin Ao6aBneHne HOBOrO CETEBOIO 3aro/ioBka
naketa. Takoi cnocob MOXeT 6bITb MCNOJIb30BaH /151 COrNlacoBaHUsi TPAHCTIOPTHBIX NPOTOKO/10B
MNPV NMPOXOXAEHNN JaHHbIX Yepes3 TPaH3UTHYH CeTb, /151 CO3AaHNs 3alUMLLIEHHbIX COeANHEHNIA,
MNPV KOTOPbIX TYHHE/TMPOBAaHHbIE JaHHbIE NOABEPTatoTCs LNGPOBAHMIO.

MapLupyTr3aTopbl NOAAEPKNBAIOT C/edylolme BUibl TYHHENEN:

+ GRE - nHkancynauus IP-naketa/Ethernet-kagpa B gpyroii IP-naket ¢ go6asneHnem GRE
(General Routing Encapsulation)-3aronoBka;

+ |Pv4-IPv4 — TyHHesb, NCNOMb3YOLWMNIA MHKaNCyNsaumo ncxogHslx IP-naketoB B IP-nakeTbl €
APpYrMY CeTeBbIMU NapameTpamu;

+ L2TPv3 - TyHHenb ana nepepauv L2-tpadmka ¢ nomollbto IP-nakeTos;

+ IPsec — TyHHenb ¢ WwudpoBaHeM nepegaBaembiX AaHHbIX;

« L2TP, PPTP, PPPoE, OpenVPN, WireGuard — TyHHenu, ncnosnb3yowmecs Ans opraHnsaumm
yAanIeHHOro focTyna KMeHT-cepeep.
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2.2.6 PyHKUMU yNpaB/IeHNA U KOHPUrypupoBaHUsi

Tabnuua 6 — OCHOBHblE PYHKUUK yripaBneHUs 1 KOHUrypnpoBaHus

3arpyska un
BbIrpy3ska cpaiina
HaCTPOWKN

NHTepdelic
KOMaHAHOM
ctpoku (CLI)

Syslog

CeteBble
YyTUNUTbI
ping, traceroute

YnpaBneHune
KOHTPO/IMPYEMbIM
pocTtynom -
YPOBHU
npuBunerni

AyTeHTudukauus

CepBep SSH/
cepsep Telnet

ABTOMaTU4yeckoe
BOCCTaHOB/eHUe
KOHchurypaumm

MapameTpbl YCTPONCTBA COXPAHAIOTCSA B ddaiisie HacTPOIiKN, KOTOPbI COAEPXUT AaHHbIe
KOHpurypaumm Kak Bceil CMCTEMbI B LIe/IOM, Tak 1 onpefenieHHoro nopra ycTpoicTea. Ans
nepegayv goaisioB MoryT ncnonb3oBartbes npotokosnbl TFTP, FTP, SCP.

YnpasneHue nocpegctsom CLI ocyliecTBnsieTcs 1oKkasibHO Yepes noc/iefoBaTesibHbIA NopT
RS-232 nn6o ypaneHHo yepes Telnet, SSH. MHTepdelic komaHaHo cTpoku koHconm (CLI)
ABMIAETCA NPOMbILLNEHHBIM cTaHdapToM. HTepnpeTatop CLI npegocTaBnser cnmcok kKoMaHg, 1
K/IOYEBbIX CNOB /15 NOMOLLM MONb30BATENI0 U COKPALLEHUIO 06beMa BBOAUMbIX AAHHbIX.

MpoTokon Syslog o6ecneunBaeT nepegady MHPOPMALMOHHLIX COOBLLEHUI O MPOUCXOAALLMX B
cucTeMe COBbITUAX U BeieHME XypHasia CoObITUA.

YTunutel ping v traceroute — npegHasHaueHbl 4151 IPOBEPKU JOCTYMHOCTW CETEBbIX YCTPOCTB 1
L5 onpefeneHns MapLIpPyTOB Nepesaymn faHHbIx B IP-ceTsix.

MapLupyTr3aTophl NOAAEPXKMBAIOT YNpaB/ieHe YPOBHEM AOCTYNa Nosib3oBateneli K cucreme.
YpoBHYM A0CTYyNa No3BOJISOT YNPaB/IATb 30HAMW OTBETCTBEHHOCTY aMUHNCTPATOPOB YCTPOWCTB.
YpoBHU focTyna Hymepytotcs oT 1 go 15, ypoBeHb 15 COOTBETCTBYET MOSTHOMY A0OCTYMY K
ynpaB/ieEHU0 YCTPOCTBOM.

AyTeHTUhUKauus — 310 npouesypa NPoBEPKU NOASIMHHOCTM NOMb30BaTens. MapLipyT3atopsl
NoAAEPKMBAIOT CrIEeAyIOLIME METOAbI Ay TEHTUVKALM:

+ NloKa/ibHasa — A5 ayTeHTUhuKauum ncnonb3yeTcs /IokaslbHas 6a3a AaHHbIX Nosib30BaTesnen,
XpaHsLLaacs Ha caMoM YCTPOICTBE;

*+ rpynnosas — 6a3sa JaHHbIX Nosib30BaTesieli XpaHUTCA Ha cepBepe ayTeHTudmkaummn. Ans
B3aUMOZENCTBNS C CEPBEPOM MCNOMb3ytoTca npoTokosibl RADIUS n TACACS.

®yHKUMM cepBepa SSH 1 Telnet No3BoNAT YyCTaHOBUTL COEUHEHNE C YCTPOWCTBOM A/151
yrnpasneHns nm.

YCTpOICTBO NoaAepXmUBaeT aBTOMATUYECKYO CUCTEMY BOCCTaHOB/IEHUSI KOHQUIypaL|mK, KoTopast
npefoTBpalllaeT cUTyaLun NoTepy yaaieHHoro AoCTyna K YCTPOCTBY NOC/1e CMEHbI
KoHdourypaumu. Ecnv B TeueHue 3ajaHHOro BpemMeHu Noc/iie U3MeHeHNs KOHQIMIypaLmm He 6b110
BBE/IEHO NOATBEPXK/AEHNE — NPOM30iAeT aBTOMATUUECKMIA OTKAT KOHUIypauum o Npe/blayLero
CMO/Ib30BABLLIErOCS COCTOSAHUS.
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2.2.7 ®PyHKUUM ceTeBOI 3alUThbI
B Tabnuue 7 npuBeaeHbl yHKLMM CETEBOI 3aL1Tbl, BbINOSIHAEMbIE YCTPONCTBOM.
Tabnuua 7 — OYHKLMN CEeTEBO 3aluUTbl

30HbI Bce MHTepgeiicbl MapLupyTM3aTopa pacnpeaenstorcs no 3oHaM 6e30MnacHoOCTU.

6e3onacHoCTun o
[ns kaxaol napbl 30H HACTpanBaKTCS NpaBusa, ONpeaensoLwme BO3MOXHOCTb UK

HEBO3MOXXHOCTb MPOXOXAEHNA OaHHbIX MeXAy 30HaMu, npaBuia qJI/U'IpraU'I/II/I TpaCbI/IKa AaHHbIX.

dunbTpayus [ns kaxaoli napbl 30H 6€30MaCHOCTM COCTaB/ISIETCS HA6op NpaBusI, KOTOpPbIe NO3BOSISIOT
OaHHbIX ynpaenaTb uasTpaumein AaHHbIX, TPOXOASLMUX YePE3 MAPLLPYTU3aTOP.

KomaHaHbIi nHTepdielic ycTpoiicTBa NpeAocTaBNsAeT cpeacTBa AN AeTa/lbHON HAaCTPONKM
npaBwn Knaccudmkauum Tpadmka 1 Ans HasHavyeHUs Pe3yNbTUPYIOLLIETO PELLIEHNST O MPOMNYyCcKe
Tpadgumka.
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2.3 OCHOBHbIe TEXHUYECKUue XapaKTepnuctuku
OCHOBHblE TEXHMYECKME NapaMeTpbl MapLIpyTM3aTopa NpuBeAeHsb! B Tabnuue 8.

Tabnmua 8 — OCHOBHblE TEXHUYECKNE XapaKTepPUCTUKN

O6wue napaveTpbl

NHTepdpeiics ESR-3300 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)/25GBASE-R (SFP28)
4 x 40GBASE-R (QSFP+)/100GBASE-R (QSFP28)
1 x KoHCOMbHbIi nopT RS-232 (RJ-45)
1 x MNopt OOB
1xUSB 3.0

1 x Cnot ansa microSD-kapTbl

ESR-3200L 4 x T000BASE-X/10GBASE-R/25GBASE-R
8 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHcosbHbI nopt RS-232 (RJ-45)
1 x MopTt OOB
1xUSB2.0

1 x Cnot ans microSD-kapTbl

ESR-3200 12 x T000BASE-X (SFP)/10GBASE-R (SFP+)/25GBASE-R (SFP28)
1 x KoHCOo/bHbI nopT RS-232 (RJ-45)
1 x MopT OOB
1xUSB 2.0

1 x Cnot gna microSD-kapTbl

ESR-1511 4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X (SFP)
4 x Ethernet 10/100/1000BASE-T (RJ-45)
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
2 x 40GBASE-R (QSFP+)
1 x KoHconbHbI nopt RS-232 (RJ-45)
1 x Mopt OOB
2xUSB 2.0

1 x Cnot ans SD-kapThbl
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ESR-1500

ESR-1000

ESR-200

ESR-100

ESR-31

MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X (SFP)
4 x Ethernet 10/100/1000BASE-T (RJ-45)

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x KoHcobHbI nopt RS-232 (RJ-45)

1 x MopTt OOB

2xUSB 2.0

1 x Cnot ana SD-kapThbl

24 x Ethernet 10/100/1000BASE-T (RJ-45)
2 x T0GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIi nopT RS-232 (RJ-45)
2xUSB 2.0

1 x Cnot gna SD-kapTol

4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X (SFP)
4 x Ethernet 10/100/1000BASE-T (RJ-45)

1 x KoHCOMbHbIi nopT RS-232 (RJ-45)

1xUSB 3.0

1xUSB 2.0

1 x Cnot ans SD-kapThbl

4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X (SFP)
1 x KoHconbHbI nopt RS-232 (RJ-45)

1xUSB 3.0

1xUSB2.0

1 x Cnot ans SD-kapThbl

8 x Ethernet 10/100/1000BASE-T (RJ-45)
6 x Ethernet 1T000BASE-X (SFP)

2 x T0GBASE-R (SFP+)/1000BASE-X (SFP)
3 x MocnepoBaTtenbHbIii nopT RS-232

1 x KoHCOMbHbIi nopT RS-232 (RJ-45)
1xUSB 3.0

1xUSB2.0

1 x Cnot ana microSD-kapTbl
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ESR-30

ESR-21

ESR-20

ESR-15R

Tunbl ONTUYECKNX ESR-3300
TpaHCcMBEPOB

ESR-3200L
ESR-3200

ESR-1511

MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

4 x Ethernet 10/100/1000BASE-T (RJ-45)
2 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHCOMbHbIi nopT RS-232 (RJ-45)
1xUSB 3.0

1xUSB 2.0

1 x Cnot ana microSD-kapTbl

8 x Ethernet 10/100/1000BASE-T (RJ-45)
4 x T000BASE-X (SFP)

3 x MNocnegoBatenbHblii nopT RS-232

1 x KoHconbHbIi nopT RS-232 (RJ-45)
1xUSB 3.0

1xUSB2.0

1 x Cnot gna SD-kapTbl

2 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X (SFP)
2 x Ethernet 10/100/1000BASE-T (RJ-45)

1 x KoHcobHbI nopt RS-232 (RJ-45)

1xUSB 3.0

1xUSB 2.0

1 x Cnot ana SD-kapThbl

4 x Ethernet 10/100/1000BASE-T (RJ-45)
2 x TO00BASE-X (SFP)

1 x KoHconbHbIli nopT RS-232 (RJ-45)
2xUSB 2.0

TO000BASE-X SFP
TOGBASE-R SFP+
25GBASE-R SFP28
40GBASE-R QSFP+
TO00GBASE-R QSFP28

T000BASE-X SFP
TOGBASE-R SFP+
25GBASE-R SFP28

T000BASE-X SFP
TOGBASE-R SFP+
40GBASE-X QSFP+
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ESR-1500
ESR-1000
ESR-31
ESR-30

ESR-200
ESR-100
ESR-21
ESR-20
ESR-15R

[ynnekcHbIin 1 NonyaynneKCHbIi PeXumbl

nHTepceiicos

MakcrmasibHas
NponyckHasi CnoCOGHOCTb
MapLupyTu3aTopa B
L2-pexume (npu
annapaTtHoli KoMmyTaLum)

CkopocTb nepegaun
OaHHbIX

ESR-1511
ESR-1500

ESR-1000

ESR-3300

ESR-3200L
ESR-3200

ESR-1511

ESR-1500
ESR-1000
ESR-31
ESR-30

ESR-200
ESR-100
ESR-21
ESR-20
ESR-15R

MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

T000BASE-X SFP
TOGBASE-R SFP+

T000BASE-X SFP

* OynnekcHbIi 1 NonyaynaeKCHbI pexxumbl 4515 3/1EKTPUYECKUX NOPTOB
* OyNAeKCHbI PeXxnum Ans onTUYecKnx nopTos

160 réut/c

88 out/c

+ onTuyeckue nHtepgoeiicel 1/10/25/40/100 IFéut/c

+ onTuyeckue nHTepgelicbl 1/10/25 rémt/c

+ anekTpuyeckue nHTepgoeiicel 10/100/1000 M6uT/C
+ onTuyeckue nHTepgelicol 1/10/40 Fout/c

* anekTpuyeckne nHTepdeiicsl 10/100/1000 MéuT/C
+ onTuyeckue nHTepdericbl 1/10 Fént/c

+ anekTpuyeckue nHtepgeiicel 10/100/1000 M6uT/C
+ onTunyeckue uHTepdeiicbl 1 Fémt/c
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KonuuectBo VPN-TyHHenein ESR-3300 500
ESR-3200L
ESR-3200
ESR-1511
ESR-1500
ESR-1000

ESR-200 250
ESR-100

ESR-31

ESR-30

ESR-21

ESR-20

ESR-15R 10

KonunuecTBo cTtatmyeckmx ESR-3300 11k

MapLIpyTos ESR-3200L
ESR-3200
ESR-1511
ESR-1500
ESR-1000
ESR-200
ESR-100
ESR-31
ESR-30
ESR-21
ESR-20

ESR-15R Tk

MakcumasibHoe ESR-3300 8,5M
KO/INYECTBO KOHKYPEHTHbIX ESR-3200L

ceccuit
ESR-3200
ESR-1511

ESR-1500 2,43M
ESR-1000 3,13M

ESR-200 2,250M
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Tabnunua VLAN

Konnyectso mapLupyToB
BGPv4/BGPv6

KonnuecTBo MapLipyToB
OSPFv2/0SPFv3/IS-IS

MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

ESR-31 3,26M
ESR-30

ESR-100 1,570M

ESR-21 2,940M
ESR-20

ESR-15R 300k

4094

ESR-3300 5M
ESR-3200L
ESR-3200

ESR-1511

ESR-1500
ESR-1000

ESR-200 2,5M
ESR-100

ESR-31

ESR-30

ESR-21

ESR-20

ESR-15R ™

ESR-3300 500k
ESR-3200L

ESR-3200

ESR-1511

ESR-1500

ESR-1000

ESR-200 300k
ESR-100

ESR-31

ESR-30

ESR-20

ESR-21

ESR-15R 30k
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KonnuecTBo MapLipyToB
RIP/RIPng

Tabnvua MAC-agpecos

Pa3mep 6a3bl FIB

VRF

ESR-3300
ESR-3200L
ESR-3200
ESR-1511
ESR-1500
ESR-1000
ESR-200
ESR-100
ESR-31
ESR-30
ESR-21
ESR-20

ESR-15R

ESR-1511
ESR-1500

ESR-1000

ESR-3300
ESR-3200L
ESR-3200
ESR-1511
ESR-1500
ESR-1000

ESR-200
ESR-100
ESR-31
ESR-30
ESR-21
ESR-20

ESR-15R

10k

Tk

128k 3anuceii

16k 3anuceii

1,7M

1,4M

™
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Konnuectso L3- ESR-3300 4000

nHTepdelicoB ESR-3200L
ESR-3200
ESR-1500
ESR-1511
ESR-1000
ESR-200
ESR-100
ESR-31
ESR-30
ESR-21
ESR-20

ESR-15R 200

CooTBeTcTBME CTaHgapTam IEEE 802.3 10BASE-T Ethernet
IEEE 802.3u T00BASE-T Fast Ethernet
IEEE 802.3ab 1000BASE-T Gigabit Ethernet
IEEE 802.3z Fiber Gigabit Ethernet
IEEE 802.3cc 25GBASE-LR Ethernet
IEEE 802.3by 25GBASE-SR Ethernet
|IEEE 802.3ba 40GBASE-SR4, 40GBASE-LR4
ANSI/IEEE 802.3 aBTOONpeaeneHne ckopocTtu
IEEE 802.3X KOHTPO/Ib NOTOKOB AaHHbIX
IEEE 802.3ad o6beanHeHmne kaHanos LACP
IEEE 802.1Q BupTyasnbHble nokansHble cetu VLAN

IEEE 802.1v, IEEE 802.3ac, |IEEE 802.3ae, IEEE 802.1D, IEEE 802.1w, IEEE
802.1s

YnpaBneHue

JNlokasibHOe ynpaBreHne CLI

YaaneHHoe ynpasfeHue Telnet, SSH
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duU3nyecKue XapakTeEPUCTUKU U YCIIOBUA OKpYyXXatowieli cpefbl

MICTOUYHUKN NUTaHKA

MakcumasbHas
noTpebnsemas MOLLHOCTb

ESR-3300

ESR-3200L
ESR-3200
ESR-1511
ESR-1500
ESR-1000
ESR-31

ESR-200
ESR-100
ESR-30
ESR-21
ESR-20
ESR-15R

ESR-3300

ESR-3200L

ESR-3200

ESR-1511

ESR-1500

ESR-1000

ESR-200

ESR-100

ESR-31

ESR-30

ESR-21

ESR-20

CeTb nepemeHHoro Toka: 200—240 B, 50-60 I'y,
CeTb NOCTOSIHHOTO ToKa: 36—72 B
BapwnaHTbl nuTaHusA:

* OOVH UCTOYHWUK NNTaHUA NOCTOAHHOIO U1 NnepemMeHHOro TokKa,
* ABa UCTOYHUKa NUTaHUA MOCTOAHHOIO Nn NnepemMeHHOro Toka c
BO3MOXXHOCTbHO FOpFI‘—IEVI 3aMeHbl.

Cetb nepemeHHoro Toka: 100—-240 B, 50-60 'y
CeTb NOCTOSAHHOrO ToKa: 36—-72 B
BapuaHTbl nuTaHus:

* OAWH UCTOYHWUK NMUTAHUA NMNOCTOAHHOIO NI NEPEMEHHOIO TOKa;
* ABa UCTOYHMKa NUTaHnA NOCTOAHHOIO Ui NepeMeHHOro Toka C
BO3MO>XHOCTbIO I'OpFILIeVI 3aMeHbl.

CeTb nepemeHHoro Toka: 100—-264 B, 50-60 I'y,

184 Bt
105 Bt
117 Bt
130 Bt
125 Bt
78 Bt
35BT
22 Bt
44 Bt
29 Bt
32 Bt

25 BT
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Macca

FrabapuTHblE pasMepsbl
(WxBxT)

ESR-15R

ESR-3200L
ESR-3200

ESR-3300
ESR-1511
ESR-1500

ESR-1000

ESR-200
ESR-100

ESR-31

ESR-30

ESR-21

ESR-20

ESR-15R

ESR-3200L
ESR-3200

ESR-3300
ESR-1511
ESR-1500

ESR-1000

ESR-200
ESR-100

ESR-31

ESR-21

ESR-30
ESR-20

ESR-15R

MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

18 BT

S5«kr

7 Kr

3,6 Kr

2,5 Kr

4,44 kr

1,8 kr

3,15«r

2 Kr

1,405 kr

430 x 44 x 330 mm

430 x 44 x 425 Mmm

430 x 44 x 352 Mm

310 x 44 x 240 mm

430 x 43,6 x 275 Mmm

430 x 44 x 225 Mmm

267 x 44 x 212 MM

267 x 44 x 160 mm
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MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

MHTepBan paboumnx ESR-3300 oT1-10 go +45 °C

Temneparyp ESR-3200L
ESR-3200
ESR-1511
ESR-1500
ESR-1000
ESR-200
ESR-100
ESR-31
ESR-30
ESR-21
ESR-20

ESR-15R oT1 0 go +40 °C
ViHTepBasn TeMnepatypbl XpaHeHus oT-40 go +70 °C

OTHOCUTEeNbHAsA BNaXHOCTb Npwu He 6onee 80 %
aKcnyatauun (6e3 o6pa3oBaHus
KOH/leHcaTa)

OTHOCUTEeNbHAsA BNaXHOCTb Npu xpaHeHun o1 10 0o 95 %
(6e3 o6pazoBaHusl KOHAeHcaTa)

CpoK cnyx06bl He meHee 15 net
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MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

2.4 KOHCTPYKTUBHOE UCMNOJZIHEHNE

B faHHOM pasgene onucaHo KOHCTPYKTMBHOE UCMOJIHEHMe yCTpolicTBa. NpeacTas/ieHbl n306pakeHuns
nepegHein, 3aaHeli 1 60KOBbIX NaHesnel yctpoicTea. OnvcaHbl pa3beMbl, CBETOANOAHbIE UHAUKATOPbI U
opraHbl ynpaseHus.

2.4.1 KoHcTpyKTMBHOE ucnonHeHne ESR-3300

YCTPOIACTBO BbINO/THEHO B META/IIMYECKOM KOPMYCE C BO3MOXHOCTbIO YCTAHOBKM B 19" KOHCTPYKTUMB, BbiCOTA
Kopnyca 1U.

MepeaHsasn naHenb yctpoiictea ESR-3300

HELTEX ESR-3300

PucyHok 1 — MNepeaHaa naHens ESR-3300

Tabnuua 9 — OnucaHve pa3beMOB, MHAMKATOPOB M OpraHoB ynpasfieHns nepegHeri naHenn ESR-3300

Ne 3nemeHT nepegHeii  OnucaHwue

naHenu

1 25GE [1 .. 4] 4 nopta T000BASE-X/10GBASE-R/25GBASE-R

2 40/100GE[1 .. 4] 4 nopta Ethernet 40GBASE-R (QSFP+)/100GBASE-R (QSFP28)

3 USB MopT USB 3.0 ans nogxntoveHmsa USB-ycTpolicTs.

4 microSD Pa3sbem gna yctaHoBku microSD-kapT namaTu.

5 Console KoHconbHbI nopT RS-232 (RJ-45) Ana nokasbHOro yrnpaesieHns yCTPONCTBOM.

6 0OOB Ethernet-nopT ncnonb3yeTtcs To/bKO 4151 06HOBMEHMS NPOrPaMMHOr0 obecneyeHns Yepes
3arpy3umk U-Boot. JaHHbIn NOpT He NCNoNb3yeTcs 419 yAa/IeHHOro AocTyna un
yrnpas/ieHus.

7 F ®YHKUMOHaNTbHAA KHOMKa AJ151 nepe3arpys3ku yCTpoiicTBa 1 cbpoca K 3aBOACKMM
HaCTpoOWKamMm:

* NpuW ygepXaHum kHomkn meHee 10 cekyHz, NPOMCXOAMT nepesarpyska yCTpoicTBa;
* Npwv ygepXaHum kHornku 6onee 10 cekyHz, NPOMCXOAUT nepesarpyska ycTporicTea 1
c6pocC K 3aBOACKMM HACTPOIKam.

8 Status ViHarKaTop TeKyLero CoCTOsIHMA YCTpoiicTBa.

Alarm NHavkaTop Hamums 1 ypoBHA aBapun YCTPOCTBa.
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Ne 3nemeHT nepegHeii
naHenu

User

Flash

Power

Master

Fan

RPS

MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

OnucaHue
VHaukaTop, UCNo/b3yloWwuincs Ans nosib30BaTe/lbCKUX CLLEHAPUEB, KOTOPbIE MOXHO
Ha3HauYNTb B PEXMME KOHIUTYPUPOBaHNS YCTPONCTBA.

NHAMKATOP akTUBHOCTM 0GMEHa C HakonuTenem AaHHbIX — microSD-kapTtoii unn USB
Flash.

WHaykaTop nuTaHus ycTpoiicTea.

NHamkaTop pa6oTbl ycTpolicTea B failover-pexxumax (He ucnosb3yetcs B TeKylLei
BEpCUN).

NHaykaTop aBapvn BEHTUNSITOPOB.

|/|Hp,|/lKaTOp Pe3epPBHOIro NCTOYHMKA 3/TEKTPONMUTAHUA.

3agHAA naHenb yctponcTea ESR-3300

BHewHwuin BuA, 3agHeinn naHenn ESR-3300 npuBeaeH Ha pUCYHKE HUXE.

X @ Jocieleelererie
O COOC0000
OO0
SDOOOOOOOOOOQOOOQOOO o EJO QOO0

PucyHok 2 — 3agHsaa naHens ESR-3300

Tabnmua 10 — OnucaHne pasbemMoB 3agHen naHenn ESR-3300

Ne OnwucaHue

1 OCHOBHO UICTOYHUK MUTaHUSA.

2  Knemwmbl AN 3a3eM/ieHnst yCTpoiicTea.

3 CbeMHble BEHTUNALMOHHbIE MoA4y/In C BOSMOXHOCTbH ropﬂqe|7| 3aMeHbl.

4 MecCTO AN1st yCTaHOBKM Pe3epPBHOM0 NCTOYHMKA NUTaHWSI.
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MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

BokoBble naHenu yctpoiictesa ESR-3300
BHewHunin Bug, 60koBbIx NaHeneit ESR-3300 npuBeneH Ha puUCyHKe HUXe.

® o o o o o o o o o o
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PucyHok 3 — NpaBasa 6okoBas naHenb ESR-3300
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PucyHok 4 — JleBas 6okoBas naHesnib ESR-3300

Ha 60KOBbIX MaHENsIX YyCTPOCTBA PACMO/IOKEHbI BEHTUALIMOHHbIE PELLETKMN, KOTOPbIE CNyXaT AN1a oTBoja
Tenna. He 3akpblBaiiTe BEHTUNSALUMOHHbIE OTBEPCTUSI MOCTOPOHHUMM NpeaMeTamn. STO MOXET NPUBECTU K
neperpesBy KOMMNOHEHTOB YCTPOICTBA M BbI3BaTb HapylleHUs B ero paboTte. PekomeHaaLum no ycTaHoBKe
YCTPOIACTBA PaCcnoOXeHbl B pasfesne YCTaHoBKa U NMOK/HYEHVE.

2.4.2 KoHCTpyKTUBHOE ncnonHeHne ESR-3200L
YCTPOWCTBO BbINO/IHEHO B META/IIMYECKOM KOPIYCE C BO3MOXHOCTbIO YCTaHOBKM B 19" KOHCTPYKTUB, BbiCOTA
Kopnyca 1U.

MepepHAa naHenb ycTtpoiictea ESR-3200L
BHewHwuin Bug, nepegHein naHenn ESR-3200L nokasaH Ha puUCyHke 5.
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PucyHok 5 — MNepegHaa naHens ESR-3200L

Ta6nuua 11 — OnncaHve pasbemMoB, UHAVKATOPOB U OpraHoB yrpas/ieHns nepegHein naHeny ESR-3200L

Ne OnemeHT nepegHeii  OnucaHune

naHenu
1 Status VHaukaTop TeKyLero cocTosHMS yCTPOICTBa.

Alarm NHAavkaTop Hamums n ypoBHA aBapuy YCTpoicTBa.

User NHavkaTtop, ncnonb3yoLwmiics 41 nosib30BaTeslbCKMX CLeHapreB, KOTOPbIE MOXHO
Ha3HaunTb B PEXUME KOHUITYPUPOBaHUS YCTPONCTBA.

Flash NHavkaTop akTMBHOCTM 06MeHa ¢ Hakonutenem gaHHbix — microSD-kapToii unn USB
Flash.

Power WHavkaTop nutaHus ycTpoicTea.
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Ne

3nemeHT nepeaHen
naHenu

Master

Fan

RPS

Console

00B

microSD
uUsB
[1..4]

[1..8]

MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

OnucaHue

NHaykaTop paboTkl ycTpoiicTea B failover-pexumax (He ucnonb3yeTcsa B TeKyLLei
BEPCUM).

VHgukaTop aBapun BEHTUIATOPOB.

WHpukaTop pe3epBHOIO MCTOYHMKA 3/IEKTPONUTaHNS.

®YHKUMOHaNTbHAsA KHOMKa AJ151 nepesarpy3ku yCTpoiicTBa 1 cbpoca K 3aBOACKMM
HaCTpPOWKamMm:

* NpuW yaepxaHuy KHonkn meHee 10 cekyH NpouCXoauT nepesarpyska ycTpoicTBa;
* Npuv yaepxaHun kHonku 6onee 10 cekyHA NPOMCXOAUT Nepesarpy3ka ycTpoicTea u
c6pocC K 3aBOACKMM HACTPOMKaM.

KoHconbHbI nopT RS-232 (RJ-45) Ans nokasbHOro yrpaesieHns yCTPONCTBOM.

Ethernet-nopT ncnonb3yeTcs ToNbKO A5 06HOBNEHNUS NPOrpaMMHOro o6ecnedeHuns yepes
3arpy3unk U-Boot. [JaHHblIii NOPT He UCMoNb3yeTcs A1 yAa/IEHHOTO A0CTyna U
yrnpasneHus.

Pa3sbem gna yctaHoBkU microSD-kapT namaTu.
MopT USB 2.0 gnsa nogkntodeHuns USB-ycTpoiicTs.
4 nopta Gigabit Ethernet T000BASE-X/10GBASE-R/25GBASE-R.

Cnotbl ans yctaHosky TpaHcvsepos 10G SFP+/1G SFP.
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MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

3apHaa naHenb ycTponcTBa ESR-3200L

BHewHuin Bug 3aaHei naHenn ESR-3200L nprBefieH Ha pUCYHKE HUXE.

® @
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5
PucyHok 6 — 3aaHsas naHens ESR-3200L

Tabnuua 12 — OnucaHme pasbemoB 3agHen naHenn ESR-3200L

Ne OnucaHue

1 OCHOBHOI1 UICTOYHMK MUTaHKS.

2 Knemma ans 3asemneHns ycTponcTea.

3 CbeMHbIe BEHTU/ALUNOHHbIE MOAY/IN C BO3MOXHOCTbIO ropsiveii 3amMeHbl.

4

5 MecTo AN yCTaHOBKU Pe3epBHOr0 UCTOYHUKA NUTAHUSA.
BokoBble naHenu yctpoiictea ESR-3200L
BHewHwuiA Bug, 60koBbiX NnaHenen ESR-3200L npuBeaeH Ha pUCYHKax HUXe.
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PucyHok 7 — MpaBasa 6okoBas naHenb ESR-3200L
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PucyHok 8 — JleBast 60koBasi naHenb ESR-3200L

Ha 60KOBbIX NaHEeNsxX yCTPONCTBA pacnoioXeHbl BEHTUSALMOHHbIE PELLETKM, KOTOPbIE CNyXaT A1 0TBoAa
Tenna. He 3akpbiBaiiTe BEHTUNALMOHHbIE OTBEPCTUSI MOCTOPOHHUMM NpeaMeTaMu. ITO MOXET NPUBECTU K
neperpeBy KOMMOHEHTOB YCTPOWCTBA M BbI3BaTb HapyLLEHWs B ero paboTe. PekomeHaaLuy no ycTaHoBKe
YCTPOICTBA pacnofioXeHbl B pasgene YCTaHoBKa 1 NOAK/THYEHNE.,
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MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

2.4.3 KoHcTpyKTUBHOE ncnonHeHune ESR-3200

YCTPOWCTBO BbINO/IHEHO B META/IIMYECKOM KOPIYCe C BO3MOXHOCTbIO YCTaHOBKM B 19" KOHCTPYKTUB, BbIiCOTA
kopnyca 1U.

MepepgHAa naHenb yctpoiictea ESR-3200

BHelwwHnii Bua nepeaHeli naHenn ESR-3200 nokas3aH Ha pucyHke 9.

- R S T f N)
() AELTEX ESR-3200 Y pelinse ;3 | —
= ¢ o 1
Status O O Power  ff [ e | 17 o) L:==:1 Ko |
Alarm O O Master — O [[9aX8] © |
WNOOFan oF [mm’l ” Q /)‘ |
P FlashQ O RPS. L N i/ A s | —
D) 008 12 LASERDEVICE  1..12 - 1000BASE-X/10GBASE-R/25GBASE-R | )
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PucyHok 9 - MNepeaHaa naHens ESR-3200

Ta6nuua 13 - OnncaHne pasbemMoB, UHAMKATOPOB U OPraHoB ynpas/ieHus nepegHein naHeny ESR-3200

Ne 3nemeHT nepegHeii  OnucaHue

naHenu
1 Status VHaukaTop TeKyLero cocTosHMS yCTPOICTBa.
Alarm WHpukaTop Hannuus 1 ypoBHS aBapum yCTPOICTBa.
VPN NHaykaTop pexnma pa6oTbl B pexumve VPN-Lo3a (He NCnosb3yeTcs B TEeKyLUeit
BEpCUM).
Flash NHavkaTop akTMBHOCTM 06MeHa ¢ HakonuTeneMm gaHHbix — microSD-kapToii unn USB
Flash.
Power VHgukaTop nutaHus ycTpoiicTea.
Master NHamkaTop pa6oTbl ycTpolicTBa B failover-pexumax (He ucnosb3yetcs B TeKylLei
BEpCUN).
Fan WNHpukaTop aBapun BEHTUIATOPOB.
RPS NHavkaTop pe3epBHOr0 UCTOYHMKA 31EKTPONUTaHNS.
2 F ®yHKLUMOHaIbHAs KHOMKa 4715 nepesarpyskm ycTpoicTBa 1 copoca K 3aBOACKNM
HacTpokam:
* Npwv ygepXXaHum kHomkn meHee 10 cekyHz, NpOMCXOAnT nepesarpyska yCTPOCTBa;
* MpW yaepxaHum kHonku 6os1ee 10 cekyHA, NpoONCXOauUT nepesarpyska ycTpoincTea 1
cbpoc K 3aBOACKUM HacTpoiKam.
3 00B Ethernet-nopT ucnonb3yetcs TobKO 47151 06HOBEHMSA MPOrPaMMHOI0 06ecneyeHns Yepes
3arpy3uvk U-Boot. JaHHbIli NOpT He ncnonb3yeTcs A5 yaasieHHoro JocTyna u
ynpaBsneHus.
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Ne 3nemeHT nepegHeii
naHenu

4 Console

5 microSD
6 USB1
7 [1..12]

MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

OonucaHue

KoHconbHbIi nopT RS-232 (RJ-45) Ansi nokasibHOTo ynpaeieHust yCTPoiCcTBOM.
Pa3sbem gn1a yctaHoBku microSD-kapT namaTu.
MopT USB 2.0 ans nogxntoveHmsa USB-ycTpolicTs.

CnoTbl ansa yctaHoBKu TpaHcusepos 25G SFP28/10G SFP+/1G SFP.

3agHaAa naHenb ycTpoiictBa ESR-3200

BHeluHniA BUA 3aaHein naHenyn ESR-3200 npuBeaeH Ha pUCYHKE HUXE.

PucyHok 10 — 3agHaa naHenb ESR-3200

Tabnuua 14 — OnucaHne pasbemMoB 3aaHen naHenn ESR-3200

Ne OnwucaHue

1 OCHOBHO1 UICTOYHUK MUTaHUSA.

2 Knemma 515 3a3eM/1eHuUs yCTpoiicTea.

3 CbeMHble BEHTUIAUNOHHbIE MoA4y/in C BOSMOXHOCTbH FOpFI‘-IeVI 3aMeHbl.

5  MecTo Ansl yCTaHOBKM Pe3EPBHOI0 NCTOYHUKA NMUTAHUS.
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MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

BokoBble naHenu yctpoiictea ESR-3200

BHelwwHnin BuA, 60KOBbIX NaHenel NpuBeaeH Ha PUCYHKax HUXe.

® ° @ e ° @
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PucyHok 11 — NMpaBasa 6okoBasi naHenb ESR-3200
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PucyHok 12 — JleBas 60koBas naHesnb ESR-3200

Ha 60KOBbIX NaHEeNsiX yCTPOCTBA PACMO/IOKEHbI BEHTUALMOHHbIE PELLETKM, KOTOPbIE CNyXaT AN1a 0TBoAa
Tenna. He 3akpblBaiiTe BEHTUMSALUMOHHbIE OTBEPCTUSI MOCTOPOHHUMM NpeaMeTamu. STO MOXET NPUBECTU K
neperpesBy KOMMNOHEHTOB YCTPOICTBA M BbI3BaTb HapylLUeHUs B ero pa6oTte. PekomeHaaLuy no ycTaHoBKe
YCTPOIiCTBA PaCnOOXeHbI B pazfesne YCTaHoBKa U NOAK/HYEHVE.

2.4.4 KoHcTpyKkTuUBHOE ncnonHeHue ESR-1511, ESR-1500

YCTPOWCTBO BbIMO/THEHO B META/I/INYECKOM KOPMyCe C BO3MOXHOCTbIO YCTAaHOBKM B 19” KOHCTPYKTUB, BbiCOTa
kopnyca TU.

MepepHAaa naHenb yctpoiictBa ESR-1511

BHeluHwniA Bua nepeaHeli naHenn ESR-1511 nokasaH Ha pucyHke 13.

LELTEX ESR-1511 Console

status Q) Q) Power
alarm Q) Q Master

SER DEVICE

AN

[ S )
L]
veNQ QFan H
T

FashQ QS

1 23 4 567 8 9 10 11

PucyHok 13 - MNepeaHaa naHens ESR-1511

B Tabnuue 15 npmBeaeH nepeyeHb pa3bemMoB, CBETOANOAHBLIX MHAMKATOPOB 1 OpraHoB ynpas/ieHus,
pacnonoXeHHbIX Ha nepegHel naHenn ESR-1511.
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MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

Tabnuua 15 - OnncaHne pasbemMoB, UHAMKATOPOB U OPraHoB yrpasneHus nepegHen naHenm ESR-1511

Ne

10

11

dnemMeHT
nepegHeii
naHenu

Status
Alarm
VPN
Flash
Power
Master
Fan

RPS
Console

00B

SD

USB1

usB2
Ethernet

Combo
Ports [1 .. 4]

XG1-XG4

XLG1-XLG2

OonucaHuve

NHaukaTop TeKyLEero cocTosHMS yCTpolicTBa.

WHpukaTop Hannuus 1 ypoBHS aBapumn yCTPOICTBA.

NHamkaTop pexvmMa pa6oTbl B pexume VPN-wwnto3a (He ncnosb3yeTcsi B TeKyLLeil Bepcun).
VHaukaTop akTUBHOCTM 06MeEHa C HakonuTenem AaHHbix — SD-kapTtoi nnm USB Flash.
WHpukaTop nutaHus ycTpoicTea.

NHaykaTop paboTkl ycTpoiicTea B failover-pexumax (He ucnonb3yeTcs B Tekyllei Bepcum).
WHavkaTop aBapun BEHTUNATOPOB.

WNHpukaTop pe3epBHOIO MCTOYHMKA 3/1EKTPONUTaHNS.

KoHconbHbI nopT RS-232 (RJ-45) Ans nokanbHOro ynpaeieHust yCTpoiicTBOM.

Ethernet-nopt ucnonb3yeTcsa TONbLKO A/151 OGHOB/IEHUSI TPOrPAMMHOI0 06ecneyeHus Yepes
3arpy3umk U-Boot. laHHbI NOpT He UCNONb3yeTcsa 415 yA/IEHHOTo JOCTyna v ynpaBieHus.

Pasbem ansa yctaHoBkM SD-kapT namaTu.
MopT ans noakntoyeHnst USB-ycTpoiicTs.

®yHKUMOHaIbHAs KHOTKa AJ1s nepe3arpysky yCTPOoCTBa 1 copoca K 3aBOACKAM HACTPOWKaM:

* Npwv yaepXaHum KHomkn MmeHee 10 cekyHz, NPOMCX0AMT nepesarpyska yCTPoCTBa;
* Npw yaepXaHum kHomku 6onee 10 cekyH, NpoMcxoauT nepesarpyska ycTpolicTBa U copoc K
3aBOACKMM HaCTpoOKam.

MopT ans nogknoveHns USB-ycTpoiicTs.
4 nopra Ethernet 10/100/1000BASE-T.

4 nopta Gigabit Ethernet 10/100/1000BASE-X (SFP).

Cnotbl ans yctaHosku TpaHcusepos 10G SFP+/1G SFP.

Cnotbl ansa yctaHosku TpaHcrsepoB 40G QSFP+.
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MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

MepepHAa naHenb ycTtponctea ESR-1500

BHewHwuin Bug, nepeaHen naHenn ESR-1500 nokasaH Ha pucyHke 14.
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PucyHok 14 - MNepeaHaa naHens ESR-1500

B Tabnuue 16 npuseeH nepeyeHb pasbemMoB, CBETOANOLHbIX MHANKATOPOB 1 OpraHoB yrpas/eHus,
pacnonoXeHHbIX Ha nepegHel naHenn ESR-1500.

Tabnuua 16 — OnucaHme pasbeMOB, MHANKATOPOB M OpPraHoB ynpasneHnsa nepegHeli naHenn ESR-1500

Ne JnemeHT OonucaHue

nepegHeii
naHenu
1 Status VHAMKaTOp TeKyLLEro CoCTosAHMSA yCTpoiicTBa.
Alarm MHamkaTop Hanums 1 ypoBHSA aBapvuv YCTPOWCTBA.
VPN NHaukaTop pexrma paboTsl B pexume VPN-Lio3a (He cnosb3yeTcs B TEKYLLE Bepcun).
Flash MHavkaTop akTMBHOCTM 06MeHa ¢ Hakonutenem gaHHbix — SD-kapToid unm USB Flash.
Power MHamkaTop nuTaHus ycTpoincTea.
Master NHaukaTop paboTkl ycTpoiicTBa B failover-pexxumax (He CNonb3yeTcs B TEKYLLEN Bepcun).
Fan VHpmnkaTop aBapumn BEHTU/IATOPOB.
RPS VHOuKaTOp pe3epBHOro MCTOYHUKA 3/1EKTPONUTaHNS.
2 Console KoHconbHbIi nopT RS-232 (RJ-45) AN NOKasibHOTO YNpaB/ieHUst YCTPOWCTBOM.
3 00B Ethernet-nopT ncnonb3yeTcs ToNbKO 4151 06HOBEHMSA MPOrPaMMHOro o6ecrneveHuns yepes
3arpy3uvk U-Boot. laHHbIli NOpT He ucnonb3yeTcs AN5 yAasieHHOro 4oCcTyna v ynpasneHus.
4 SD Pasbem g5 yctaHoBkM SD-kapT namatu.
5 USB1 MopT ans nogkntoyeHns USB-ycTpolicTs.
6 F dyHKUMOHa/IbHAs KHOMKa 4715 nepesarpy3ky YCTpoicTBa 1 cbpoca K 3aBOACKNM HaCTPOKaM:

* NpU yaepxXaHum KHOMK1M MeHee 10 cekyH NPOMCXOAuT Nepesarpyska yCTpoiicTBa;
* Npu yaepxaHum KHomku 6onee 10 cekyHA, NPOUCXOAUT nepesarpyska yCTpoicTea 1 copoc K
3aBO/ICKMM HacCTpoiiKam.
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MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

Ne 3OnemeHT OnucaHue
nepegHeii
naHenu

7 USB2 MopT ans nogkntoyeHns USB-ycTpolicTs.
8 Ethernet 4 noprta Ethernet 10/100/1000BASE-T.

9 Combo 4 nopta Gigabit Ethernet 10/100/1000BASE-X (SFP).
Ports [1 .. 4]

10 XG1-XG4 Cnotbl ans yctaHoBkn TpaHcueepoB 10G SFP+/1G SFP.

3agHaa naHenb yctpoiicte ESR-1511, ESR-1500

BHeluHwnii BuA 3agHen naHenn ESR-1511, ESR-1500 npuBeaeH Ha pucyHke 15.

(=)
-2 VAG = N\ -0 VAG =
50 Hz = 50 =
max 1A = max 1A =

PucyHok 15 — 3agHsaa naHens ESR-1511, ESR-1500

B Tabnvue 17 npuBeeH nepeyveHb pasbeMoB, PacnofoXeHHbIX Ha 3aaHen naHenm ESR-1511, ESR-1500.

Tabnuua 17 — OnucaHne pasbemoB 3aaHei naHenn ESR-1511, ESR-1500
Ne OnucaHue
1 OCHOBHOI1 UICTOYHMK MUTAHUS.
2  Knemma pg/ia 3a3eM/1IEHMS YCTPOICTBA.
3  CbeMHble BEeHTUIALNOHHbIE MOAY/IN C BO3MOXHOCTbIO Topsiveil 3aMeHsbl.

4 MecTo ANns yCTaHOBKM Pe3ePBHOM0 MCTOYHMKA NUTaHWSI.

BokoBble naHenu yctpovicte ESR-1511, ESR-1500

BHelwHWIA BuA 60koBbix naHenen ESR-1511, ESR-1500 npmuBeaeH Ha pucyHkax 16 n 17.
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PucyHok 16 — NMpaBas 6okoBasi naHenb ESR-1511, ESR-1500
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PucyHok 17 — leBasi 6okoBasi naHenb ESR-1511, ESR-1500
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MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

Ha 60KOBbIX NaHeNsixX yCTPOCTBA PacronoXeHbl BEHTUNSLMOHHbIE PELLETKYM, KOTOPbIE CNYXaT A/1s 0TBoja
Tenna. He 3akpbiBaliTe BEHTUSLMOHHbIE OTBEPCTUS NOCTOPOHHMMU NpeaMeTamMu. ITO MOXET NPUBECTY K
neperpeBy KOMMOHEHTOB YCTPOICTBA 1 Bbl3BaTb HapyLLEHMs! B ero pabote. PekomeHaauum no ycTaHoBKe
YCTpOIiCTBA PacnosiOXeHbl B pasaesne YCTaHoBKa 1 NOAK/IHYEHNE.

2.4.5 KoHcTpyKTUBHOE ncnonHeHune ESR-1000

YCTPOWCTBO BbINO/IHEHO B META/IIMYECKOM KOPIYCe C BO3MOXHOCTbIO YCTaHOBKM B 19" KOHCTPYKTUB, BbiCOTA
kopnyca 1U.

MepepgHAa naHenb yctpoiictea ESR-1000

BHelwwHniA Bua nepeaHeii naHenu ESR-1000 nokas3aH Ha pucyHke 18.
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PucyHok 18 — MepeaHss naHenb ESR-1000

B Tabnvue 18 npuBeaeH nepeyeHb pa3beMoB, CBETOAMOAHbIX UHAMKATOPOB U OPraHoB yrpas/eHus,
pacnonoXeHHbIX Ha nepeaHeli naHenn ESR-1000.

Tabnuua 18 — OnucaHMe pasbemMoB, MHANKATOPOB 1 OpraHoB ynpasneHnsa nepeaHeli naHenyn ESR-1000

Ne JnemeHT OonucaHue

nepegHei

naHenu
1 SD Pasbem a/1s yctaHoBKM SD-kapT namsaTu.
2 USB1 MopT ansa nogknioyeHns USB-ycTpoiicTB.
3 USB2 MopT ansa nogknioyenns USB-ycTpoiicTB.

4 XG1, XG2 Cnotbl ansa yctaHoBku TpaHcmepoB 10G SFP+/1G SFP.

5 [1..24] 24 nopta Gigabit Ethernet 10/100/1000BASE-T (RJ-45).
6 Status VHarKaTop TeKyLero CoCTosIHMA yCTpoiicTBa.
Alarm NHAMKaTOp HaIMunsa 1 YpoBHSI aBapum ycTpolicTea.
VPN WupukaTop Hannuus akTneHbIx VPN-ceccuid.
Flash MHaukaTop akTUBHOCTM 06MeEHAa ¢ HakonuTenem AaHHbIx — SD-kapTtoit nnn USB Flash.
Power NHAanKaTop NMTaHWs yCTpoiicTea.
Master NHavkaTop paboTbl ycTpoiicTBa B failover-pexuvmax.
Fan NHamkaTop aBapuv BEHTUAATOPOB.
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Ne 3OnemeHT
nepegHeii
naHenm

RPS

8 Console

MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

OonucaHue

MHauKaTop pe3epBHOro NCTOYHMKA 3/1EKTPONUTaHNA.

®YHKUMOHaIbHAS KHOTKa AJ1s1 nepe3arpysky yCTpoicTBa 1 copoca K 3aBOACKAM HACTPOiKaM:

* NpU yAepXaHun KHOMNK1M MeHee 10 CekyH/ NPonCX0oAnT nepesarpyska yCTpoiicTBa;
* NpW yaepxaHum KHoMkn 6onee 10 cekyHA NPOVCXOAUT nepesarpyska yCTpoicTBa 1 copoc K
3aBO/ICKMM HacTpolikam.

KoHconbHbIi nopT RS-232 (RJ-45) Ans nokasibHOTo ynpaeieHust yCTPOWCTBOM.

3agHAA naHenb yctponctea ESR-1000

BHelwwHniA BuA 3aaHein naHenyu ESR-1000 npuBeaeH Ha pUCYHKE HUXE.

Ha pucyHke nokasaHa KoMniekTauma mapLupytmsaropa ¢ O4HUM UCTOYHUKOM NMUTaHUA NepemMeHHoro

TOKa.

-

PucyHok 19 — 3agHaa naHenb ESR-1000

B Tabnuue 19 npuBeaeH nepeyeHb pasbeEMOB, PacnofioKeHHbIX Ha 3agHel naHenn ESR-1000.

Tabnmua 19 — OnucaHne pasbemMoB 3agHen naHenn ESR-1000

Ne OnwucaHue

1 OCHOBHO1 UICTOYHUK MUTaHUSA.

2 MecCTo Ansl YCTaHOBKM PE3ePBHOI0 NCTOYHMKA NUTaHWS.

3 CbeMHble BEHTUNALMOHHbIE MoA4y/in C BOSMOXHOCTbH ropﬂqe|7| 3aMeHbl.

4 Knemma Ans 3a3eM/1eHUs1 yCTPOIACTBA.
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MexceTeBble 3kpaHbl cepun ESR. PykoBoACTBO Mo akcnnyartaumm, sepcus MO 1.5.10

BokoBble naHenu yctpoiicts ESR-1000
BHewHuin Bug 60koBbix NnaHeneii ESR-1000 npuBeneH Ha pyucyHkax 20 n 21.
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PucyHok 20 — MNMpaBas 6okoBasi naHenb ESR-1000
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PucyHok 21 — JleBas 60koBas naHesnb ESR-1000

Ha 60KOBbIX MaHeNsiX yCTPOCTBA PACMO/IOKEHbI BEHTUNALIMOHHbIE PELLETKMN, KOTOPbIE CNYXaT ANna 0TBoja
Tenna. He 3akpblBaiiTe BEHTUNSALUMOHHbIE OTBEPCTUSI MOCTOPOHHUMM NpeaMeTami. ATO MOXET NPUBECTU K
neperpesy KOMMNOHEHTOB YCTPOIICTBA M BbI3BaTb HapylleHUs B ero pa6oTte. PekomeHaaLum no ycTaHoBKe
YCTPOICTBA PaCnooXeHbl B pasfesne YCTaHoBKa U NOK/HYEHVE.

2.4.6 KoHcTpykTUBHOE ucnonHeHme ESR-200, ESR-100

YCTPOICTBO BbINO/IHEHO B META/IINYECKOM KOPMYCe C BO3MOXHOCTbLIO YCTAHOBKM B 19" KOHCTPYKTMB, BbICOTa
kopnyca 1U.

MNepeaHsnsn naHenb ycTpoiicte ESR-200, ESR-100
BHewHwin Bug nepegHei naHenn ESR-200 nokasaH Ha pucyHke 22.
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PucyHok 22 - MNepeaHaa naHens ESR-200

BHewHwin Bug nepegHei naHenm ESR-100 nokasaH Ha pucyHke 23.
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PucyHok 23 - lMNepepaHsas naHens ESR-100

B tabnuue 20 npuBeseH nepeyeHb pa3beMoB, CBETOANOAHBIX MHAMKATOPOB 1 OpraHoB ynpas/ieHus,
pacrnonioXeHHbIX Ha nepeaHeit naHenu ESR-200, ESR-100.
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MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

Tabnuua 20 — OnucaHme pasbemMoB, MHANKATOPOB M OpPraHoOB ynpasneHns nepegHel naHenyn ESR-200,
ESR-100

Ne JnemeHT OonucaHue

nepegHeii
naHenu
1 SD Pa3sbem gnsa yctaHoBku SD-KapT namsaTu.
2 USB1, 2 nopta ansa nogknoyeHns USB-ycTpolicTs.
USB2
3 [1..4] 4 nopra Gigabit Ethernet 10/100/1000BASE-T (RJ-45).

4  Combo 4 nopta Gigabit Ethernet 10/100/1000BASE-X (SFP).

Ports
5 Power WHavkaTop nuTaHus ycTpoiicTBa.
Status VHaukaTop TeKyLero CoCTosHMS YyCTPOICTBA.
Alarm WHpukaTop Hannums 1 ypoBHS aBapum yCTporcTBa.
Fan NHavkaTop aBapvmn BEHTUASTOPOB.
6 F dyHKUMOHaNIbHAas KHOMKa A/1s1 nepesarpysku yCTpoiicTBa u cbpoca K 3aBOACKMM HacTpoiikam:
* Npwv ygepXaHum kHomku meHee 10 cekyHZ NPoMCXOoAunT nepesarpyska yCTpOoiCcTBa;
* Npwv ygepXaHun kHomku 6onee 10 cekyHz, NPOMCXOAMT Nepesarpyska ycTpoiicTBa u copoc K
3aBO/JCKUM HaCTpOKaMm.
7  Console KoHconbHbI nopT RS-232 (RJ-45) Ans nokasibHOro yrpae/ieHns yCTPONCTBOM.
8 110-250 NcTouHUK nuTaHmns.
VAC
60/50 Hz
max 1A

3agHAA naHenb yctponcTB ESR-200, ESR-100
BHewHwuin Bug, 3agHein naHenn ESR-200, ESR-100 npuBeaeH Ha puUcyHke 24.
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PucyHok 24 — 3agHsasa naHens ESR-200, ESR-100

B Tabnuue 21 npuBeaeH nepeyeHb pasbeMoB, pacnosiokeHHbIX Ha 3aaHel naHenn ESR-200, ESR-100.
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MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

Tabnuua 21 — OnucaHme pasbemoB 3agHen naHenn ESR-200, ESR-100
Ne OnwucaHue
1 Knemma ons 3a3em/eHust ycTpoiicTsa.

2  BEHTMASIUMOHHLIN MoAy b.

BokoBble naHenu yctpoiicte ESR-200, ESR-100
BHewHuin Bug 60koBbix naHeneit ESR-200, ESR-100 nprBeaeH Ha pucyHkax 25 n 26.
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PucyHok 25 — MNMpaBas 6okoBasi naHenb ESR-200, ESR-100
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PucyHok 26 — JleBas 6okoBas naHesnb ESR-200, ESR-100

2.4.7 KoHCTpyKTUBHOE ncnonHeHune ESR-31
YCTPOICTBO BbINO/THEHO B META/IIMYECKOM KOPIYCE C BO3MOXHOCTbIO YCTaHOBKM B 19" KOHCTPYKTUB, BbIiCOTA
kopnyca 1U.

MepeaHsnsn naHenb ycTpoiictea ESR-31
BHewHuin Bug nepegHein naHenu ESR-31 nokasaH Ha pucyHke 27.

AELTEX EsR-31 OO% OOOOCSDOOOOOO

DOQOODOO
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PucyHok 27 — MepeaHsa naHens ESR-31

B Tabnuue 22 npuBeseH nepeyeHb pa3beMoB, CBETOANOAHBIX MHAMKATOPOB 1 OpraHoB ynpas/ieHus,
pacnonoXeHHbIX Ha nepeaHel naHenn ESR-31.

Tabnuua 22 — OnucaHne pasbemMoB, MHANKATOPOB 1 OpraHoOB ynpaBfieHnsa nepeaHei naHenn ESR-31

Ne OnemeHT OnucaHue
nepegHeii
naHenu

1 Status VIHAMKaTop TEeKyLero COCTosHMS YCTPOICTBRA.
Alarm ViHAMKaTOp Ha/Mums 1 ypoBHSA aBapun YCTPOMCTBA.
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Ne 3nemeHT
nepegHeii
naHenu

User

Flash
Power
Master
Fan

RPS

3 microSD

4 USB1

5 USB2

6 Console

7 RS-232

8 [1..8]

9 Optical Port

10 XG1 - XG2

MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

OonucaHve

ViHAMKaTop, Mcnosb3yowmincs Ans nNob30BaTe/lbCKNX CLEHApPUEB, KOTOPblE MOXHO Ha3HauWTb B
pexnme KOHGUrypupoBaHus yCTponcTea.

MHOpMKaTop akTMBHOCTM 06MeHa ¢ HakonuTenem AaHHbIx — microSD-kapTtoi unun USB Flash.
VHaukaTop nutaHmsa ycTpolicTea.

WHavkaTop pa6oTsl ycTpoiicTea B failover-pexumax (He ncnonb3yeTcs B TEKYLLE BepCun).
VHAnKaTop aBapun BEHTUIATOPOB.

ViHAmKaTop pe3epBHOro MCTOYHUKA SMIEKTPONUTAHNS.

®YHKUMOHAIbHAs KHOMKa A5 epe3arpy3ku yCTPoncTBa M c6poca K 3aBOACKUM HacTpoiKam:

* MpW yaepxaHum kHonku meHee 10 cekyH, NpoUCXoauT nepesarpyska yCTpPoiCTBa;
* Npu yaepxaHum KHonkn 6onee 10 cekyHA NponCXoanT nepesarpyska yCcTpoicTea n copoc K
3aBOACKNM HaCTpOKam.

Pasbem Ans yctaHoBKM microSD-kapTbl namaTu.

Mopt USB 2.0 ans nogxntovermsa USB-ycTpoiicTs.

Mopt USB 3.0 ansa nogkntoueHns USB-ycTpoincTs.

KoHcosbHbI nopT RS-232 (RJ-45) Ans NoKasibHOTO yNpaB/ieHusi yCTPOWCTBOM.
3 nocnefoBatenbHbIX NopTa.

8 noptoB Gigabit Ethernet 10/100/1000BASE-T (RJ-45).

6 nopToB Gigabit Ethernet 10/100/1000BASE-X (SFP).

Cnotbl ansa yctaHosku TpaHcusepoB 10G SFP+/1G SFP.

3apHAA naHenb yctpovicTtB ESR-31

BHewHwuin Bug, 3agHein naHenyn ESR-31 nokasaH Ha pucyHke 28.

PucyHok 28 — 3agHsasa naHenb ESR-31

48




MexceTeBble 3kpaHbl cepun ESR. PykoBoACTBO Mo akcnnyartaumm, sepcus MO 1.5.10

B Tabnvue 23 npuBeeH nepeyeHb pasbeMoB, PAcnoNOXEHHbIX Ha 3aaHen naHesm ESR-31.

Tabnuua 23 — OnucaHne pa3bemoB 3agHei naHenn ESR-31

Ne OnucaHune

1 CbeMHble BEHTUNALNOHHbIE MOAY/TN C BOSMOXHOCTbH FOpFNEVI 3aMeHbl.

2  Knemma gnsi 3a3eM/IEHUS YCTPOICTBA.

BokoBble naHenu yctpoiictea ESR-31

BHewHuiA BnA 60koBbIX NaHenei ESR-31 npueeaeH Ha pucyHkax 29 n 30.

© o o el
®
QQROO0O00
QUO00000D
ER000000
® COCOOoOTD ® ° ® o |©
PucyHok 29 — Jlesas naHesnb ESR-31
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PucyHok 30 — lMNpaBas naHenb ESR-31

Ha 60KO0BbIX MaHeNsiX yCTPOCTBA PACMO/IOKEHbI BEHTUNALIMOHHbIE PELLETKM, KOTOPbIE CNyXaT ANna 0TBoja
Tenna. He 3aKpblBaiiTe BEHTUNSALUMOHHbIE OTBEPCTUSI MOCTOPOHHUMM NpeaMeTami. ATO MOXET NPUBECTU K
neperpesy KOMMNOHEHTOB YCTPOICTBA M BbI3BaTb HapylleHUs B ero pa6oTte. PekomMeHaaLum no ycTaHoBKe
YCTPOICTBA PaCcnooXeHbl B pazfesne YCTaHoBKa U NOJK/HUEHVE.

2.4.8 KOHCTpyKTUBHOE ucnonHeHue ESR-21

YCTpOIACTBO BbIMO/IHEHO B META/I/TMYECKOM KOPYCE C BO3MOXHOCTbI YCTAHOBKM B 19” KOHCTPYKTUB, BbiCOTA

kopnyca 1U.

MepeaHsnsn naHenb ycTpoiictBa ESR-21

BHewHwuiA Bug, nepeaHein naHenn ESR-21 nokasaH Ha pucyHke 31.

e
110-250 VAC 60/50 Hz max 1A
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PucyHok 31 — MNepepaHss naHenb ESR-21
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MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

B Tabnuue 24 npuseeH nepeyeHb pasbemMoB, CBETOANOLHbIX MHAMKATOPOB 1 OpraHoB yrpaseHus,
pacnofioXeHHbIX Ha nepegHel naHenn ESR-21.

Tabnuua 24 - OnncaHve pasbeMoB, UHAVKATOPOB U OpraHoB yrpas/ieHus nepegHei naHeny ESR-21

Ne

10

dnemMeHT
nepegHeii
naHenu

220V AC
Power
Status
Alarm

HA

SD
USB1
USB2
Console
RS-232
[1..8]

Optical
Port

OonucaHue

ICTOYHMK NTaHUS.

NHaykaTop NuTaHus ycTpoiicTea.

HayKaTop TeKyLLEro COCTOSHNUSA YCTpolicTBa.

NHAMKaTOp HaNIMumns 1 YpoBHS aBapvn yCTpoicTBa.

NHpykaTop paboTbl B pexxume HA (He ucnonb3yeTcs B TEKyLLEn Bepcun).

DyHKUMOHANbHAA KHOMKA A/1 nepe3arpy3Kku yCTpoicTBa U copoca K 3aBO/ICKMM HACTpOiKaMm:

* NpuW yaepxaHuy KHonkn meHee 10 cekyH NpoMCXoauT nepesarpyska ycTpoicTBa;
* NpwW ygepXaHum kHomku 6onee 10 cekyHz, NpoMCXoauT nepesarpyska ycTporcTBa u copoc K
3aBOACKMM HaCTpoOiiKam.

Pasbem a/1a yctaHoBkM SD-kapT namsaTu.

Pasbem USB 2.0 gns nogxntoueHus BHewHuXx USB-ycTpolicTs.

Pastem USB 3.0 gns nogkitoveHns BHewHux USB-ycTpoiicTs.

KoHconbHbI nopT RS-232 (RJ-45) Ans NokasibHOro ynpaeieHust yCTpoicTBOM.
3 nocnegoBaTenbHbIX nopTa.

8 nopTtoB Gigabit Ethernet 10/100/1000BASE-T (RJ-45).

4 nopta Gigabit Ethernet 10/100/1000BASE-X (SFP).
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MexceTeBble akpaHbl cepun ESR. PyKOBOACTBO Mo 3Kcnyataumm, Bepcus MO 1.5.10

3apaHAa naHenb ycTpoucte ESR-21

ESR-21 noka3aH Ha pucyHke 32.

i BUA 3a4Hen naHenn

~
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PucyHok 32 — 3agHsasa naHens ESR-21
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, PaCrno/1I0XKEeHHbIX Ha 3agHEN NaHen

B Tabnuue 25 nprBeaeH nepeyeHb pazbemMoB

Tabnuua 25 — OnucaHne pasbemMoB 3aaHen naHenn ESR-21

OnucaHue

Ne

Knemma ans 3a3em/eHnst yCTpoiicTsa.

1

21

ESR

BokoBble naHenn ycTpoiicTea
BHewHwuiA Bug, 60KoBbIX NnaHesnen ESR

-21 npviBefeH Ha pucyHkax 33 1 34.

PucyHok 33 — JleBas 60koBas naHenb ESR-21

PucyHok 34 — MpaBas 6okoBas naHenb ESR-21

Ha 60KOBbIX MAaHENsIX YCTPOWCTBA PACMO/IOKEHbI BEHTU/ISLIMOHHbIE PELLETKM, KOTOPbIE CNyXaT A/1s 0TBoAa
Tenna. He 3akpblBaiiTe BEHTUISLUMOHHbIE OTBEPCTUSI MOCTOPOHHUMM NpeaMeTamu. STO MOXET NPUBECTU K

60Te. PekomeHaaumn no ycTaHoBKe

neperpesBy KOMMNOHEHTOB YCTPOICTBA W Bbi3BaTb HapyLLEHUS B €ro pa

YCTPOIACTBA pacno/ioXeHbl B pasaene

YcTaHoBKa 1 NogK/yeHme.
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MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

2.4.9 KoHcTpykTuBHOE ucnonHeHue ESR-30, ESR-20

YCTPOWCTBO BbINO/IHEHO B META/IIMYECKOM KOPIYCe C BO3MOXHOCTbIO YCTaHOBKM B 19" KOHCTPYKTUB, BbIiCOTA
kopnyca TU.

MepepgHAaa naHenb yctpoiictea ESR-30

BHelwHni Bua nepeaHeli naHenn ESR-30 nokasaH Ha pucyHke 35.
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PucyHok 35 — MNepepgHsas naHenb ESR-30

B Tabnuue 26 npuBeseH nepeyeHb pa3beMOB, CBETOANOAHBIX MHAMKATOPOB 1 OpraHoB ynpas/ieHus,
pacnosioXeHHbIX Ha nepeaHeit naHenn ESR-30.

Tabnmua 26 — OnucaHne pasbeMOB, MHANKATOPOB 1 OpraHoB ynpasieHus nepeaHei naHenu ESR-30
Ne O3nemeHT OnucaHue

nepegHem
naHenu

1 110-250 VAC WCTOYHUK nUTaHUS.

2 Power NHauKaTop NuTaHus yCTPoiicTBa.
Status WHAMKaTOp TEKYLLEro COCTOSHUSA YCTPOICTBA.
Alarm WNHAMKATOP Ha/IMuunsi 1 YPOBHS aBapumn yCTpoiicTBa.
User NHAuKaTop, NCNOSb3YIOLMIACS A5 NONb30BaTENbCKMX CLEEHAPUEB, KOTOPbIE MOXHO HA3HAUYNTb B

pexume KOHPUIypUpOBaHWs yCTpoiicTBa.

3 F ®YHKUMOHAIbHASA KHOMKa A/151 Nepe3arpy3ku yCTpoicTea 1 c6poca K 3aBOACKUM HacTpoikam:

* MpW yaepxxaHuy KHonku meHee 10 cekyHA NPOMCXOANT Nepesarpyska yCTpoiicTBa;
* MpwW yaepxaHuy KHomnku 6onee 10 cekyHA, NPOMCXOANT Nepesarpyska yCcTpoicTea 1 c6poc K
3aBO/ICKMM HacTpolikam.

4  Console KoHcosbHbI nopT RS-232 (RJ-45) A8 NOKasibHOTO yNpaB/ieHUsi yCTPOWCTBOM.
5 microSD Paszbem gns yctaHoBKM microSD-kapT namaTtu.

6 USB1 Paszbem USB 2.0 gns nogkntoueHns BHelwHux USB-ycTpoiicTs.

7 USB2 Pasbem USB 3.0 gns nogkntoueHus BHewHnx USB-ycTpoiicTs.
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MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

Ne 3OnemeHT OnucaHue
nepegHeii
naHenu
8 [1..4] 4 noprta Ethernet 10/100/1000BASE-T.
9 1,2 2 nopta T0GBASE-R (SPF+)/1000BASE-X.

MepepHAa naHenb yctpoiictea ESR-20

BHewHuin Bna nepeaHeit naHenn ESR-20 nokasaH Ha pucyHke 36.

1 23 4 5 6 7 8 9

PucyHok 36 — MNepepgHsas naHenb ESR-20

B Tabnuue 27 npuBefeH nepeyeHb pa3beMoB, CBETOANOAHBIX MHAMKATOPOB Y OpraHoB ynpas/ieHus,
pacrnofioXeHHbIX Ha nepeaHeit naHenn ESR-20.

Tabnuua 27 — OnucaHne pa3beMOB, MHANKATOPOB 1M OpraHoB ynpasieHus nepeaHei naHenu ESR-20

Ne JnemeHT OonucaHue

nepegHei
naHenu
1 110-250 VcTOYHMK nuTaHmns.
VAC
2  Power NHavkaTop nutaHus yCTporcTBa.
Status VHanKaTop TeKyLLEero CoCTosHMA YCTPOICTBa.
Alarm NHavkaTop Ha/mumsa 1 ypoBHA aBapun YCTpoicTea.
HA NHaykaTop paboThl B pexxume HA (He ucnonb3yeTcs B TEKYLLEN Bepcun).
3 F ®yHKUMOHANIbHAA KHOMKa 415 nepesarpy3ku yCTpoicTBa u cbpoca K 3aBOACKMM HaCTpOiKaMm:
* MpU yaepxaHum kHomkyu MeHee 10 cekyH NpoucxoauT nepesarpyska yCTpoicTBa;
* MpW yaepxaHum kHomnky 6onee 10 cekyH, NPOUCXOAUT Nnepesarpyska yCcTpoiicTBa 1 copoc K
3aBOJCKMM HaCTPOKaM.
4  Console KoHconbHbIii nopT RS-232 (RJ-45) Ans NokasibHOTo ynpaeieHust yCTPOWCTBOM.
5 SD Pasbem g5 yctaHoBKM SD-kapT namsaTu.
6 USB1 Paszbem USB 2.0 gns nogkntoueHns BHewHux USB-ycTpoiicTs.
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Ne JnemeHT

nepegHeii
naHesnun

7 USB2

8 1,2

9 [1..4]

MexceTeBble akpaHbl cepun ESR. PyKOBOACTBO Mo 3Kcnyataumm, Bepcus MO 1.5.10

OonucaHue

Paszbem USB 3.0 gns nogkntoueHns BHewHmux USB-ycTpoiicTs.
2 nopta Gigabit Ethernet 10/100/1000BASE-T (RJ-45).

2 Combo-noprta Ethernet 10/100/1000BASE-X/10/100/1000BASE-T.

3apHaa naHenb yctponcte ESR-30, ESR-20
BHewHwuin Bug, 3agHein naHenyn ESR-30, ESR-20 nokasaH Ha pucyHke 37.
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B Tabnuue 28 n

PucyHok 37 — 3agHaa naHens ESR-30, ESR-20

pvBeLieH nepeyeHb pa3bemoB, PacnosioXeHHbIX Ha 3aaHel naHenn ESR-30, ESR-20.

Tabnuua 28 — OnucaHne pasbemoB 3agHei naHenn ESR-30, ESR-20

Ne OnucaHune

1 Knemma ans 3a3emsieHus ycTpoicTea.
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MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

BokoBble naHenu yctpoiicts ESR-30, ESR-20

BHewHuin Bug 60koBbix naHenei ESR-30, ESR-20 npuBeneH Ha pucyHkax 38 un 39.
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PucyHok 39 - NpaBas 60koBasi naHenb ESR-30, ESR-20

Ha 60KOBbIX MaHEeNsiX YyCTPOCTBA PACMO/IOKEHbI BEHTUALMOHHbIE PELLETKMN, KOTOPbIE CNyXaT ANna 0TBoja
Tenna. He 3akpblBaiiTe BEHTUNSALUMOHHbIE OTBEPCTUSI MOCTOPOHHUMM NpeaMeTami. STO MOXET NPUBECTU K
neperpesBy KOMMNOHEHTOB YCTPOICTBA M BbI3BaTb HapylLLeHUs B ero paboTte. PekomeHaaLum no ycTaHoBKe
YCTPOIACTBA PaCnoOXeHbl B pazfesne YCTaHoBKa U NOAK/HUEHVE.

2.4.10 KoHCTpyKTUBHOE ucnonHeHune ESR-15R

YCTPOWCTBO BbIMNO/THEHO B META/IINYECKOM KOPMyCe C BO3MOXHOCTbI YCTaHOBKM B 19” KOHCTPYKTUB, BbiCOTa
Kopnyca 1U.

MepeaHsnsn naHenb ycTpoiictBa ESR-15R

BHewHwnin Bug nepegHein naHeny ESR-15R nokasaH Ha pucyHke 40.

Status O
Afarm O

1 2 3 45 6 7 8
PucyHok 40 — MepegHaa naHens ESR-15R

B Tabnuue 29 npmBeaeH nepeyeHb pa3beMOB, CBETOANOAHBIX MHAMKATOPOB Y OpraHoB ynpas/ieHus,
pacnonoXeHHbIX Ha nepeaHel naHenn ESR-15R.

Tabnuua 29 — OnucaHne pasbemMoB, MHANKATOPOB 1 OpraHoB ynpasfieHns nepeaHeii naHenn ESR-15R
Ne 3nemeHT OnucaHue

nepegHei
naHenv

1 110-250V VICTOYHUK NUTaHUS.
AC

2  Power NHAaykaTop NuTaHus ycTpoiicTBa.
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MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

Ne JnemeHT OonucaHue

nepegHeii
naHenv
Status VHanKaTop TeKyLLEero CoCTosHMS YCTPOICTBA.
Alarm VHgukaTop Hannums 1 ypoBHS aBapum yCTPOCTBa.
User VHgukaTop, Mcnonb3yowuincs Ans nosb30BaTe/bCkuxX CLeHaprueB, KOTOPble MOXHO Ha3HaYuTb B
pexvnmMe KOHPUIYpPpPOBaHNs YCTPOWCTBA.
3 Console KoHconbHbIi nopT RS-232 (RJ-45) Anst NoKasibHOTO ynpaBieHust yCTPOWCTBOM.
4 F ®yHKUMOHaNbHAA KHOMKa A1 nepesarpy3ku yCTpoicTBa 1 copoca K 3aBOACKMM HaCTpOiKaMm:
* MpU AMTENBHOCTM HaXaTus Ha KHOMKY meHee 10 cekyHA NponcxoauT nepesarpyska
YCTPOICTBa;
* NPU AIMTENBHOCTU HavkaTust Ha KHONKy 6onee 10 cekyHa npoucxoanT cbpoc yCcTponcTea K
3aBO/CKOW KOHUrypauum.
5 USB1 Pasbem gns nogknodeHns BHewHux USB-ycTpolicTs.
6 USB2 Pasbem gnsa nogknodeHuns BHewHNX USB-ycTpoiicTs.
7 1.4 4 nopta Gigabit Ethernet 10/100/1000BASE-T (RJ-45).
8 5,6 2 noprta Gigabit Ethernet 1T000BASE-X SFP.

3agHAaAa naHenb yctpoiictB ESR-15R

BHelHWI BUA 3aaHein naHenyn ESR-15R nokasaH Ha pucyHke 41.
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PucyHok 41 — 3agHasa naHens ESR-15R
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MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

B tabnuue 30 nprBeaeH nepeyeHb pa3beMoB, pacnosiokeHHbIX Ha 3agHel naHenn ESR-15R.

Tabnuua 30 — OnucaHne pasbemoB 3aaHei naHenn ESR-15R

Ne OnucaHune

1 Knemma ons 3a3emseHnst ycTpoiicTsa.

BokoBble naHenu yctpoiictBa ESR-15R

BHeluHwnii BuA 60koBbix naHenen ESR-15R npuBeaeH Ha pycyHkax 42 n 43.
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PucyHok 43 — MpaBada 6okoBas naHesnb ESR-15R

Ha 60KOoBbIX NaHeNsx yCTPOCTBa pacnosiokeHbl BEHTUISLMOHHbIE PELLETKM, KOTOPbIE CNyXaT A/ 0TBoAa
Tenna. He 3akpbiBaiiTe BEHTUNALMOHHbIE OTBEPCTUSI NOCTOPOHHUMM NpeaMeTaMUn. ITO MOXET NPUBECTU K
neperpeBy KOMMNOHEHTOB YCTPOICTBA M BbI3BaTb HapYLLEHNS B ero paboTe. PekoMeHaaLuy no yctaHoBKe
YCTPOICTBa pacnosioXeHbl B pasgesne YcTaHoBKa 1 NOAK/IHYEHNE.,
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MexceTeBble 3kpaHbl cepun ESR. PykoBoACTBO Mo akcnnyartaumm, sepcus MO 1.5.10

2.4.11 CgeTtoBasa nHauKauus

CBetoBas nHgmkauyusi ESR-1000

CocTosiHue nHtepdeiicoB Ethernet oto6paxaeTtcsi ABymMsa CBETOANOAHbIMK UHANKaTopamu — LINK/ACT
3eneHoro ugeta n SPEED aHTapHOro ygeta. PacnonoxeHme cBeTOANOAHbIX MHANKATOPOB MHTephelicoB
nokasaHo HXe Ha pucyHkax 44 n 45. 3Ha4yeHuns CBETOBOI MHAMKaLUMN onucaHbl B Tabnuuax 31 u 32
COOTBETCTBEHHO.

LINK/ACT SPEED

W —

(L

PucyHok 44 — PacnonoxeHne NHANKaTopoB pasbema RJ-45

(0]

VA VA

LINK/ACT  SPEED
PucyHok 45 — PacnonoxeHue nHankaropos SFP/SFP+/SFP28-nHtepdelicoB

Tabnuua 31 — CeeToBas nHankaumsa coctosiHus RJ-45 nHtepdpeiicos

CseueHune uHgukaropa SPEED CseueHue uHgukaropa LINK/ACT CoctosiHue nHtepdpeiica Ethernet

BblkntoyeH BbIkntoyeH MopT BbIK/IIOYEH WU COEAVHEHNE He
yCTaHOB/IEHO.

BbikntoueH ['OpnUT NOCTOAHHO 3€/1EHLIM YcTaHOBNEHO coefnHeHne Ha ckopocTn 10

nan 100 Méut/c.

OpWT NOCTOAHHO AHTAPHbIM [OpWT NOCTOSAAHHO 3eNEHBbIM YCcTaHOBNEHO COEAUHEHNE HAa CKOPOCTM
1000 MoéwuTt/c.

X Mwuraet Voet nepegada gaHHbIX.
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MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

Tabnuua 32 — CeeTtoBas nHankaums coctosHnsa SFP/SFP+/SFP28-nHtepdelicos

CBeueHne nHamn Katopa

SPEED

BbikntoueH

BbikntoveH

ACT

BbIk/1t04EH

[OpUT NOCTOAHHO 3€NEHbIM

[oOpnUT NOCTOAHHO AHTAPHbLIM  [OPUT NOCTOAHHO 3€/1EHLIM

X

Mwuraet

CseueHue uHgukaropa LINK/

CoctosiHue nHtepdpeiica Ethernet

[opT BLIK/IKOYEH WX COEAUHEHNE He YCTaHOBNEHO.

YCTaHOBNEHO COoeAVHEHWE Ha ckopocTu 1 F6uTt/c.

YcTaHOBNEHO coeanHeHne Ha ckopocTu 10 Feut/c.

NaeT nepefaya AaHHbIX.

B cnepytowieii Tabnuue npuBeeHo onMcaHne COCTOSAHNIA CUCTEMHbIX MHAMKATOPOB YCTPONCTBA M UX

3HAUYEHUI.

Tabnuua 33 — COCTOAHMA CUCTEMHbIX UHANKATOPOB

HasBaHue
MHAOUKaTopa

Status

Alarm

VPN

Flash

Power

Master

Fan

PYHKUNSA NHOUKaTopa

VHOMKATOP TEKYLLLETO COCTOAHMS
yCTpolicTBa.

VHOMKaTop HaMums 1 ypoBHS
aBapuu yCTpolicTea.

VHAMKATOp HaNN4ms akTUBHbIX
VPN-ceccuin.

VHOMKaTop aKTMBHOCTM 06MeHa
C HakonuTesnem AaHHbIx: SD-
kapToii unu USB Flash.

VHaykaTop nuTaHus
yCTpolicTBa.

MHaukaTop pa6oTbl ycTpoiicTea
B failover-pexwvimax.

CocTosiHMe BeHTUNaTOpa
oXNTaxXAeHus.

CocTosiHue
MHAOMKaTopa

3eneHbii

KpacHblii

3eneHbii

3eneHbii

OpaHxeBblii

BbikntoueH

BbikntoyeH

CocTtosiHue ycTpoiicTBa

YCTpoIicTBO paboTaeT HopMaslbHO.

YCTpOIACTBO HaxoaAnTCA B
cocToaHum 3arpysku MO.

BbinonHeHve onepauuii YteHus/
3anncum no KoOMaHae «copy».

MuTaHne ycTpoiicTBa B HOPME.
OCHOBHOIi UCTOYHMK NMUTAHWS, ECIN
OH yCTaHOB/EH, paboTaeTt
HOPMaJIbHO.

HepaboToCcnoco6HOCTbL OCHOBHOMO
NCTOYHMKA NMUTaHWs, aBapusl am
OTCYTCTBME NEPBUYHOIN CETH.

OTKa3 BHYTPEHHNX NCTOYHUKOB
nUTaHUs YCTPOICTBA.

Bce BEHTUNATOPbI UCMPABHbI.
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MexceTeBble 3kpaHbl cepun ESR. PykoBoACTBO Mo akcnnyartaumm, sepcus MO 1.5.10

Ha3saHue PYHKLUA MHAKKaTOpa CocTtosiHne CocTosiHue ycTpoiictBa
MHAMKaTopa MHAMKaTopa
KpacHbiii OtKas ogHoro nnu 6onee

BEHTUNATOPOB. MpnynHoi
BO3HVKHOBEHUSI aBapun MOXeT
6bITb HEPab0OTOCMOCOBHOCTL XOTS
6bl OAHOTO N3 BEHTUNSATOPOB —
OCTaHOBKa UM NOHWKEHHas
yacToTa 060poTOB.

RPS Pexum paboTbl pe3epBHOro 3eieHblii Pe3epBHbIil UCTOYHWK YCTAHOB/IEH
MCTOYHMKA NUTAHUS. W UCMPAaBEH.

BoikntoueH Pe3epBHbIA NCTOYHUK He
YCTaHOBJIEH.

KpacHblii OTCcyTCTBME NEPBUYHOIO NUTAHNA
pe3epBHOro UCTOYHMKA U ero
HEeucnpaBHOCTb.

CsetoBas uigukauusa ESR-3300, ESR-3200L, ESR-3200, ESR-1511, ESR-1500

CocTosiHne nHtepgoeiicos Ethernet otobpaxaeTtca aByMA cBETOANOAHbIMU MHAnKaTopamun — LINK/ACT
3eneHoro ugeta u SPEED saHTapHOro uBeTa. PacnonoxeHue cBETOANOAHbIX MHONKATOPOB MHTepdelicoB
nokasaHo HMXe Ha pucyHkax 46 n 47. 3Ha4yeHnss CBETOBOW MHAMKaL MK onncaHbl B Tabnuuax 34 n 35
COOTBETCTBEHHO.

LINK/ACT SPEED

| —

(L

PucyHok 46 — PacnonoxeHne MHAMKaATopoB pasbema RJ-45

'

(-

VA VA

LINK/ACT SPEED

PucyHok 47 — PacnonoxeHue nHgukatopoB coctosiiusa SFP/SFP+/SFP28-uHtepdeiicos
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MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

[na mogenn ESR-3300 coctosiHne nHtepdpelicos QSFP+/QSFP28 oTobpaxaeTcs YeTbipbMs CBETOANOAHbIMN
NHAMKaTOPaMW 3e/1EHOM0 U AHTAPHOTO LBETOB, COCTOSIHNE NHTEepdelicoB 25G-NOPTOB MHANLMPYETCS YETbIPbMS
ceetoanoaHbiMn nHgmkatopamu, LINK/ACT 3eneHoro uyseta n SPEED sHTapHOro ueTa. PacnosnoxeHue
CBETOAMOA0B NOKa3aHOo Ha puUCyHke 48. 3HaueHnsa CBETOBOI MHAMKALUMM onucaHbl B Tabnmue 36.

0000

PucyHok 48 — PacnonoxeHne nignkatopoB QSFP+/QSFP28 nHtepdoeiica ana ESR-3300

Tabnuua 34 — CeToBas UHAMKaLMS cocTossHUA RJ-45 nHtepdeiicos

CBeueHune nHgukaropa SPEED CBeueHue nHgmkaropa LINK/ACT CoctosiHne uHtepdeiica Ethernet

BbikntoueH BbikntoueH [MopT BbIK/IOYEH UM COefMHEHME He
YCTaHOB/IEHO.

BbikntoueH [opnUT NOCTOAHHO 3€/1EHbIM YCcTaHOB/IEHO coeAnHeHne Ha ckopocTun 10

nnn 100 Méut/c.

FopWT NOCTOSIHHO SAHTAPHbIM FopWT NOCTOSIHHO 3€NEHbIM YcTaHOBNEHO COeANHEHNE Ha CKOPOCTM
1000 Mo6uTt/c.

X Muraet M aeT nepepaya AaHHbIX.

Tabnuua 35 — CeeToBas nHAMKauma coctosaHns coctosHusa SFP/SFP+/SFP28-uHtepdoeiicos

CBeueHue nHgmkaropa CBeueHue uHgukatopa LINK/  CocTtosiHue uHtepdeiica Ethernet

SPEED ACT

BbikntoueH BbikntoueH MopT BbIKNKOYEH WM COeANHEHNE He YCTAaHOB/IEHO.
BbikntoueH ['opnUT NOCTOAHHO 3€/1EHbIM YcTaHOBMEHO COeAnHEHME Ha ckopocTn 1 Feut/c.
[OpUT NOCTOAHHO AHTAPHbLIM  [OPUT NOCTOSAHHO 3€/1EHbIM YcTaHOBNEHO coeAnHeHne Ha ckopocTu 10 FéuTt/c.
X Mwuraet VaeTt nepepaya gaHHbIX.

Tabnuua 36 — CBeTtoBas MHAMKaLUMs cocTosiHuA QSFP+/QSFP28-uHTtepdeiicos

CocTosiHMe uHgukKaTopa CocTosiHne uHtepdeiica Ethernet
BbikntoueH BbikntoyeH BbikitoyeH  BbiktoyeH MopT BLIK/IHOYEH UM COeMHEHNE He
YCTaHOB/IEHO.
[opnT NOCTOAHHO BbikntoyeH BeblktoyeH  BbikawouveH YCcTaHOB/1IEHO coeiHEHME Ha
3€e/1EHbIM CKOpOCTU
40 réut/c.
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FopuT NOCTOSAHHO
3€e/1EHbIM

MwuraHue

MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

CocTtosiHne nHaun KaTtopa

BbiknoyeH BblknoyeH [opuT NOCTOAHHO
AHTAPHbIM

X X X

CocTosiHue uHtepdpeiica Ethernet

YCTaHOB/IEHO COeAMHEHNE Ha
CKOpOCTK

100 rewmt/c.

et nepefgaya AaHHbIX.

B cnepytowleii Tabnuue npuBeAeHo onMcaHne COCTOSAHNIA CUCTEMHbIX MHAMKATOPOB YCTPONCTBA M UX

3HAYEeHUI.

Tabnuua 37 — COCTOAHMA CUCTEMHbIX UHANKATOPOB

HasBaHue
MHAOUKaTopa

Status

Alarm

VPN

Flash

Power

Master

Fan

PYHKUUNSA nHOUKaTopa

VHOMKATOP TEKYLLLETO COCTOAHMS
yCTpolicTBa.

NHAMKaTOp Ha/IMumns 1 ypoBHS
aBapuv ycTpoiicTaa.

VHAMKATOp HaNN4Yms aKTUBHbIX
VPN-ceccuin.

VHOMKaToOp aKTMBHOCTM 06MeHa
C HakonuTenem AaHHbIx: SD-
kapToii unu USB Flash.

VHapkaTop nuTaHus
yCTpolicTBa.

MHavkatop paboThl ycTpoiicTBa
B failover-pexumax.

CocTosHuMe BeHTUAATOpA
OX/TaXOEeHUS.

CocTosiHue
MHOMKaTopa

3eneHbIn

Muraet 3eneHbim

3eneHbIn

3eneHbin

KpacHbiii

BbikitoueH

BbikntoyeH

CocTtosiHue ycTpoiicTBa

YCTpOIicTBO paboTaeT HopPMasIbHO.

YCTPOWNCTBO HaXO4UTCSA B
cocToaHum 3arpysku MO.

BbinonHeHe onepauuii yTeHus/
3anuncu no KOMaHze «Copy».

MTaHWe ycTpoiicTBa B HOPME.
OCHOBHOI# UCTOYHMK NMUTAHWS, ECN
OH yCTaHOB/EH, paboTaeTt
HOpPMaJIbHO.

HepaboTocnoCco6HOCTbL OCHOBHOMO
WCTOYHMKA MUTaHNA, aBapus Uam
OTCYTCTBME NEPBUYHOI CETH.

OTKa3 BHYTPEHHUX UCTOYHUKOB
NUTaHWs yCTPOICTBa.

Bce BEHTUISITOPbI UCMPaBHbI.
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MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

HasBaHue PYHKUUNSA nHAUKaTopa CocTtosiHue CocTtosiHue ycTpoiicTBa
MHAMKaTopa MHAMKaTopa
KpacHbiii OtKas ogHoro nnu 6onee

BEHTUNATOPOB. MpnynHoi
BO3HVKHOBEHUSI aBapun MOXeT
6bITb HEPab0OTOCMOCOBHOCTL XOTS
6bl OAHOTO N3 BEHTUNSATOPOB —
OCTaHOBKa UM NOHWKEHHas
yacToTa 060poTOB.

RPS Pexum paboTbl pe3epBHOro 3eieHblii Pe3epBHbIil UCTOYHWK YCTAHOB/IEH
MCTOYHMKA NUTAHUS. W UCMPAaBEH.

BoikntoueH Pe3epBHbI NCTOYHUK He
YCTaHOBJIEH.

KpacHblii OTCcyTCTBME NEPBUYHOIO NUTAHNA
pe3epBHOro UCTOYHMKA U ero
HEeucnpaBHOCTb.

CsetoBas uigukauusa ESR-200, ESR-100

CocTosiHne nHtepgoeiicos Ethernet otobpaxaeTtca aByMA cBETOANOAHbIMU MHAnKaTopamun — LINK/ACT
3eneHoro ugeta u SPEED saHTapHoro useta. PacnonoxeHue nigukatopos RJ-45-nHTepdpelica nokasaHo Ha
pucyHke 46. PacnonoxeHune niamkatopoB SFP/SFP+-mHTepdeicoB ykazaHo Ha pucyHke 49. 3HayeHuns
CBETOBOW MHAMKaL MK onucaHbl B Tabnmue 38.

-

LAl A aadnaal

HVA VA

LINK/ACT  SPEED
PucyHok 49 — PacnonoxeHue nHaukaTtopos coctosiHua SFP/SFP+-uHTepdelicos

Tabnuua 38 — CeeToBas NHAMKaLmMa cOCTOAHNSA MHTepdeicos Ethernet

CBeueHne nugukaropa SPEED CBeueHue nHgmkaropa LINK/ACT CoctosiHne uHtepdpeiica Ethernet

BblIktoueH BblIkntoueH [MopT BbIK/IOYEH WU COEAVHEHNE He
yCTaHOB/IEHO.

BbikntoueH ['OpuT NOCTOSAHHO 3€/1EHbIM YcTtaHoBNeHo coeanHeHne Ha ckopocTtu 10

nwnn 100 Méut/c.
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CBeueHue nHaukatopa SPEED

['OpnUT NOCTOAHHO AHTAPHbLIM

X Mwuraet

CBeueHue nHaukaTopa LINK/ACT

['OpnUT NOCTOAHHO 3€/1EHbIM

CoctosiHue nHtepdeiica Ethernet

YCTaHOB/IEHO COEANHEHNE Ha CKOPOCTU
1000 Mo6wuTt/c.

NaeT nepegaya faHHbIX.

B cnepytoweit Tabnuue NpMBELEHO ONMCaHNE COCTOSIHUI CUCTEMHBIX MHAMKATOPOB YCTPOMCTBA U UX

3HAUYEHUI.

Tabnmua 39 — COCTOAHNSA CUCTEMHBIX NHANKATOPOB

HasBaHue DYHKUNA CocTtosiHue
MHAMKaTopa MHpuKaTopa MHpuKaTopa
Status WHaunkaTop TekyLiero 3eneHblii
COCTOSIHMSA YCTPOICTBA.
KpacHblii
Alarm VHgukaTop Hanuuma - -
YPOBHS aBapuu
ycTpoiicTBa(He
noAAepPXUBAETCS B
Tekyllei Bepcum MO).
Power VHankaTop nutaHus 3eneHblit
YCTpOWCTBA.
KpacHbiii
BbikntoueH
Fan CocTosiHne BblIkoueH
BEHTUNSATOPA
oxnaxaeHus. KpacHblii

CocTosiHMe ycTpoicTBa

YCTpOIAicTBO paboTaeT HopMaJlbHO.

YCTPOICTBO HAXOANTCA B COCTOSIHUK 3arpy3ku MO.

MuTaHue ycTpoiictea B HOpMe. OCHOBHOIH MCTOYHMK
NMUTaHWUs, eC/IM OH YCTaHOB/EH, paboTaeT HOPMasIbHO.

HepaboTocnoco6HOCTb OCHOBHOMO MCTOUYHMKA MUTaHUS,
aBapusl WM OTCYTCTBME NEePBUYHOI CETU.

OTKa3 BHYTPEHHNX UCTOYHMKOB MUTAHKS YCTPOCTBA.
Bce BEHTUISTOPbI UCMPaBHbI.

OTka3 ogHoro unu 6osnee BEHTUASTOPOB. [MNprynHOIl
BO3HUKHOBEHUSI aBapnn MOXET ObITb
HepaboTocnoco6HOCTb XOTS Bbl OAHOMO 13
BEHTU/ISITOPOB — OCTAHOBKA U/M NMOHWXEHHAs YacToTa
060poTOB.
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CBetoBas nHgukauyus ESR-31, ESR-30

CocTtosiHne nHtepdericoB Ethernet oto6paxaeTcs AByMSA cBeTOANOAHbIMU UHANKaTtopamun — LINK/ACT
3eneHoro ugeta u SPEED aHTapHoOro Lserta.

Tabnuua 40 — CBeToBas NHAMKaLMA cOCTOAHNA MHTepdeicos Ethernet

CBeueHune nHgukaropa SPEED CBeueHue nHgmkaropa LINK/ACT CoctosiHne uHtepdpeiica Ethernet

BbikntoueH BbikntoueH MopT BbIK/IOYEH WU COeQUHEHUNE He
yCTaHOB/IEHO.

BbikntoyeH ['OpuT NOCTOSAHHO 3€/1EHbIM YcTtaHoBNeHo coeanHeHne Ha ckopocTtu 10

unv 100 MéwuT/c.

[OpnUT NOCTOAHHO AHTAPHbLIM ['opnUT NOCTOAHHO 3€/1EHbIM YcTaHOBNEHO coeAnHEHME Ha CKOPOCTH
1000 MéwuT/c.

X Mwuraet M oeT nepepaya AaHHbIX.

() LNK
() SPD

PucyHok 50 — PacnonoxeHune nHamkaTtopoB cocTosiHus SFP/SFP+-nHtepdieiicos
LINK/ACT SPEED

:
1=

PucyHok 51 — PacnonoxeHue nHgmkaTtopos pasbema RJ-45

B cnepytowieii Tabnuue npuBeAeHo onvcaHne COCTOSAHUIA CUCTEMHbIX MHAMKATOPOB YCTPONCTBA U UX
3HAYEHNIA.

Tabnuua 41 — COCTOAHMA CUCTEMHbBIX UHANKATOPOB

HasBaHue DYHKUUA nHAUKaTopa CocTtosiHne CocTtosiHMe ycTpoicTBa
MHauKaTopa MHAuKaTopa
Power WHavkaTop nuTaHus ycTpoiicTBa. 3eneHblii MuTaHne ycTpoiicTBa B HOpME.

McTouHuK nuTaHus pabotaet
HOpMaJsibHO, OcCHOBHOE MO
NPOrpy»XeHo.

KpacHblii He nporpy»xeHo ocHosHoe [10.
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HasBaHue
nHauKaropa

Status

Alarm

User

Flash

Master

Fan

RPS

MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

DYHKUUA nHOUKaTopa

NHAyKaTop TeKyLLEero cocTosiHMS
ycTpoiicTBa.

NHankaTop HaMunsa 1 ypoBHS
aBapuu ycTpolicTBa.

NHAamKaTop, ncnonb3aytoLmincs ans
Nosib30BaTe/NbCKMX CLIEHapUEB,
KOTOpPble MOXHO Ha3HauNTb B
pexume KOHUIyprpoBaHus
ycTpoiicTBa.

WHavkaTop akTMBHOCTM 06MeHa ¢
HakonuTenem AaHHblx: SD-kapToii
nnn USB Flash.

WupukaTop paboTbl ycTpolicTBa B
failover-pexvmax (Tonbko ans
ESR-31).

CocTosiHMe BeHTUAATOpa

oxnaxaeHus (Tonbko anst ESR-31).

Pexwvm paboThbl pe3epBHOIr0
WCTOYHMKA NUTaHWS (TOMbKO Asis
ESR-31).

CocTtosiHue
nHauKartopa
BbikntoueH

3eneHbln

Mwuraet 3e/ieHbIM

3eneHblit

BbikntoveH

KpacHbiii

3eneHblit

BbikntoveH

KpacHblii

CocTosiHue ycTpoiictBa

OTKa3 BHYTPEHHNX UCTOYHUKOB
nMTaHWA ycTpoiicTea.

YcTpoiicTBo pa6oTaeT
HOpPMaJsIbHO.

YCTpPOICTBO HaxoguTcs B
cocTosiHuK 3arpy3sku MO.

BbinosiHeHne onepauuii YteHus/
3anuncy No KOMaHae «Copy».

Bce BEHTUNATOPbI UCMPABHbI.

OTka3 ogHoro unun 6onee
BEHTUATOPOB. MpuunHoii
BO3HVKHOBEHMWS aBapum MOXET
6bITb HEPab0TOCNOCOBHOCTL
X0TS 6bl OAHOro N3
BEHTUNATOPOB — OCTaHOBKa U
MOHMXEeHHas YacToTa 060pPOTOB.

Pe3epBHbIi UCTOYHNK
YCTaHOBJIEH U UCMPABEH.

Pe3epBHbI NCTOYHUK He
YCTaHOB/IEH.

OTcyTCcTBME NEPBUYHOIO
NUTaHNs Pe3epBHOr0 UCTOUHMKA
W €ro HEMCNPaBHOCTb.
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CBetoBas nHgukauyus ESR-21, ESR-20

CocTtosiHne nHtepdericoB Ethernet oto6paxaeTcs AByMSA cBeTOANOAHbIMU UHANKaTtopamun — LINK/ACT
3eneHoro ugeta u SPEED aHTapHoOro Lserta.

Tabnuua 42 — CeeToBas MHAMKaLmMa cOCToAHNSA nHTepdeicos Ethernet

CBeueHune nHgukaropa SPEED CBeueHue nHgmkaropa LINK/ACT CoctosiHne uHtepdpeiica Ethernet

BbikntoueH BbikntoueH MopT BbIK/IOYEH WU COeQUHEHUNE He
yCTaHOB/IEHO.

BbikntoueH ['OpuT NOCTOSAHHO 3€/1EHbIM YcTtaHoBNeHo coeanHeHne Ha ckopocTtu 10

unv 100 MéwuT/c.

[OpnUT NOCTOAHHO AHTAPHbLIM ['opnUT NOCTOAHHO 3€/1EHbIM YcTaHOBNEHO coeAnHEHME Ha CKOPOCTH
1000 MéwuT/c.

X Mwuraet M oeT nepepaya AaHHbIX.

() LNK
() SPD

PucyHok 52 — PacnonoxeHue nHamkaTtopoB cocTosiHus SFP/SFP+-nHtepdieiicos
LINK/ACT SPEED

:
1=

PucyHok 53 — PacnonoxeHue nHgmkaTtopos pasbema RJ-45

B cnepytowieii Tabnuue npuBeAeHo onvcaHne COCTOSAHUIA CUCTEMHbIX MHAMKATOPOB YCTPONCTBA U UX
3HAYEHNIA.

Tabnuua 43 — COCTOAHMA CUCTEMHbBIX UHANKATOPOB

HasBaHue DYHKUUA nHauKaTopa CocTtosiHne CocTtosiHMe ycTpoicTBa
MHAMKaTopa MHAUKaTOopa
Power VHavkaTop nutaHus 3eneHblii MuTaHne ycTpoicTBa B HOPME.
ycTpoiicTBa. VcTouHuK nutaHna paboTtaeT
HOpMaUibHO, OCHOBHOE 10O
nporpyxeHo.
KpacHblii He nporpy»xeHo ocHosHoe 10.
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HasBaHue
nHauKaropa

Status

Alarm

HA

MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

DYHKUUA nHauKaTopa

MHavkaTop TekyLero
COCTOSIHMA YCTPOICTBA.

VHAyKaTop Ha/Mums 1 ypoBHS
aBapun yCTponcTea.

NHaykaTop paboTbl B pexume
HA (He ucnonb3yetcsi B
TekylLel Bepcun)

CeeToBasa uHgukauyus ESR-15R

CocTtosiHne nHtepdericoB Ethernet oto6paxaeTcs AByms CBETOANOAHbIMU UHANKaTopamn — LINK/ACT
3eneHoro useta n SPEED aHTapHoro ugeTa.

CocTosiHue CocTosiHue ycTpoiicTBa
MHauKaTopa
BbikntoveH OTKa3 BHYTPEHHUX UCTOYHWNKOB

nMTaHus yCcTponcTBea.
3eneHblii YcTpoiicTBo paboTaeT HopMasibHO.

KpacHbiii YCTpOWNCTBO HAXO4UTCA B
cocTosiHuu 3arpy3ku 0.

Tabnuua 44 — CeeToBas nHAMKaLmMsa cocTosaHNS nHTepdencos Ethernet

CBeueHune nHaukaropa SPEED

BbikntoueH

BbikntoveH

[opuT NOCTOSAHHO

BbikntoueH

rOpI/IT NOCTOAHHO

['opuT NOCTOSAHHO

Mwuraet

CseueHue uHgukaropa LINK/ACT CoctosiHue nHrepdeiica Ethernet

[opT BLIK/IKOYEH WX COEAVHEHNE He
YCTaHOB/IEHO.

YcTaHoBeHO coeanHeHne Ha ckopocTu 10
nnu 100 MéwuT/c.

YCTaHOB/MEHO COEIMHEHNE HA CKOPOCTHU
1000 MéwuT/c.

MoeT nepepaya faHHbIX.

—

() SPD

PucyHok 54 — PacnonoxeHue nHgmkaTtopos pasbema SFP
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LINK/ACT SPEED

L

JNNNNND T

PucyHok 55 — PacnonoxeHne MHAMKaTopoB pasbema RJ-45

B cneaytoleit Tabnuie NpuBeAeHo onvcaHne CoOCTOSIHWIA CUCTEMHBIX MHAMKATOPOB YCTPOWCTBA U UX

3HaAYEeHUN.

Tabnmua 45 — CoCTOAHNSA CUCTEMHBIX NHANKATOPOB

HasBaHue DYHKUUA NHOMKaTopa

MHAMKaTopa

Power NHavkaTop nuTaHus ycTpoiicTea.

Status NHAanKaTop TeKyLlero cocTosHMS
yCTpoiicTBa.

Alarm MHaukaTop Hannumsl n ypoBHS

aBapum yCTpoiicTea.

User WHavkaTtop, ncnonb3yowmincs ans
Nosb30BaTENbCKMX CLiEHapUEB,
KOTOpble MOXHO Ha3HaYMThb B
pexvMe KOHpUryprpoBaHus
yCcTpoiicTBa.

CocTosiHue
MHAOUKaTopa

3eneHbiin

KpacHsblii

BblkntoveH

3eneHbli

KpacHsblii

CocTosiHue ycTpoiictBa

MuTaHne ycTpoiicTea B HOpMeE. NCTOYHMK
nuTaHns pabotaeT HOpMasibHO, OCHOBHOE
MO nporpyxeHo.

He nporpyxeHo ocHoBHoe [MO.

OTKa3 BHYTPEHHUX UCTOYHMKOB NUTaHUS
ycTpoiicTBa.

YCTpoiCcTBO paboTaeT HopMasibHO.

YCTpPOWNCTBO HAXOQUTCH B COCTOSAHUU
3arpysku [10.
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2.5 KomMnneKkT nocTtaBKu

B 6a30BbIi1 kKomnekT noctaBkn ESR-15R Bxoadar:

MapLupyTtumsaTop ESR-15R;
Kabenb NUTaHus;
KOHCO/IbHbI Kabesb;

KOMMEKT 415 KpenseHusa ycTpoicTea B CToliky 197

cepTudgmKaT CoOOTBETCTBYS;
nacnopr;

[loKyMeHTauus (onyuoHasibHo);
namsaTka o AOKyMeHTaLuu.

B 6a30BbIii KoMNiekT noctaBkn ESR-20 BxoasaT:

MapLupyTtumsaTop ESR-20;
Kabenb NuTaHus;
KOHCO/IbHbI Kabesb;

KOMMEKT 415 KpenseHusa ycTpoicTea B CToliky 197

cepTudmKaT CoOOTBETCTBYS;
nacnopr;

[loKyMeHTauus (onyuoHasibHo);
namsaTka o AOKyMeHTaLuu.

B 6a30BbIii KOMNIeKT nocTtaBkn ESR-21 BxoasaT:

MapLupyTtumsaTop ESR-21,
Kabenb NUTaHus;
KOHCO/IbHbI Kabesb;

KOMMEKT 415 KpenseHusa ycTpoicTea B CToliky 197

cepTudmKaT CoOOTBETCTBYS;
nacnopr;

[loOKyMeHTauus (onuyuoHasibHo);
namsaTka o A4OKyMeHTauuu.

B 6a30BbIii kKoMmniekT noctaBkn ESR-30 BxoasaT:

MapLupyTtumsaTop ESR-30;
Kabesnb NUTaHus;
KOHCO/IbHbI Kabesb;

KOMMEKT 415 KpenseHusa ycTpoicTea B CToliky 197

cepTudmKaT CoOOTBETCTBYS;
nacnopr;

[loKyMeHTauus (onyuoHasibHo);
namsaTka o A4OKyMeHTauuu.

B 6a30BbIii KOMNIekT noctaBkn ESR-31 BxoasaT:

MapLupyTtumsaTop ESR-31,
KOHCO/IbHbI Kabesb;

KOMMEKT 415 KpenseHusa ycTpoicTea B CToliky 197

cepTudmKaT CoOOTBETCTBYS;
nacnopr;

[loKyMeHTauus (onyuoHasibHo);
namsaTka o A4OKyMeHTauuu.

B 6a30BbIii kKomniekT noctaBkn ESR-100 BxoaaT:

MapLupyTtusaTop ESR-100;
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* Kabesib NUTaHus;

* KOHCO/bHbIN Kabesb;

* KOMMNJEKT A5 KPenneHns ycTpoiicTea B CTOMKy 197
* cepTudomnKaT COOTBETCTBUS;

* nacnopr,

* AOKyMeHTaums (onuMoHasbHO);

* namsATka 0 AOKyMeHTauuu.

B 6a30BbIii KomnnekT noctaBkun ESR-200 BxogAT:

+ mapuwpyTtusarop ESR-200;

* Kabesib NUTaHus;

* KOHCOJbHbIN Kabesb;

* KOMMNEKT A5 KpenneHns ycTpoicTea B CTOMKy 197
* cepTudonKaT COOTBETCTBUS;

* nacnopr,

* AOKyMeHTaums (onuMoHasbHO);

* namsTka 0 AOKyMeHTauuu.

B 6a30BbIin KomnaekT noctaBkn ESR-1000 BxogsAT:

+ mapuwpyTtusarop ESR-1000;

* KOHCOJbHbIN Kabesb;

* KOMMNEKT A5 KpenneHns ycTpoiicTea B CTOMKy 197
* cepTudonkaT COOTBETCTBUS;

* nacnopr,

* JOKyMeHTaums (onuMoHasbHO);

* namsTka 0 AOKyMeHTauuu.

B 6a30BbIin KomnaekT noctaBkn ESR-1500 BxogsT:

+ mapuwpyTtusarop ESR-1500;

* KOHCOJbHbIN Kabesb;

* KOMMNEKT A5 KpenaeHns ycTpoiicTea B CTOMKy 197
* cepTudonkaT CoOOTBETCTBUS;

* nacnopr,

* AOKyMeHTaums (onuMoHasbHO);

* namsTka 0 AOKyMeHTauuu.

B 6a30BbIi1 KoMnaekT noctaBkn ESR-1511 BxogAT:

+ mapuwpyTtusarop ESR-1511;

* KOHCOJbHbIN Kabesb;

* KOMMNEKT A5 KpenaeHns ycTpoiicTea B CTOMKy 197
* cepTudonkaT CoOOTBETCTBUS;

* nacnopr,

* AOKyMeHTaums (onuMoHasbHO);

* namsTka o0 AOKyMeHTauuu.

B 6a30BbIin KomnaekT noctaBkn ESR-3200 BxogsT:

+ mapuwpyTtusarop ESR-3200;

* KOHCOJbHbIN Kabesb;

* KOMMNEKT A5 KpenaeHns ycTpoicTea B CTOMKy 197
* cepTudonKaT COOTBETCTBUS;

* nacnopr,

* AOKyMeHTaums (onuMoHasbHO);

* namsTka 0 AOKyMeHTauuu.
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B 6a30BbIii KomnaekT noctaBkn ESR-3200L BxoasT:

+ mapwpyTtusarop ESR-3200L;

* KOHCOJbHbIN Kabesb;

* KOMMNEKT A5 KpenneHus ycTpoiicTea B CTOMKy 197
* cepTudnKaT CoOOTBETCTBUS;

* nacnopr,

* AOKyMeHTaums (onuMoHasbHO);

* namstka 0 AOKyMeHTauuu.

B 6a30BbIii KomnaekT noctaBkn ESR-3300 BxogsAT:

+ mapuwpyTtusarop ESR-3300;

* KOHCOJbHbIN Kabesb;

* KOMMNEKT A5 KpenneHns ycTpoiicTea B CTOMKy 197
* cepTudonKaT COOTBETCTBUS;

* nacnopr,

* AOKyMeHTaums (onuMoHasbHO);

* namsTka 0 AOKyMeHTauuu.

Mo 3akasy nokynatensa s ESR-1000 B KOMMNAEKT MOCTaBKN MOXET ObITb BK/IOYEH MOAY/b MUTaHUSA
(PM160-220/12 nnn PM100-48/12).

Mo 3akasy nokynatensa ansa ESR-1500, ESR-1511, ESR-3200, ESR-3200L B kKOMNAEKT NOCTaBKM MOXET
ObITb BKOYEH MoAy/Nb NuTaHus (PM160-220/12).

Mo 3akasy nokynatensa s ESR-3300 B KOMMAEKT MOCTAaBKN MOXET ObITb BK/IKOYEH MOAY b NMUTaHUSA
(PM600-220/12).

Mo 3akaldy nokynaTens B KOMM/IEKT NOCTaBKNU MOryT 6bITb BKNOYEeHbI SFP/SFP+-TpaHcnBepbl.
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3 YcTaHOoBKa 1 NogkyeHue

* YcTaHoBKa yCTpoiicTBa B cTOiKy (kpome ESR-3300)
+ YctaHoBka ESR-3300 B cToOliKy
* YctaHoBka mogyneit nutadus ESR-31, 1000, ESR-1500, ESR-1511, ESR-3200, ESR-3200L, ESR-3300
+ MopxnioyeHne nuTatoLLein cetu
* YcTaHoBKa 1 yaasieHne SFP-TpaHCcuBepoB
* YcTaHOBKa TpaHcusepa
* YpaneHve TpaHcusepa

B gaHHOM pasgene onucaHbl Npoueaypbl yCTaHOBKM YCTPOACTBA B CTOMKY U NOAK/THOYEHNSA K MUTAIOLLLEN CEeTu.

3.1 YctaHoBKa ycTpoiicTBa B cTOlKY (Kpome ESR-3300)
[lns yCTaHOBKM YCTPOICTBA B CTOMKY:

1. BblbepuTe HEO6XOAMMOE MOJIOXKEHNE KPOHLUTEHa (pUcyHOK 56). COBMeCTUTE YeTbipe 0TBepCTUs
KpOHLUTEHa C YeTblpbMS OTBEPCTUSIMU HA GOKOBOI NaHenun yctpoinctaa. C NOMOLLbIO OTBEPTKU
NPUKPenuTe KPOHLUTENH BUHTaMM K KOPIyCYy.

MosTopuTe War 1 gnsa gpyroi 60KoBOM NaHesim ycTpoincTea.

CoBmecCTUTE OTBEPCTUS KPOHLLTENHOB C OTBEPCTUAMU Ha NepefHNX BEPTUKa/IbHBIX HANpPaBIAoLwmnx
CTOWVKW. VIcnonb3yiTe OTBEPCTUA B HAMPAaB/AOLWMUX HA O4HOM YPOBHE C 06enX CTOPOH CTOWKHM, A/18 TOro
4TOOGbI YCTPOMCTBO pacnosnarasiocb rOPU30HTasIbHO.

4. C nomoLLbo OTBEPTKM NPUKPENUTE MapLLPYTU3aTOP K CTONKE BUHTaMMU.

wnN

PucyHok 56 — KpenseHne KpoHLLTEHHOB K YCTPOCTBY
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PucyHok 57 — YcTaHOBKa yCTPOWCTBa B CTOMKY

€@ BeHntunsauus ycTpoiicTa opraHmM3oBaHa no cxeme poHT-ThiN. Ha nepeaHeit 1 60KOBbIX MaHensx
yCTpOIACTBA PacnosioXeHbl BEHTUNSILMOHHbIE OTBEPCTUS, C 3aJHEI CTOPOHbI YCTPOCTBA Pacno/IOXeEHbI
BEHTUNSIUMOHHbIE MOAyNW. He 3akpbiBaiiTe BXOAHbIE U BbIXOAHbIE BEHTUSALMOHHbIE OTBEPCTUS
NMOCTOPOHHUMY NpeaMeTaMmn BO n3bexaHne neperpeBa KOMNOHEHTOB YCTPOWCTBA 1 HAPYLLEHUS ero

paboThbl.

3.2 YcrtaHoBka ESR-3300 B cTOiiKYy

© [ns getaneii ANMHHOTO KPOHLUTEHA NPe/yCMOTPEHO HECKObKO MOMOXEHUI: B K&XKA0M Clyyae
HeobxoauMoe MosoXeHe onpeaensercs rny6euHoM NCNoMb3YEMON CTONKN. MUHMManbHast rnyouHa, Ha
KOTOPYIO paccumTaH KPOHLWITENH — 537.5 MM, MakcumasibHas — 787.5 mm.
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.~
PucyHok 59 - YctaHoBka ESR-3300 B cToliKy
[lns yCTaHOBKM yCTPOWCTBA B CTONKY:

1. Bblbepute Heobxoanmoe nonoxeHne getanm 1. CoBMecTuTe YeTbipe OTBEPCTUA Ha geTann 1 ¢
4yeTbipbMS OTBEPCTUSIMM HA GOKOBOI NaHenn yctpoicTea. C NOMOLLLIO OTBEPTKU NpUKpenuTe getasb 1
BUHTaMWM K KOpMycy.
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2. (Ecnu Heobxoammo) C NOMOLLbH0 OTBEPTKM U3BMEKUTE LEHTPA/IbHLIN BUHT, cOeauHsiloWwmiA aetanu 2 n 4,
N pasbeanHuTe UX.

3. BblbepuTe Heobxogumoe nonoxeHne getanm 2. CoBMecTuTe BOCEMb OTBEPCTUI Ha AeTann 2 ¢

BOCEMbIO OTBEPCTUSAMN Ha 6OKOBOI NaHesnn yctpoiictea. C NOMOLbIO OTBEPTKM NPUKpennTe aetanb 2

BMHTaMU K KOpnycy.

MoBTopuTe Warn 1-3 ansa gpyrori 60KOBOI NaHeNn ycTponcTea.

CoBMecTuTEe OTBEPCTUSA Ha AeTansix 1 ¢ OTBEPCTUSAMN Ha NEPEAHMX BEPTUKa/IbHbIX HaNpPaBsoLMX

CTOWKW. Micnonb3yinTe 0TBEPCTMA B HANpaBnsoLWmMx Ha O4HOM YPOBHE C 06enx CTOPOH CTOWKK, 415 TOro

4TOObI YCTPOIMCTBO pacnosiarasiocb ropn3oHTasIbHO.

C nomMoubio OTBEPTKM NPUKPENUTE YCTPOICTBO K CTOMKE BUHTAMMN.

7. BblbepuTe Heobxogumoe nonoxeHue getanm 3. MNpyn HEO6XOANMOCTIN PaCKPYTUTE BUHTbI, COBMECTUTE
TPpW OTBEPCTUSA Ha AeTan 3 C aHa/I0rMYHbIMK BblOpaHHbIMN OTBEPCTUSIMU Ha AeTanu 4 n 3adnkcnpyite
BMHTaMW B BbIGPAHHOM MOIOXKEHWMN.

8. BcTaBbTe geTasib 4 (C 3adMKCMpOBaHHO Ha Hell aeTanblo 3) B AeTaslb 2 1, UCMNOosb3ys feTaslb 3 Kak
HanpaBASLWYH0, CABUHLTE AeTaslb 4 A0 KOHTaKTa C 3aAHMMW Hanpas/iStoLWMMN CTOMKMN.

9. CoBmecTuTe OTBEPCTUS KPOHLWITEHA Ha AeTasin 4 C OTBEPCTMAMM Ha 3a4HUX BEPTUKa/TbHbIX
HanpaBASLWMX CTONKM U NPUKpennTe AeTaslb K CTOWKE BUHTaMM.

10. MNosTopwuTe Warn 7—9 ans apyron 60KOBOW NaHenn ycTponcTea.
11. 3akpyTuTe LEeHTPasbHbIii BUHT, coeauHsitowmii aetanm 2 n 3 (ans o6enx CTopoH).

oa A

o

3.3 YcraHoBKa moayneii nutaHma ESR-31, 1000, ESR-1500, ESR-1511, ESR-3200, ESR-3200L,
ESR-3300

MapuupyTtusatopsl ESR-1000/1500/1511/3200/3200L/3300 moryT paboTaTb C O4HUM UK ABYMS MOAYAMU
nMTaHus. YcTaHoBKa BTOPOro MoAy/is NUTaHnusa Heobxoamma B Cilyvyae MCnosib30BaHUs YCTPOCTBa B YCI0BUSIX,
TPEeOYIOLLMX NOBbLILLEHHOW HAAEXHOCTHN.

MecTa on1s yCTaHOBKM MOAYNe NUTaHns C 3M1eKTPUYECKON TOUKM 3peHMs paBHOLEHHbI. C TOUYKM 3peHus
MCMO/b30BaHNs YCTPOWCTBA, MOAY/b MUTAHUS MOXET HAXOAUTLCA B OCHOBHOM 11 PE3EPBHOM pasbeme,
NHhbopMaLmsa 0 NPUOPUTETHOCTN HaxXoAMTCA B Tabnuue "OnvcaHve pa3bemMoB 3aHein naHenu
mMapLupyTmu3aropa’. Moy nuTaHns MoryT ycTaHaBMBaTbCS U U3B/1eKaTbCs 6e3 BbIK/TYEHUS YCTPOCTBA.
Mpwy ycTaHOBKE UM N3BNEYEHNN AONOTHUTENBHOIO MOAY/IA NUTaHNA MapLUpyTM3aTop Npogo/mkaeT paboTty 6e3
nepesanycka.
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PucyHok 61 — YcTaHoBKa 3ar/yLuKku

@ VHpvkauma aBapuy MOAYNA NUTAHNA MOXET GbITb Bbi3BaHa HE TO/ILKO OTKA30M MOZY/IS, HO 1
OTCYTCTBMEM NEPBUYHOTO NUTAHWS.
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CocTosiHe mMmoaynei NUTaHna MOXET GbITb MPOBEPEHO MO MHAMKALMUM Ha NepeaHel NnaHeny mapLupytusaropa
(c™m. pazgen CeeToBas MHAMKALMSA) WK MO ANArHOCTYKE, AOCTYMNHOI Yepes nHTepdheichl ynpasieHus
MapLUpyTN3aTOPOM.

3.4 MoAaxnioyeHne NUTalOLWEN ceTu

1.

Mpexae YeMm K yCTPOMCTBY OyAeT NoAKNIoYeHa NUTaLLas ceTb, HE06X0AMMO 3a3eMINTb KOPMYC
yCTpOMCTBa Yyepes 3a3eMNALWwnii BUHT M4. 3azeMsieHne HeobxoAMMO BbINOHATL N30/IMPOBAHHbIM
MHOTOXW/1bHbIM NPOBOAOM. YCTPONCTBO 3a3eM/IEHUSA U CeYeHre 3a3eM/IA0LLEro NPoBOAA AO/KHbI
COOTBETCTBOBATb TPpeboBaHMsMY MpaBun ycTpoiicTBa 3nekTpoycTaHoBok (MY3).

Ecnv npegnonaraeTca NOAK/IOYEHNE KOMMbIOTEPA UMW MHOTO 060PYA0BaHNS K KOHCO/TbHOMY MOPTY
MapLupyTM3aTopa, 3To 060pyaoBaHMe Takke JO/MKHO ObITb HAAEXHO 3a3eM/1eHO.

MoakounTe K YCTPOMCTBY Kabesb NuTaHus. B 3aBUCUMOCTM OT KOMM/IeKTaLMmn yCTponcTsea, nutaHme
MOXET OCYLLEeCTB/IATLCA OT CETU NepeMeHHOro Toka JIMbo OT CETU NMOCTOSAHHOIo Toka. Mpu noaxkoYeHUn

CETV NEePEMEHHOT0 ToKa CNeayeT UCMNOb30BaTh Kabesb, BXOASLLMIA B KOMNIEKT ycTpolicTea. Ans

noaknryYeHnd K cCet NOCTOAHHOIoO TOKa VICI'IOI'Ib3yI7ITe npoeoj CE4EHNEM HE MEHEE 1 MMZ.

BkntounTte nutaHve yctpolictea 1 ybeantech B OTCYTCTBUM aBapwii MO COCTOSIHNIO UHAMKATOPOB Ha
nepegHein naHenu.
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3.5 YctaHoBKa n yganeHune SFP-tpaHcuBepoB

YcTaHOBKa ONTUYECKNX MOAY/Ie MOXET NMPON3BOAMTLCA Kak NP BbIK/IKOYEHHOM, TakK 1 npu
BK/1HO4YEHHOM YCTPOWCTBE.

3.5.1 YcTaHOBKa TpaHcuBepa

1. BcTaBbTe BepxHUin SFP-moaynb B CNOT OTKPLITOM YacTbio pasbemMa BHU3, a HWXXHWI SFP-MoAynb — OTKPbITOW
4acTbl0 pasbema BBEpX.

7

|k b \\.
— = %
{A \..-"n.’,

. g;:
q
PucyHok 62 — YctaHoBka SFP-TpaHcrBepoB

2. HapaBnTe Ha Moy b MO HaNpPaB/eHWo BHYTPb KOpMyca yCTPOCTBA A0 NOSIB/IEHNS XapaKTepHOro LWenyka
chukcauum moayns.

PucyHok 63 — YcTtaHoBeHHble SFP-TpaHcrBepbl

3.5.2 YpaneHue TpaHcuBepa

1. OTKMHBLTE PYKOATKY MO//s, 3TO NPUBEAET K Pa36b/I0KMPOBAHIO YAEPXUBAKOLLEH 3aLLenKu.

PucyHok 64 — OTKpbITHe 3awenkn SFP-TpaHcnBepos

2. 3BneknTe Moaynb 13 CrioTa.
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PucyHok 65 — M3BneveHne SFP-TpaHcusepos
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4 WHTepdrencol ynpaBieHns

* VHTepdeiic komaHaHoli cTpoku (CLI)
* Tvnbl 1 NOPAA0K MMEHOBaHNSA MHTEPIEICOB MapLLpyTM3aTopa
« Tunbl ¥ NOPAA0K UMEHOBaHWA TYHHENEe MapLLpyTu3aTopa

HaCTpOVIKa N MOHUTOPUHI yCTpOVICTBa MOTYT OCYLLEeCTBNATbLCA Yepes pa3/inyHble MHTep(*)eﬁCbl ynpaseHus.

[nsa goctyna K yCTpoicTBY MOXET MCMO/Ib30BaTLCSA CETEBOE MOAK/UEHME No npoTokonam Telnet n SSH nnn
NPsIMOe NOAK/MOYEHNE Yepe3 KOHCOJIbHbI NOPT, COOTBETCTBYOLMIA cneymdunkaummn RS-232. Mpu gocTtyne no
npoTtokonam Telnet, SSH 1 npy noAkNOYEHNN Yepe3 KOHCO/bHbI NOPT A5 yNpaBieHns YyCTPONCTBOM
NCNonb3yeTcsa NHTepAeiic KOMaH4HOM CTPOKN.

3aBoackast KOHMrypauusi CoAepPXnT onucaHne JOBEepPeHHO 30HbI trusted u IP-agpec gns goctyna k
ynpasneHuto yctporicteom — 192.168.1.1/24.
B ,qosepeHHyro 30HY BXOAAT UHTEpPIENAChI:
« ansa ESR-15R: GigabitEthernet 1/0/2-5;

« ansa ESR-20: GigabitEthernet 1/0/2-4,

+ ana ESR-21: GigabitEthernet 1/0/2-12;

« anda ESR-30: GigabitEthernet 1/0/2-4,

« ansa ESR-31: GigabitEthernet 1/0/2-14;

« ansa ESR-100: GigabitEthernet 1/0/2-4;

« ansa ESR-200: GigabitEthernet 1/0/2-8;

« ansa ESR-1000: GigabitEthernet 1/0/2-24;

+ ana ESR-1500: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/2-4;

+ ana ESR-1511: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/1-4;

« ans ESR-3200: Twentyfivegigabitethernet 1/0/3-12;

« ansa ESR-3200L: TengigabitEthernet 1/0/3-8, TwentyfivegigabitEthernet 1/0/3-4.

« ansa ESR-3300: TwentyfivegigabitEthernet 1/0/3-4, HundredgigabitEthernet 1/0/3-4.

B 3aBOACKON KOHGUrypauum no ymoi4aHuio co3faH nonb3osartenb «adminy» ¢ naponem «password».
Mpotokonbl cemelictBa STP (STP, RSTP, VSTP) oTkNtou€eHb!.

Mpu Mcronb3oBaHUM HOGOM0 M3 NMepeUnCeHHbIX MHTEPHECOB yNpaBneHus AeCTBYIOT eAuHbIE NPUHLMMbI
paboTbl C KOHhUrypauueit. lomkHa cobnoaaTbcs onpeaeneHHas, onucaHHas 34ech, Nocef0BaTe/lbHOCTb
N3MEHEHMs 1 MPUMEHEHNS KOH(UIypaLuK, NO3Bo/sIOLLAsS 3alMUTATL YCTPOWCTBO OT HEKOPPEKTHOTO
KOHCpUryprpoBaHus.

4.1 Wutepcpeiic komaHgHoii cTpoku (CLI)

NHTepdelic komaHaHoi ctpokn (Command Line Interface, CLI) — uHtepdeiic, npeaHasHaueHHbIl Ans
yrnpaBs/ieHus, MPOCMOTPAa COCTOSAHUS U MOHUTOPUWHIa YCTpoicTBa. AnA paboTbl noTpebyeTca nobas
ycTaHoBneHHas Ha MK nporpamma, nogaepxusatowas paboty no nportokonam Telnet, SSH nnn npsamoe
noAK/ItYeHne Yyepes KOHCO/bHbI nopT (Hanpumep, HyperTerminal).

WHTepcheiic komaHHON CTPOKM 06ecneynBaeT aBTopu3aLnio Nonb3oBarteneil u orpaHnunMBaeT nux JocTyn K
KOMaHJaM Ha OCHOBaHWM YPOBHSA AOCTYNa, 34aHHOr0 aMUHUCTPATOPOM.

B cucteme MOXeT 6biTb CO34aH0 HEO6XOAMMOE KOIMYEeCTBO Mosib30oBaTeseld, npaBa AoCcTyna 3a4atTcs
NHANBNAYANTbHO O/1S1 KAXA0r0 U3 HUX.

[lna obecneyeHnss 6e30MacHOCTU KOMaHAHOIO MHTepdielica Bce KOMaHAbl pa3aesieHbl Ha ABE KaTeropum —
NPUBUNErMPOBaHHbIE N HENPUBMNETMPOBaHHbIE. K NpMBUIerMpoBaHHbIM B OCHOBHOM OTHOCATCS KOMaHAb!
KOHUrypupoBaHus. K HenpmBmIerMpoBaHHbIM — KOMaHAbl MOHUTOPUHTA.

CvcTema No3BOJISET HECKONLKUM MOJb30BaTENAM OAHOBPEMEHHO NMoaKNt4YaTbCA K yCTpOﬁCTBy.
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4.2 Tunbl M NOPALOK UMEHOBaHUSA UHTepheiicoB MapLipyTHU3aTopa

Mpu paboTe MapLIpyT13aTopa UCMO/b3YHTCS CETEBbIE UHTEPMECHI PA3/IMYHOIO TNa U Ha3HAYEHUS.
Cucrtema UMeHOBaHMs NO3BOJISIET OHO3HAYHO aApecoBaTh UHTEPENCHI N0 UX PYHKLMOHAIbHOMY
Ha3HAYeHWI0 U MECTOMNOMOXEHUIO B cucTeMe. [lanee B Tabnvue NpuBeAEH NepeyeHs TUNOB NHTePdElicoB.

Tabnuua 46 — Tunbl 1 NOPSAOK UMEHOBaHUA NHTePeicoB MapLupyTmu3aTopa

Tun nutepdeiica O6o3HauYeHne

dusunyeckme nHTeppeicsl O603Ha4YeHne hr3n4eckoro nHTepdeiica BkYaeT B cebsa ero Tmn
N ngeHTudmkarop.

NpeHTudukatop dmsmuecknx nHtepdgeiicos nmeet sug <UNIT>/
<SLOT>/<PORT>, rae:

+ <UNIT> - HOMep ycTpolicTBa B rpynne yCcTPOoIiCTB,

+ <SLOT> - Homep mMogynsa B cocTase ycTpoictea nnv 0 npu
OTCYTCTBUW fefieHns yCTPOCTBa Ha Mogynu,

+ <PORT> - nopsiakoBbIii HOMep nopTa.

MopTbl 1 F6ut/C gigabitethernet <UNIT>/<SLOT>/<PORT>
Mpumep o603HaveHus: gigabitethernet 1/0/12

[JonyckaeTcs Ncnosb3oBaTb COKPaLLeHHOe HaMMeHOBaHNe,
Hanpumep gi1/0/12.

MopTbl 10 F6uT/C tengigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o6o3HayeHus: tengigabitethernet 1/0/2

JlonyckaeTcsl MCno/b30BaTh COKpaLLleHHOe HaMMEHOBaHUE,
Hanpumep te1/0/2.

MopTbl 25 F6ut/C twentyfivegigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep ob6o3HaueHus: twentyfivegigabitethernet 1/0/2

JlonyckaeTcs Mcnosib30BaTh COKpaLLleHHOe HavMeHOBaHue,
Hanpumep twe1/0/2.

MopTbl 40 F6uT/C fortygigabitethernet <UNIT>/<SLOT>/<PORT>
Mpumep o6o3HaueHus: fortygigabitethernet 1/0/2

JlonyckaeTcsl MICMo/b30BaTh COKpalleHHOe HaMeHoBaHUe,
Hanpumep fo1/0/2.
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Tun nHtepdpeiica O6o3Ha4yeHue

MopTbl 100 réut/c hundredgigabitethernet <UNIT>/<SLOT>/<PORT>
Mpumep o6o3HaueHus: hundredgigabitethernet 1/0/2

[JonyckaeTtcsi UCNosb3oBaTb COKPaLLEHHOE HauMeHOBaHWe,
Hanpumep hu1/0/2.

Mpynnbl arperaummn kaHa10B8 O603Ha4YeHue rpynnbl arperaummn kaHasi0B BK/IloYaeT B cebs ero Tvn
1 NOpsiAKOBbI HOMep MHTepdeiica:

port-channel <CHANNEL_ID>

Mpumep o603HaveHus: port-channel 6

JlonyckaeTcsa ncnonb3oBaTb COKpaLleHHOe HanMeHOoBaHue,
Hanpumep, pol.

Cab-nHTepdelichl 0O603HaveHue cab-nHTepdeiica obpasyeTcs 3 0603Ha4YEeHUS
6a30B0oro nHTepdeiica n naeHtudukaropa (VLAN) ca6-
nHTepdeiica, pasaeneHHbIX TOUKOIA.

MprMepbl 0603HAYEHWIA:

+ gigabitethernet 1/0/12.100

+ tengigabitethernet 1/0/2.123

+ twentyfivegigabitethernet 1/0/2.200
« fortygigabitethernet 1/0/2.1024

+ port-channel 1.6

VaeHTudmkatop cab-mHTepdeiica MoXeT NpUHUMaTb
3HaueHunsa [2..4094].

Q-in-Q uHTepdeiichbl 0O603Ha4eHune Q-in-Q nHTepdeiica obpasyeTcsa N3 0603HaYeHNS
6a30B0oro nHTepdelica, naeHtTudmrkaropa cepsucHoro VLAN 1
naeHTudrkaTopa nonb3oBarenbckoro VLAN, pasgeneHHbIX TOYKOIA.

MprMepbl 0603HAYEHWIA:

+ gigabitethernet 1/0/12.100.10

+ tengigabitethernet 1/0/2.45.12

+ twentyfivegigabitethernet 1/0/2.100.200
+ fortygigabitethernet 1/0/2.408.507

+ port-channel 1.6.34

VaeHTudomkatTop cepBucHOro 1 noss3osaresibckoro VLAN
MOXeT NpuUHUMaTh 3HadeHus [1..4094].
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Tun vHTepdeiica O6Go3HaueHune
E1-uHTepdoelichbl O603Ha4eHune E1-nHTepdielica BkIOUaET B Ce6s1 ero Tmn u
naeHTudrkaTop.

WaeHtndgukartop E1-nHtepdeiicos nveet sng <UNIT>/<SLOT>/
<STREAM>, rge

+ <UNIT> - Homep ycTpoiicTBa B rpynmne yCTPOWCTB,
+ <SLOT> - Homep E1-moaynsi B cocTaBe yCTPOCTBa,
+ <STREAM> — nopsaakoBblii Homep E1-noToka.

Mpumep o6o3HaveHus: e1 1/0/1

Mpynnbl arperaunu E1-kaHanos O603HaveHue rpynnbl arperaummn E1-kaHanoB BKNoYaeT B cebs ero
TUM 1 NOPAAKOBLIA HOMEpP UHTepdeiica:

multilink <CHANNEL_ID>
Mpumep o0603HayeHust: multilink <CHANNEL_ID>

JNornyeckne nHtepdelicsl O603Ha4YeHne NorMyeckoro nHTepdeiica ABASETCA NOPSAKOBbIM
HOMepoM MHTepdelica:

MprMepbl 0603HAYEHWIA:

+ loopback 4
+ bridge 60
+ service-port 1

MocnepoBaTesibHble MHTEPMENCHI O603HayeHune nocnegoBarTesibHOro MHTepdelica BKIYaeT B Cebs
€ro TMn 1 naeHTUgUKaTop.

VaeHTndukaTop nocnegoBartesibHoro nHtepdeica nMeert Bug,
<UNIT>/<SLOT>/<STREAM>, rae

+ <UNIT> - Homep ycTpolicTea B rpynne yctpoicTs [1..1],

+ <SLOT> — HoMep mMoayns B cocTase ycTpoiictea nnun 0 npu
OTCYTCTBUW AeNEeHNs YCTPOCTBa Ha MO4yNH,

+ <PORT> — NOpsiAKOBbLI HOMEp nopTa.

Mpumep o6o3HayeHus: serial 1/0/1

USB-mogembl O603HayeHme USB-mogema BK/IOUaET B Cebsi €ro TuM 1 NopsiAkoBbIl
HoMep:

cellular modem <MODEM-NUM>

Mpumep o6o3HayeHus: cellular modem 1

FXS/FXO-noptb! O603Ha4eHne FXS/FX0O-nopToB BKIOYAET B Ce65 ero Tmn u
NopsIAKOBLIA HOMEp:

interface voice-port <NUM>

Mpumep 0603Ha4eHus: voice-port 1
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1. KonnyectBo NMHTEPMECOB KaXA0ro Tvna 3aBMcuUT OT MOAENM MapLupyTmM3aTopa.

2. Texywas Bepcus MO noggepxmnBaeT Kinactepusaumio yCTpoicTB equHoi mogenu. Homep unit B
rpynne ycTponCTB MOXET NPUHMMATb 3HavyeHue 1 unm 2.

3. HekoTopble KOMaHA4bl NOAAEPXMBAKOT OAHOBPEMEHHYIO paboTy € rpynnoi nHtepdericos. Ans
yKasaHus rpynnbl MHTepheiicoB MOXET ObITb MCMONb30BAHO NEPEUNCIEHNE Yepes 3ansaTyo an
yKasaHue gmuanasoHa MAeHTU(rKaTopoB vyepes Aeduc «-».

MpuMepbl yKaszaHus rpynn MHTepdeincos:

interface gigabitethernet 1/0/1, gigabitethernet 1/0/5
interface tengigabitethernet 1/0/1-2

interface twentyfivegigabitethernet 1/0/3-4

interface fortygigabitethernet 1/0/1-2

interface gil/0/1-3,gil/0/7,tel/0/1,fol/0/1
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4.3 Tunbl M NOPALOK UMEHOBaHUA TYHHe el MaplupyTusaTopa

MNpn paboTe mapLupyTM3aTopa NCNob3YHTCA CETEBbLIE TYHHENN Pa3/IMYHOro TUMa 1 HazHavyeHns. Cuctema
MMEHOBaHUs NO3BOMSAET OLHO3HAYHO a[pecoBaTb TYHHEMN MO NX (PYHKLMOHa/IbHOMY Ha3HadveHuio. [anee B
Tabnuue npuBefeH nepevyeHb TUNOB TYHHENEN.

Tabnuua 47 — Tunbl 1 NOPSAAOK UMEHOBaHUA TYHHe el MapLupytmsartopa

Tun TyHHens

L2TP-TyHHesb

L2TPv3-TyHHENb

GRE-TyHHenb

SoftGRE-TyHHeNb

IPv4-over-1Pv4-
TYHHE/b

IPsec-TyHHenNb

JNlornyeckuii TyHHENb
(TyHHEnb mexay
VRF)

PPPoE-TyHHENB

O6o03HauYeHne

O603HayeHune L2TP-TyHHena coctonT U3 0603HauYeHus Tuna n nopsaKkoBoro HoMepa TyHHens:
12tp <L2TP_ID>

Mprvmep o0603HaveHus: 12tp 1

O603HauveHune L2TPv3-TyHHeNa cocTomT U3 0603HavyeH1s Tuna 1 nopsaKoBoro HoMepa TyHHeNs:
12tpv3 <L2TPV3_ID>

Mprvmep o603Ha4eHus: 12tpv3 1

0O603HaveHne GRE-TyHHenst coctont 13 0603Ha4YeHMs TMna 1 NopsAKOBOro HoMepa TyHHEeNS:
gre <GRE_ID>

Mpumep 0603HaYeHus: gre 1

0O603HaveHne SoftGRE-TyHHensi cocTomT 13 0603HaYeHMS TUNa, NOPSIAKOBOr0 HOMepa TyHHEeNs
n, onumoHansHo, VLAN ID BupTyasibHoro nHtepdeiica:

softgre <GRE_ID>[.<VLAN>]

Mpumepbl 0603Ha4eHus: softgre 1, softgre 1.10

O603Ha4veHune IPv4-over-IPv4-TyHHENs cocTouT 13 0603Ha4YeHus Tna 1 nopsiikoBoro Homepa
TYHHeNs:

ip4ip4 <IPIP_ID>

Mpumep 0603HaveHus: ip4ip4 1

O603Ha4veHne BUPTYasibHOrO IPsec-TyHHeNs coctouT 13 0603HavYeHus Tmna u NnopsiAkoBoro
HOMepa TyHHens:

vti <VTLID>

Mpumep 0603HaueHns: vti 1

O603Ha4YeHne 10rMYeckoro TYHHe s COCTOUT U3 0603Ha4YeHUs TUNa 1 NopsaKoBoOro HoMepa
TYHHENs:

It <LT_ID>

Mpumep o603HaveHns: It 1

O603Ha4yeHne PPPoE-TyHHENs cocToUT M3 0603HAYeHMs TUna 1 NOpsLAKOBOro HOMepa TYHHeNs:
pppoe <PPPOE_ID>

Mpumep 0603HaueHVs: pppoe 1
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Tun TyHHens OG6o3HaueHue
OpenVPN-TyHHeNb 0O603Ha4veHne OpenVPN-TyHHENA COCTOMT U3 0603HaYeHMsA TUMNa 1 NOpPsiAKOBOro Homepa
TYHHens:

openvpn <OPENVPN_ID>

Mpvmep 0603Ha4YeHUs: openvpn 1

PPTP-TyHHEND 0O603Ha4veHne PPTP-TyHHeNs cocTonT n3 0603Ha4YeHNs Tvna 1 NnopsiAKoBOro Homepa TyHHens:
pptp <PPTP_ID>

Mpumep 0603HaueHus: pptp 1

KonmuecTBo TyHHeneli Kaxaoro Tvna 3aBucuT oT Mogenu n MO mapLipyTusartopa.
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5 HauanbHasi HacTpoiika MapLupyTM3aTopa

+ 3aBopgckas KoHJurypauma maplupytmsatopa ESR
+ [ogxnoyeHne 1 KOHpUrypmposaHme mapLupytmsaropa
+ MNopxnoyeHne K MapLipyTnsaTopy
+ NogknoueHve no okanbHow cetn Ethernet
* lMoakntoyeHme Yyepes KOHCOSbHbI NopT RS-232
+ [NpuMeHeHVe N3MeHeHNs KOHUrypaumm
+ basoBas HacTpolika MapLupyTmM3aTopa
* M3meHeHve napons nonb3osarens «adminy»
+ Co3fgaHvie HOBbIX Monb3oBarenei
* Ha3HayeHve MeHun ycTpoicTea
* HacTtpoiika napameTpoB ny6/M4Hon ceTu
* HacTpoiika ygaaneHHoro gocTyna Kk MapLpyTusatopy

5.1 3aBopgckas KoHurypauua mapwpyrtusatopa ESR

[Nns NoAKNI0YeHUA K CETAM B KOH(purypaumm onmcaHbl 2 30Hbl 6e30MnacHOCTM ¢ HaMeHoBaHUsaMU «Trusted»
Ana nokasbHol cetu n «Untrusted» ana nyénunuHoii cetn. Bece nHTepdelicel pasgeneHsl Mexay AByX 30H
6e3onacHoCTu:

1. 3oHa «Untrusted» npegHasHayeHa gns nogknoueHus Kk nyénunyHoi cet (WAN). B 3Toli 30He OTKpbIThI
noptbl DHCP-npoTokona ans nonyyexHus guHamu4yeckoro IP-agpeca ot nposaiigepa. Bce Bxogsime
COoefIMHEeHNs1 U3 AaHHOW 30Hbl HA MapLIPYTU3aTop 3anpeLlLeHbl.

B faHHyt0 30HY 6e30MacHOCTU BXOAAT UHTepdeichbl:
+ ana ESR-15R: GigabitEthernet1/0/1; GigabitEthernet1/0/6;
+ ana ESR-20: GigabitEthernet 1/0/1;
« ans ESR-21: GigabitEthernet 1/0/1;
+ ana ESR-30/31: GigabitEthernet 1/0/1; TengigabitEthernet 1/0/1-2;
« ansa ESR-100/200: GigabitEthernet 1/0/1;
+ ans ESR-1000/1500: GigabitEthernet 1/0/1, TengigabitEthernet 1/0/1-2;
+ ana ESR-1511: GigabitEthernet 1/0/1, FortygigabitEthernet 1/0/1-2;
+ ansa ESR-3200: Twentyfivegigabitethernet 1/0/1-2;
+ pans ESR-3200L: TengigabitEthernet 1/0/1-2, TwentyfivegigabitEthernet 1/0/1-2;
+ ansa ESR-3300: TwentyfivegigabitEthernet 1/0/1-2, HundredgigabitEthernet 1/0/1-2.

NHTepdelicbl 30HbI 06beAVHEHbI B 0ANH L2-cermeHT Yepes ceTeBoli MocT Bridge 2.

1. 3oHa «Trusted» npegHasHayeHa 45151 NOAKMOYEHNS K ToKkasibHOM ceTu (LAN). B 3TOi 30HE OTKPbITbI
noptbl npoTtokonos Telnet n SSH ans yganeHnHoro goctyna, ICMP-npoTokona ans nposepku
AocTynHocTy mapupyTunsartopa, DHCP-npotokona ansa nonyyexHua knneHtamu IP-agpecos ot
mMapLupyTum3saropa. Vicxogsime coemHeHna N3 aHHOM 30HbI B 30HY «Untrusted» paspeLueHsl.
B faHHyt0 30HY 6e30MacHOCTY BXOAAT UHTepdeichbl:

« ans ESR-15R: GigabitEthernet 1/0/2-5;

+ onsa ESR-20: GigabitEthernet 1/0/2-4,

« ans ESR-21: GigabitEthernet 1/0/2-12;

+ ona ESR-30: GigabitEthernet 1/0/2-4,

« ans ESR-31: GigabitEthernet 1/0/2-14;

« ona ESR-100: GigabitEthernet 1/0/2-4;

+ ona ESR-200: GigabitEthernet 1/0/2-8;

+ ana ESR-1000: GigabitEthernet 1/0/2-24,

+ ansa ESR-1500: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/3-4;
+ ana ESR-1511: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/1-4;
+ ansa ESR-3200: Twentyfivegigabitethernet 1/0/3-12;

+ ans ESR-3200L: TengigabitEthernet 1/0/3-8, TwentyfivegigabitEthernet 1/0/3-4;
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« ansa ESR-3300: TwentyfivegigabitEthernet 1/0/3-4, HundredgigabitEthernet 1/0/3-4.
NHTepdelicbl 30HbI 06beAVHEHbI B OANH L2-cermeHT Yepes ceTeBoli MocT Bridge 1.

Ha nHTepdoeiice Bridge 2 sBkntoueH DHCP-knneHT ansa nonyyeHuns guHammyeckoro IP-agpeca ot npoBaiigepa.
Ha nHTepgoeiice Bridge 1 ckoHduryprpoBaH ctatnyeckuin IP-agpec 192.168.1.1/24. Co3gaHHbIii IP-uHTepgeic
BbICTYMaeT B KA4eCcTBe LU/03a A1 KIMEHTOB /I0Ka/IbHOW CeTU. [1NS KIMEHTOB /I0Ka/IbHOM CETU HAaCTPOEH
DHCP-nyn agpecoB 192.168.1.2-192.168.1.254 ¢ mackoit 255.255.255.0. na nony4eHns KmeHTamm
NoKasibHOW ceTu gocTtyna K Internet Ha mapLupyTm3aTope BkAoYeH cepBuc Source NAT.

MonnTVKM 30H 6€30MaCHOCTM HACTPOEHbI C/IEAYIOLLIMM 06pa3oM:

Tabnmua 70 — OnucaHve nosiMTrK 30H 6e30MnacHoOCTH

30Ha, u3 kotopoii nget Tpachmk  30Ha, B KOTOPYHO UAeT Tpadmk  Tun Tpaduka AeiictBne
Trusted Untrusted TCP, UDP, ICMP paspelLueH
Trusted Trusted TCP, UDP, ICMP paspeLueH
Trusted self TCP/22 (SSH), ICMP, UDP/67 paspeLueH

(DHCP Server), UDP/123 (NTP)

Untrusted self UDP/68 (DHCP Client) paspeLleH

@ [na obecneueHns BO3MOXHOCTY KOHCDUTYPUPOBAHWS YCTPOICTBA NPV NEPBOM BK/IIOYEHUN B
KOHpurypaumm mapLupyTmusatTopa cosfaHa y4étHasa 3anicb agMmuHucTparopa "admin” ¢ naponem

"password".
Monb3oBartento 6yAeT NpeaIoKeHO N3MEHUTb Napo/b aAMUHUCTPATOPA NPY HaYasIbHOM

KOHChUIypMpoBaHUm MapLupyTusaTopa.

€ [ns ceteBoro gocTyna K ynpaeneH1io MapLUPyTU3aTOPOM NPY NMEPBOM BK/IHOUEHWN B KOHCOUTypaLmm
3a/aH ctatunyeckuii IP-aapec Ha uHtepdoeiice Bridge 1 — 192.168.1.1/24.
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5.2 MopxnioueHne U KOH(UTypUMpoBaHMe MapLipyTu3aTopa

MapuwpyTunsaTtopbl cepumn ESR npegHasHaueHb! 4151 BbINOAHEHUS PYHKLMIA NOFPaHNYHOrO LW/I3a U
obecreyeHns 6e30MacHOCTV CeTV Nosb30BaTeNs NPV NOAKMIOYEHUN ee K MYB/IMYHBIM CeTAM nepesayn
[aHHbIX.

BasoBasi HacTpoiika MapLUpyTM3aTopa A0/MKHA BKoYaTh:

* HasHaueHve IP-agpecoB (CTaTMUYECKMX UK AMHAMUYECKUX) MHTepdeiicam, yuyacTByoLLMM B
MapLUpyTU3aLUmmn AaHHbIX;

* co3faHvie 30H 6e30MacHOCTU 1 pacnpefeneHne nHTepgencos nNo 3o0Hawm;

* cO3faHvie NONUTUK, PeryMpyoLwmnx NPOXoXAeHNe AaHHbIX MEXy 30Hamu;

* HacTpolika cepBMCOB, COMYTCTBYOLMX MapLpyTrsauum gaHHblx (NAT, Firewall n npoune).

PaclumpeHHble HACTPOIKN 3aBUCAT OT TPEOOBAaHWNIA KOHKPETHOW CXeMbl MPUMEHEHNS YCTPOCTBA U NIETKO MOTyT
6bITb AO6GABNEHbI UM N3MEHEHbI C MOMOLLIbIO UMEIOLLMXCA MHTephencoB ynpaBneHus.

5.2.1 MoaxniovyeHue K MapLpyTusaTtopy

MpeaycMoTpeHbI crieaytoLime cnoco6bl NOAKIHUYEHUS K YCTPOCTBY:

MopxnoueHne No nokanbHoii cetn Ethernet

Mpu NepBoHa4Ya/IbHOM CTapTe MapLUPyTU3aTOP 3arpyxaeTcs ¢ 3aBOACKON KoHdurypaumein. OnucaHme
3aBO/CKOI KOHhMrypauumn npMBeAeHo B pasgene 3aBo/ckas KoHurypauma maplupytmsartopa ESR
[JaHHOro pykoBsoACTBa.

MopaxntounTe ceTeBO kabenb Nnepegayn aaHHbIX (NaTy-kopa) K Nto6omMy NopTy, BXoAsaweMy B 30Hy «Trusted», n
K KOMMNbIOTEPY, NPegHa3HaYeHHOMY A/151 yNpaB/eHus.

B 3aBoACKOl KOH(MIypaumm MapLlipyTusaTopa aktueruposaH DHCP-cepsep ¢ nynom IP-agpecoB B noaceT
192.168.1.0/24.

Mpwn NoAKYEHUN CETEBOTO MHTEPdIelica ynpaBnstoLWEero KOMNboTepa OH A0/HKEH NOMYyYnTb CETEBOI agpec
OT cepBepa.

Ecnwu IP-agpec He nosyyeH no kakor-mbo NpuynHe, TO CneayeT Ha3HauuTb agpec nHTepderica BpyUHyto,
ncnonb3ysa nboi agpec, kpome 192.168.1.1, B noacetn 192.168.1.0/24.

MopkntoueHue yepes KOHCOJIbHbIW NOPT RS-232

Mpu nomolum kabens RJ-45/DBF9, KoTopblil BXOAUT B KOMMIEKT NOCTaBKU YCTPONCTBA, COeANHUTE NOpT
«Console» MapLipyT3aTopa ¢ noptom RS-232 komnbloTepa.

3anycTuTe TepMUHa/bHY0 nporpammy (Hanpumep, HyperTerminal nnn Minicom) 1 co3aaiite HoBoe
noaktodeHve. JomkeH 6biTb MCMNONb30BaH pexum amynauum tepmmHana VT100.

BbinonHute cnegytouime HacTponikn nHTepgeinca RS-232:

CkopocTb: 115200 6uT/C
BuTbl AaHHbIX: 8 OUT
UeTHOCTb: HeT

CTonoBble 6UThbI: 1
YnpaBneHue noTokoMm: HeT
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5.2.2 MpumeHeHne U3MeHeHUs1 KoHdurypauum

Nio6ble N3MEHEHUS], BHECEHHbIE B KOH(DUTYPaLWIO, BCTYNAT B AeCTBME TOMBbKO NOC/e NPUMEHEHNS KOMaH/bI:

esr# commit
Configuration has been successfully committed

Mocne npuMeHeHNs1 JaHHOW KOMaH/bl 3anyckaeTcs Talimep "oTkata" KoHdurypaumn. s ocTaHOBKM Taiimepa
1N mexaHu3Ma "oTkara"’ ucnonb3yercsa komaHaa:

esr# confirm
Configuration has been successfully confirmed

3HaueHve Taiimepa "oTkata" no ymonuanuio — 600 cekyHz,. Ana n3MeHeHUs JaHHOro Talimepa MUCrnosb3yeTcst
KOMaHga:

esr(config)# system config-confirm timeout <TIME>

+ <TIME> — UHTEpBa/ BPEMEHW OXWAAaHUSA NOATBEPXKAEHUS KOH(UIYPaLIMI, MPUHUMAET 3HAYEHNE B
cekyHaax [120..86400].

5.2.3 ba3oBas HacTpoiika MapLipyTusaropa
Mpoueaypa HacTPOIiK1n MapLupyTu3aTtopa npy NepPBOM BK/IHOYEHUM COCTOUT M3 CAEeAYOLMX 3TanoB.:

* VI3meHeHve napona nonb3osarens «admin.

+ Co3faHve HOBbIX Nofb30BaTenei.

*+ HasHaueHue umenn ycTpoiictea (Hostname).

* YcTaHOBKa napameTpoB NOAK/OUEHNS K My6INYHON CETU B COOTBETCTBUM C TpeboBaHUsIMU NpoBaligepa.
+ HacTpolika yganeHHoro goctyna K MapLupyTu3aropy.

* NpumMeHeHne 6a30BbIX HACTPOEK.

MN3meHeHMe napons nonb3oBarens «adminx»

[N 3alMLLEeHHOr0 BXoAa B CUCTEMY HEOBXOAMMO CMEHUTL Naposib NPUBKIETMPOBAHHOIO MN0JbL30BaTE NS
«admin».

YuyeTHas 3anuchk techsupport Heobxoauma ansa yaaseHHoro 06¢nyXXmBaHus CEPBUCHbLIM LIEHTPOM;
YyeTHas 3anucb remote — ayteHTudpmnkaymst RADIUS, TACACS+, LDAP;

Ynanutb nonb3oBarteneit admin, techsupport, remote Henb3si. MOXHO TO/IbKO CMEHUTbL Naposb U
YPOBEHb NPUBUNETWIA.

@ Ecnn uichopmaums o nonb3osatene «admin» He 0TOGPaKaETCSA B KOHIUIypaLMK, 3HAYUT napameTpbi
[aHHOTro NoNb30BaTE/IA HACTPOEHbI MO YMON4YaHuio (Naposb «password», ypoBeHb NpUBUIErniA 15).

Mmsa nonb3oBatens 1 Nnaposib BBOAUTCSA NPU BXOAE B CUCTEMY BO BPEMS CEAHCOB alMMHUCTPVPOBaHNS
yCTpOWCTBA.
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[N n3meHeHns1 napons nonb3osaresis «adminy» UCNONb3YTCA Crieayolumne KoMaHabl:

esr# configure

esr(config)# username admin
esr(config-user)# password <new-password>
esr(config-user)# exit

Co3paHue HOBbIX NoJib30oBaTe el

[lna co3gaHnsi HOBOTO NOJIb30BaTe A CUCTEMbI UM HACTPOIIKM N060ro U3 NnapameTpoB: MMEHM NOsb30BaTenNs,
naposisi, ypOBHS NMPUBUETUNIA, — UCNOMNb3YIOTCA KOMaHpbI:

esr(config)# username <name>
esr(config-user)# password <password>
esr(config-user)# privilege <privilege>
esr(config-user)# exit

YpoBHu npusuneruii 1-9 paspeLuatoT fOCTYN K YCTPOWCTBY M NPOCMOTP ero onepaTnBHOrO COCTOSHUS,
HO 3anpeLyarT HaCTPOoliKy. YpoBHU npusunernii 10-14 paspeLuaroT Kak gOCTym, Tak U HACTPOViKY
60/1bLLUEeR YacTV (YHKLMIA yCTPOMCTBA. YPOBEHb NpuBuUaernin 15 paspeLuaer kak AOCTYn, Tak U
HacTpOiiKy Bcex (DYHKLMI yCTpolicTBa.

Mpumep KomaHg Ana cosgaHuns nonb3osatens «fedor» ¢ naponem «12345678» 1 yposHeM npvBunernin 15 n
co3faHnA nosb3oBartesns «ivan» ¢ naposieM «password» 1 ypoBHeM npusunernii 1:

esr# configure

esr(config)# username fedor
esr(config-user)# password 12345678
esr(config-user)# privilege 15
esr(config-user)# exit

esr(config)# username ivan
esr(config-user)# password password
esr(config-user)# privilege 1
esr(config-user)# exit
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Ha3HauyeHne umeHun ycTpoiicTea

[N Ha3HaYeHUst IMEHM YCTPOICTBA NCNOMb3YTCA CeaytoLmMe KOMaHbl:

esr# configure
esr(config)# hostname <new-name>

Mocne NpMMeHeHNs KOHJUrypaummn npurnawieHne KOMaHAHON CTPOKN M3MEHUTCS Ha 3HAYeHWe, 3alaHHoe
napameTpom <new-name>.

HacTtpoiika napameTpoB ny6/MyHoOIi ceTn

[Nsi HACTPOIKK CETEBOro UHTepdieiica MapLLpyTh3aTopa B Ny6MYHON CeT HEOBX0AMMO Ha3HAUUTbL
YCTPOIACTBY NapameTpsbl, onpeaenéHHble npoBaligepom cetn — IP-aapec, Macka NOACETM 1 afpec L/o3a Mo
YMO/TYaHWIO.

Mpumep KomaHA, HacTpolikn ctatuyeckoro IP-agpeca ana cab-uHtepdgeiica Gigabit Ethernet 1/0/2.150 gns
[oCTyna K MapwpyTtusaTtopy yepes VLAN 150.

MapameTpbl MHTEpDElica:

+ IP-agpec — 192.168.16.144;
+ Macka nogcetn — 255.255.255.0;
+ IP-agpec wnto3a no ymonyanuio — 192.168.16.1.

esr# configure

esr(config)# interface gigabitethernet 1/0/2.150
esr(config-if-sub)# ip address 192.168.16.144/24
esr(config-if-sub)# exit

esr(config)# ip route 0.0.0.0/0 192.168.16.1

[lna Toro uTo6bl Y6eanTLCS, UTO aapec 6bl1 HAa3HAYeH UHTepdeiicy, noce NPUMEHeHNs KOHdUrypaumm
BBEAWTE CNEeAYOLLYI0 KOMaHAY:

esr# show ip interfaces

IP address Interface Admin Link
Type Precedence

192.168.16.144/24 gil/0/2.150 Up Up
static primary

MpoBaigep MOXET UCNONb30BaTb ANHAMUYECKN Ha3HavYaeMble agpeca B cBoei ceTu. Ansa nonyyvenus IP-
azpeca MOXeT ucrnosib3osarbcsa npotokos1 DHCP, ecnn B cetn npucytcTeyeTt cepsep DHCP.

Mpumep HaCTPOKW, NpegHa3HaYeHHOW AN nonyyveHusa anHamudeckoro IP-agpeca ot DHCP-cepsepa Ha
nHtepdpeiice Gigabit Ethernet 1/0/10:

esr# configure

esr(config)# interface gigabitethernet 1/0/10
esr(config-if)# 1ip address dhcp
esr(config-if)# exit
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[nsi Toro 4To6bl y6EAUTLCS, UTO aApec GblN Ha3HauYeH UHTepdielicy, BBeauTe CredyoLlyo KOMaHay nocre
MPYMEHEHNS KOHQMIypaLn:

esr# show ip interfaces

IP address Interface Admin Link
Type Precedence

192.168.11.5/25 gi1/0/10 Up Up
DHCP -

HacTtpoiika yganeHHoro goctyna K maplipyTusatopy

B 3aB0o/CKOI KOH(hMrypauuy paspeLleH yaaneHHblin AoCTyn K MapLupyTu3aTopy no npotokonam Telnet nnm
SSH 13 30HbI «trusted». 1151 TOro UTO6bI pa3peLLnTb YAaNIEHHbI AOCTYN K MapLLpYTU3aTopy U3 APYriX 30H,
Hanpumep, U3 Ny6/MyHoli cetTn, HeobXxoANUMO co3AaTb COOTBETCTBYHOLLME npaBuna B firewall.

Mpy KOHMIyprpoBaHUM AOCTyna K MapLIpyT1U3aTopy npaBu/ia co3aatoTcst A5 Napbl 30H:

+ source-zone — 30Ha, 13 KOTOPOi ByAeT OCYLECTBATLCA YAa/IEHHbIA AOCTY;
+ self — 30Ha, B KOTOpO HaxoANTCA NHTEPENC yNpaBIeHNsT MapLLPyTU3aTOPOM.

[na co3gaHuns paspeLuaroLLero npasuia MCNonb3yTcs creaytoLme KoMaHabl:

esr# configure

esr(config)# security zone-pair <source-zone> self
esr(config-zone-pair)# rule <number>

esr(config-zone-rule)# action permit

esr(config-zone-rule)# match protocol tcp

esr(config-zone-rule)# match source-address <network object-group>
esr(config-zone-rule)# match destination-address <network object-group>
esr(config-zone-rule)# match destination-port <service object-group>
esr(config-zone-rule)# enable

esr(config-zone-rule)# exit

esr(config-zone-pair)# exit
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Mpumep KomaHa ANsa paspeLueHuns nosb3oBaTensm ns 30Hbl «untrusted» ¢ IP-agpecamu
132.16.0.5-132.16.0.10 nogxntovatbCca K mapipyTtusatopy ¢ IP-agpecom 40.13.1.22 no npotokony SSH:

esr# configure

esr(config)# object-group network clients
esr(config-addr-set)# ip address-range 132.16.0.5-132.16.0.10
esr(config-addr-set)# exit

esr(config)# object-group network gateway
esr(config-addr-set)# ip address-range 40.13.1.22
esr(config-addr-set)# exit

esr(config)# object-group service ssh
esr(config-port-set)# port-range 22
esr(config-port-set)# exit

esr(config)# security zone-pair untrusted self
esr(config-zone-pair)# rule 10

esr(config-zone-rule)# action permit
esr(config-zone-rule)# match protocol tcp
esr(config-zone-rule)# match source-address clients
esr(config-zone-rule)# match destination-address gateway
esr(config-zone-rule)# match destination-port ssh
esr(config-zone-rule)# enable

esr(config-zone-rule)# exit

esr(config-zone-pair)# exit
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6 PekomeHpauunn no 6e3onacHoin HacTpPoKKe

+ Obwme pekoMmeHZaLMN
* HacTpoiika cucTembl OrMpoBaHnsa CoobITUI
* PekomeHgauunu
+ lNpepynpexaeHns
* Mprmep HacTPONiKK
* HacTpoiika nonnTnkn ncnosb3oBaHnsa naposnen
* PekomeHpaunu
* Mprmep HacTPONiKK
+ HacTtpoiika nonnutunkm AAA
+ PekomeHpaumnu
+ lpepynpexaeHns
* Mprmep HacTPONiKK
* HacTtpoiika yganéHHoro yrnpaeneHus
+ PekomeHpaumnu
* Mprmep HacTpPOiKK
* HacTpoiika MexaHM3MOB 3al1Tbl OT CETEBbLIX aTak
+ PekomeHpaunu
* Mprmep HacTPONiKK

PekomeHgaumm no 6e3onacHoit HacTpolike HOCSAT O6LLMIA XapakTep 1 NOAXOAAT AN GO/MbLUMHCTBA
MHCTaNNsuMiA. HacTosilme pekoMeH4aummn B 3HaUMTEIbHOW CTEMNeHV NoBbIWAT 6€30MacHOCTb 3KCn/lyaTauum
YCTPOICTBA, HO He SIBNAIOTCS 1CUepnbIBaOLLMMU. B 3aBUCMMOCTI OT CXEMbI NMPUMEHEHNSA YCTPOICTBa
HeobXoAMMOo HacTpavBaTb M Apyrve napameTpbl 6e30MacHOCTW. B HEKOTOPbIX CNeumugnMUecKknx cnyyasx
BbINO/IHEHME [aHHbIX PEKOMEHAALMIA MOXET NPUBECTM K HEPa6GoTOCNOCOGHOCTM CeTu. Mpn HaCTpoiike
YCTPOIiCTBa CTOUT B NEPBYIO o4epeab C/efoBaTb TEXHUYECKMM TPEGOBAHNAM W perlameHTam ceTel, B
KOTOpbIX BYAET 3KCNyaTMpoBaTbCsA AaHHOE YCTPOCTBO.

6.1 OOwue pekomMmeHaaLUU

+ PekomeHayeTcs Bcerga oTkoyaTb HEUCNOo/b3yemble ousnyeckne NHTepgericbl C NOMOLLbI0 KOMaHAb!
shutdown. KomaHga nogpo6Ho onuncaHa B pasgene KoHdurypuposaHme 1 MOHUTOPUHT nHTepheincos
crnpaso4yHuKa komaHg CLI.

+ PekomeHayeTcs Bcerga HacTpamBaTb CUHXPOHU3ALUMI0 CUCTEMHbIX YAcOB C AOBEPEHHbIMWN UCTOUYHUKaMU
ceteBoro BpeMeHun (NTP). Anroputm HacTpoliku NTP npuBeaéH B pasaene Hactpoiika NTP HacTosiLero
pykoBogcTsa. lNMogpobHas nHpopmaumns o kKomaHgax ans Hactpoiiku NTP npuseneHa B pasgene
YnpasrieHne cucTtemMHbIMY Yacamy cnpaBoyHnka komaHg, CLI.

+ PekomeHpayetcs oTkntodatb NTP broadcast client, BK/1OUEHHbIV NO yMOMYaHUIO B 3aBOACKOM
KOHUrypaumm.

+ He pekomeHayeTcs ucnonb3oBatb kKomaHay ip firewall disable, oTkntouatouyto mexcetesoe
3KpaHupoBaHue. CnefyeT Bcerga HazHayartb MHTepdielicaM COOTBETCTBYIOLLME 30HbI 6e30MacHOCTU U1
HacTpamBaTb KOPPEKTHbIE MpaBu/ia MeXCceTeBoro aKpaHa. ANropuTM HaCTPOMKN MEXCETEBOIo aKpaHa
npueeaéH B pasgene KoHdurypnposanne Firewall HacTosiwero pykosogcTtea. NogpobHas nHopmayms
0 KOMaHAax 4/ HaCTPOMKN MEXCETEBOr0 aKpaHa npuBeaeHa B pasgene Ynpas/ieHne
Firewall cnpaBoyHuka komaHz CLI.
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6.2 HacTtpoliika cuctemMbl IOrMpPoOBaHNA COObITUIA

ANroOpuUTMbI HACTPOIKN CUCTEMbI TOTMPOBaHKS COObLITUIA NpUBEAEHbI B nogpasgene «HacTtporika Syslog»
pasgena MOoH/TOPVHT HACTOALLEr0 PYKOBOACTBA.

MogpobHas MHopmaums 0 KomaHgax A/ HACTPOVKM CUCTEMbI TOTMPOBaHNSA COObITUI NprBeAeHa B pasgene
YnpasneHne SYSLOG cnpaso4yHuka komaHpg CLI.

6.2.1 PekomeHpgauun
+ PekomeHAOyeTCcsl HAaCTPOUTb XpaHeHMe CoobLLEeHN 0 cobbITMAX B thaiin syslog Ha ycTpolicTBe u
nepepavy aTux cobbITUIA Ha BHeLWHWI syslog-cepsep.
+ PekomeHAyeTcs orpaHuymBath pasmep syslog-thaina Ha ycTpoiicTse.
+ PekomeHAyeTcsa HacTpavBatb potauuto syslog-thaiinos Ha ycTpoiicTse.
+ PekomeHAyeTcs BK/OUATb HyMepaumo coobLeHuii syslog.
+ PekomeHAyeTcs BKoUaTh fo6aBneHne MeTok timestamp msec K syslog-coobLieHsamM Ha yCTponcTBax
ESR-1500 n ESR-1511.
6.2.2 MpepynpexaeHns
+ [aHHble, xpaHsawmecs B hainnosoii cucteme tmpsys:syslog, He coxpaHalTCa Npu nepesarpyske
yCcTpoicTBa. TOT TMN hainioBoil CUCTEMbI PEKOMEHAYETCH UCNO/b30BaTh AJ/19 XPaHEeHUS OnepaTuBHbIX
J10r0B.
+ He pekomeHgyeTcs ucnonb3osarts chaiinosyto cuctemy flash:syslog nns xpaHeHus noros, Tak kak aTo
MOXET NPUBECTM K NPEeXAEeBPEMEHHOMY BbIXOAY M3 CTpos ycTpoicTBa ESR.
6.2.3 Mpumep HaCTPOKM
3apgava:

HacTpouTb XpaHeHne coobLLeHnn 0 cobbITUAX YPOBHS info 1 Bbilwe B dhaiin syslog Ha ycTpolicTe u
HaCTpoOWTb Nepefayy aTUX CObbITUI Ha BHeLLHW syslog-cepBep. OrpaHnuntb daiin paamepom 512 KéaiT.
Bkntountb potaumto 3 gpainnos. BknounTb Hymepaumio coobLleHuii syslog.

PewieHune:

HacTpanBaem xpaHeHue syslog-coobLueHunin B ghaiine:

esr(config)# syslog file tmpsys:syslog/default info

HacTpaviBaem orpaHuyeHue pasmepa 1 potaumio aiinos:

esr(config)# syslog max-files 3
esr(config)# syslog file-size 512

HacTpanBaem nepegayy coOOLEHNIA Ha BHELLHWIA cepBep:

esr(config)# syslog host mylog 192.168.1.2 info udp 514
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Bktouaem Hymepaumio coobLieHunin syslog:

esr(config)# syslog sequence-numbers

6.3 HacTtpoiika nonUTUKN UCNoNb30BaHuUs naponei

ANropuUTMbI HACTPOWKN NOSIUTUKM UCMO/b30BaHWSA Naposiel npuBefeHsbl B pasgene Hacrtpoiika
AAA HacTosLLEero pykosoacTtsa.

MogpobHas MHopmauns 0 KomaHgax A/ HACTPOVKN NOSIUTUKN UCNO/b30BaHNsS naposnen npusegeHa B
pasgene Hactporika AAA cnpaBoYHuKa komaHa CLI.

6.3.1 PekomeHpauumu

+ PekomMeHAyeTcsi Bcera BKtoyaTh TPE60BaHUS HA CMEHY Naposis Mo ymMoYaHuio nosib3osatens admin.

+ PekoMeHAyeTcsi orpaHMuBaTh BPEMS XM3HU Naposieii 1 3anpeLiatb NOBTOPHO KCMO/b30BaTh, KakK
MUHMMYM, NPeablayLLmnii Naposb.

+ PekomMeHAyeTcs BbICTaBNSATb TPe60BaHNsS MUHUMasIbHOW A/INHbI NAaponst 60/blie 8 CMMBOJIOB.

+ PekoMeHAyeTcs BbICTaBNsTb TPe60BaHMS Ha CNO/Ib30BaHNE CTPOYHbIX M MPOMMUCHbIX BYKB, LMdp 1
CMNeLCMMBO/I0B.

6.3.2 Mpumep HACTPOIKU

3apgaua:

* HacTtpouTb naposibHyt0 NOAUTUKY C 06a3aTeNibHbiM TpeboBaHeM CMeHbl Naposis N0 yMOYaHUIo,
BpeEMEHEM AelcTBUA Napons 1 Mecsil, 1 3anpeTom Ha Ucnosib3oBaHme 12 nocnegHnx naponen.

+ 3agatb MUHUMasIbHYO AJSIMHY naponsa 16 CMMBO/OB, MakCUMasibHyo — 64 cumBona.

+ lMaponb AomKeH cogepxXarb He MeHee 3 NPONUCHbIX BYKB, HE MeHee 5 CTPOUHbIX OYKB, HE MeHee 4 Lundp
N He MeHee 2 creLcrMMBO/IOoB. Maponb B 06513aTe/IbHOM NopsigKe AO/DKEH codepxaTb Bce 4 Tuna
CVIMBOJ10B.

PelweHune:

Bkntouaem 3arpoc Ha CMeHy naposda no ymonyaHno ana nosib3oBartesia admin:
esr(config)# security passwords default-expired
YctaHaBnvBaeM BpeMs Xn3Hu napons 30 gHeli 1 3anpeT Ha UCNo/ib30BaHue npeablayLmx 12 naponei:

esr(config)# security passwords lifetime 30
esr(config)# security passwords history 12

YcTaHaBnMBaeM OrpaHnyeHua Ha AJSIMHY naponsa:

esr(config)# security passwords min-length 16
esr(config)# security passwords max-length 24
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YcTtaHaBnmBaem orpaHnyeHnsa no MMHUMMaJibHOMY KO/IM4eCTBY CMMBOJ10B COOTBETCTBYHOLLNX TUMOB!

esr(config)# security passwords upper-case 3
esr(config)# security passwords lower-case 5
esr(config)# security passwords special-case 2
esr(config)# security passwords numeric-count 4
esr(config)# security passwords symbol-types 4

6.4 Hacrtpoiika nonutnkn AAA

ANropnTMbl HACTpOiikn nonnTnkn AAA npuseaeHsl B pasgene Hactporika AAA HACTOSALLIEro pykoBoACTBaA.

MoapobHas nHopmauusa o KomaHaax ans HacTpoiiku nonuTukn AAA npuBeaeHa B pasgene Hactpolika
AAA cnpaBo4yHuka komaHg CLI.

6.4.1

6.4.3

PekomeHpaauumn

PekomeHayeTca NCNoNb30BaTh POSIEBY0 MOAE/b AOCTYNa Ha YCTPONCTBO.

PekomeHAayeTcs NCNonNb30BaTh NEePCOHasIbHbIE YYETHbIE 3anucy 418 ayTeHTU(UKaLMmn Ha yCTPolicTBe.
PekomeHAayeTcs BKAKOYaATb /I0rMpoBaHe BBOAMMbIX NO/Ib30BaTeNEM KOMaHL,

PekomeHAayeTca NCNoNb30BaTbh HECKO/IbKO METOA0B ayTeHTUmKaumm 418 BXoga Ha yCTPOKCcTBa Yepes
KOHCONb, YAa/IEHHOIO BXO4a Ha YCTPOMCTBA M NOBbIWEHUS npuBunernii. ONTMMasibHOM cunTaeTcs
KOMOMHaUMa U3 ayTeHTudumkaumm no ogHomMy 13 npotokonos RADIUS/TACACS/LDAP n nokanbHoiA
ayTeHTudukaymn.

PekomeHAayeTcs NOHU3UTbL YPOBEHb NPUBUIETNIA BCTPOEHHON YYETHOW 3anmcy admin go 1.
PekomeHayeTca HaCTPOUTb I0rMpoBaHe N3MEeHEHUI NTOKasIbHbIX YYETHbIX 3anuce.

PekomeHAayeTcs HaCTPOUTb SIOrMpoBaHe U3MeHeHU NoNTUKN AAA.

MpeaynpexaeHus

BcTpoeHHyto yuéTHyto 3anncb admin yaanmTb Henb3s.

KomaHza no username admin He yaanset nonb3osatesisa admin, copacbiBaeT ero KOHUrypawmio B
3Ha4YeHusa Mo ymonyaHuio. lNocne npYMeHeHNs 310 KoMaHAapbl Nonb3oBartesib admin He 6yaeT
oTobpaxaTbCs B KOH(UTypaLuu.

KomaHga no password ans nonb3osarens admin Takke He yganseT naposb nosb3osartens admin, a
cbpacbiBaeT ero B 3Ha4eHre no ymosvaHuio. lNocne npyMeHeHUst 3Toi KoMaHAbl Naposib Nosib30BaTess
admin nepecTtaét otobpaxaTbCsl B KOHUrypaumm n ctaHosutcs ‘password'.

MNepepn ycTaHOBKOW Nosib3oBatesito admin NOHWKEHHbIX MPUBUAETNIA Y BAC AO/DKEH ObITb HACTPOEH
nonb3oBaTeNb ¢ ypoBHeM npusuniernii 15 nnun 3agaH ENABLE-napone.

Mpumep HacTpoOiiKn

3apaua:

HacTtpontb nonutuky AAA:

[na yaanéHHoro exoga no npotokony SSH ncnonb3oeatb ayteHTUdMKaumm yepes RADIUS.

[na Bxofa yepes NoKasibHY KOHCO/b UCMO/b30BaTh ayTeHTudmkaumm yepes RADIUS, B cnyyae
oTcyTcTBUSA cBA3n ¢ RADIUS-cepBepamMu NCNOMb30BaTh /IOKa/IbHY ayTEHTU(UKALNIO.
Mcnonb3oBatb ENABLE-naposnb, 3agaHHbIi yepe3 RADIUS, B ciiyuae otcyTcTBus cBsisu ¢ RADIUS-
cepBepamMu UCMob30BaTb NokanbHbIi ENABLE-naposb.

YcTaHoBWTb Nosib3oBatento admin NOHMXEHHbI YPOBEHb NPUBUIETUIA.
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* HacTtpouTb nornpoBaHne M3MeHeHUn NOKa/IbHbIX YYETHBIX 3anuceil.
+ HacTtpouTb nornpoBaHue nameHeHuin nonntuk AAA.
* HactpouTb normposaHne BBOANUMbIX KOMaHL,

PelwweHune:

Cospgaem nokasibHOro nonb3osartesis local-operator ¢ yposHem npusuierunii 8:

esr(config)# username local-operator
esr(config-user)# password Pa$$wOrdl
esr(config-user)# privilege 8
esr(config-user)# exit

3agaém nokanbHblli ENABLE-naposs:

esr(config)# enable password $6e5c4r3e2t!

lMoHWXaem npusuaerum nosib3oBaresns admin:

esr(config)# username admin
esr(config-user)# privilege 1
esr(config-user)# exit

HacTtpanBaem cBsA3b ¢ AByms RADIUS-cepBepamu, 0CHOBHbIM 192.168.1.11 1 pe3sepBHbIM 192.168.2.12:

esr(config)# radius-server host

esr(config-radius-server)#
esr(config-radius-server)#

esr(config)# radius-server host

esr(config-radius-server)#
esr(config-radius-server)#

esr(config-radius-server)# exit

HacTtpanBaem nonutunky AAA:

esr(config)# aaa
esr(config)# aaa
esr(config)# aaa
esr(config)# aaa

authentication
authentication
authentication
authentication

esr(config)# line console
esr(config-line-console)# login authentication CONSOLE
esr(config-line-console)# exit esr(config)# line ssh
esr(config-line-ssh)# login authentication SSH
esr(config-line-ssh)# exit

HacTtpavnBaem nornposaHue:

esr(config)# logging userinfo
esr(config)# logging aaa

esr(config)# syslog cli-commands

192.168.1.11

key ascii-text encrypted 8CB5107EA7005AFF
priority 100 esr(config-radius-server)# exit

192.168.2.12

key ascii-text encrypted 8CB5107EA7005AFF
priority 150

login CONSOLE radius local
login SSH radius

enable default radius enable
mode break

98



MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

6.5 Hactpoliika yganéHHoro ynpasneHus

MogpobHas MHhopmaums 0 KomaHgax HaCTPOVKK yaaneéHHOro AocTyna npueBefeHa B pasgene Hacrtpoiika
poctyna SSH, Telnet cnpaBoyHuka komaHz CLI.

6.5.1 PekomeHpgauun

+ PekomeHAayeTCs OTKAUUTL YAanéHHoe ynpas/ieHne no npotokony Telnet.

+ PekomMeHAayeTCs NCNo/b30BaTb KPUNTOCTOMKME aNropuTMbl ayTeHTUugunkaummn sha2-512 n oTkIoumnTh BCE
oCcTa/lbHblE.

+ PekomeHAyeTcs UCnonb30BaTb KPUNTOCTOMKNE a/TTOPUTMbI LUMGPPOBaHKS aes256Ctr 1 OTKII0UNTL BCe
oCTa/lbHblE.

+ PekomMeHAyeTcs NCMnonb30BaTb KPUNTOCTOMKNIA anroputm obmMeHa knrovamu wndposanus dh-group-
exchange-sha256 1 oTkNYMTbL BCE OCTallbHbIE.

+ PekomeHAyeTcs MCnonb30BaTb KPUNTOCTONKMIA anropntm Bepudrkaumm Host-Key ana SSH rsa n
OTK/IIOUYNTb BCE OCTaJIbHbIE.

+ PekomeHayeTcs paspeLwunTb 4OCTYnN K yAaNiEHHOMY YrpaB/IeHNI0 YCTPONCTBOM TOJTbKO C OnpeaenéHHbIX
IP-agpecos.

*+ MNepepn Hayanom akcnsyaraunm pekoMeHAyeTcs nepereHepupoBaTh KNumM LWNpoBaHus.

6.5.2 Mpumep HaACTPOIAKU

3apava:

OTkntounTb Npotokon Telnet. CreHeprpoBaTb HOBbIE KUK LIMGPOBaHKS. Icnonb3oBaTk KpUNTOCTOKME
anropuTMbl.

PelweHune:

OTKNoYaeM yasnieHHoe ynpaeneHume no npotokony Telnet:

esr(config)# no ip telnet server
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esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#

ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip

ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh

server

authentication
authentication
authentication
authentication
authentication
authentication
encryption algorithm
encryption algorithm
encryption algorithm
encryption algorithm
encryption algorithm
encryption algorithm
encryption algorithm
encryption algorithm
encryption algorithm
encryption algorithm
encryption algorithm

key-exchange
key-exchange
key-exchange
key-exchange
key-exchange
key-exchange
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algorithm
algorithm
algorithm
algorithm
algorithm
algorithm

host-key algorithm dsa

host-key algorithm
host-key algorithm
host-key algorithm
host-key algorithm

esr# update ssh-host-key rsa

esr# update ssh-host-key rsa 2048

FeHepupyem HOBblE KNtoumM LNKpOBaHUS:

algorithm md5 disable
algorithm md5-96 disable
algorithm ripemdl160 disable
algorithm shal disable
algorithm shal-96 disable
algorithm sha2-256 disable
3des disable

aesl28 disable
aesl28ctr disable
aesl92 disable
aesl92ctr disable
aes256 disable
arcfour disable
arcfourl28 disable
arcfour256 disable
blowfish disable
castl28 disable

dh-group-exchange-shal disable
dh-groupl-shal disable
dh-groupl4-shal disable
ecdh-sha2-nistp256 disable
ecdh-sha2-nistp384 disable
ecdh-sha2-nistp521 disable
disable

ecdsa256 disable
ecdsa384 disable
ecdsa521 disable
ed25519 disable

OTknovaem yCTapesLline n He Kpl/ll'lTOCTOI7IKI/I€ aAJITOPUTMbI:

6.6 HacTtpoiika MexaHM3MOB 3aluTbl OT CeTEBbIX aTak

Moapo6bHas MHGOPMAaLIMA 0 KOMaHAaxX A/1s1 HACTPOWKN NONMTUKN UCTONb30BaHUS Naposieil npueeaeHa B
pasfene YrnpagsneHune 0ripoBaHuem 1 3alliyToli 0T CETEBLIX aTak cnpaBoYHMKa komaHg CLI.

6.6.1 PekomeHpauum

AI'IFOpI/ITMbI HaCTDOVIKM MeXaHM3MOB 3allTbl OT CETEBbLIX aTaK NpMBEAEHbI B pa3aene HaCTpOMKa
ornposaHnsa 1 3allThl OT CETEBLIX HACTOALLEro pykoBoacTBa.

+ PekomeHAayeTcs Bcerga BKKUaTh 3alumTy oT ip spoofing.
+ PekomeHpyeTca Bcerga BkawoyaTh 3awmty ot TCP-nakeToB ¢ HeNnpaBW/ibHO BbICTaB/IEHHbIMU dofiaramMu.

+ PexkomeHpyeTcs Bcerga BkoyaTh 3awmTy oT pparmMeHTMpoBaHHbIX TCP-NakeToB C BbICTaBNEHHbIM
donarom SYN.

+ PekomeHpyeTca Bcerga BkawyaTh 3amTy ot goparMeHTupoBaHHbIX ICMP-nakeToB.

+ PekomeHpyeTcs Bcerga Bkntoyarb 3awmTty ICMP-naketoB 60/1bLWOro pasmepa.

+ PekomeHpayeTca Bcerga Bk/YaTh 3alMTy OT He3aperncTpupoBaHHbIX [P-npoToKOM0B.

+ PexkomeHpyeTcs BK/IOYaTb TOTMPOBaHNE MeXaHM3Ma 3allmTbl OT CETEBLIX aTak.
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6.6.2 Mpumep HACTPOKMN

3apgava:

HacTpouTb MexaHU3M 3awMThl OT CETEBbLIX arak B COOTBETCTBMN C peKoMeHaaunaMu.

PewieHune:

Bkntoyaem 3awmTy ot ip spoofing 1 norvnpoBaHme MexaHusmMa 3allnThl:

esr(config)# ip firewall screen spy-blocking spoofing
esr(config)# logging firewall screen spy-blocking spoofing

Bkntoyaem 3awwmTy ot TCP-nakeToB ¢ HenpaBu/IbHO BbICTAB/IEHHbIMI h/iaraMu 1 /IOrMpoBaHne MexaHusma
3aLLUUThI:

esr(config)# ip firewall screen spy-blocking syn-fin
esr(config)# logging firewall screen spy-blocking syn-fin
esr(config)# ip firewall screen spy-blocking fin-no-ack
esr(config)# logging firewall screen spy-blocking fin-no-ack
esr(config)# ip firewall screen spy-blocking tcp-no-flag
esr(config)# logging firewall screen spy-blocking tcp-no-flag
esr(config)# ip firewall screen spy-blocking tcp-all-flags
esr(config)# logging firewall screen spy-blocking tcp-all-flags

Bkntovaem 3awmty ot pparmeHTuposaHHbix ICMP-nakeToB 1 normpoBaHme MexaHnsma 3awnTbl:

esr(config)# ip firewall screen suspicious-packets icmp-fragment
esr(config)# logging firewall screen suspicious-packets icmp-fragment

Bkntouaem 3awmty ot ICMP-nakeToB 60/1bLUOI0 pasmepa u 1orMpoBaHne MexaHmama 3allnThbl:

esr(config)# ip firewall screen suspicious-packets large-icmp
esr(config)# logging firewall screen suspicious-packets large-icmp

Bkitovaem 3almTy oT He3aperncTpupoBaHHbIX IP-MpOTOKOM0B 1 /I0rMpoBaHne MmexaHu3ma 3awmThbl:

esr(config)# ip firewall screen suspicious-packets unknown-protocols
esr(config)# logging firewall screen suspicious-packets unknown-protocols
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7 YnpaBneHue nHTepdeiicamu

HacTpolika chnsnyeckoro nitepgelica
* AJITOPUTM HaCTPOIKM
* AJITOPUTM HacCTpOkn pexumma L3
+ [pyMep HacTpoikn B pexume L3
HacTpolika TepmuHaLmmn Ha cab-uHTepdeiice
* AJITOPUTM HACTPOIKM
* MNpumep HaCTpOVikn cab-uHTepdenca
HacTpolika TepmuHanmmn Ha Q-in-Q nHTepdelice
* AJITOPUTM HaCTPOIKM
* Mpumep HacTpolikn Q-in-Q nHTepderica
HacTpoiika USB-mogemos
+ AnropuTtm HacTpoiikn USB-mogemoB
* [prMep HacTPOKM
HacTpoiika PPP yepes E1
* AJITOPUTM HACTPOIKM
+ Mpumep KoHUrypauum
HacTpolika MLPPP
* AJITOPUTM HaCTPOIKM
* [prMep HaCTPOKM
+ ®parmeHTauus Tpaduka
HacTpoiika AUX
* AJITOPUTM HACTPOIKM
* [NpuMepbl HacTPoeK

7.1 HacTtpoiika cpusuuyeckoro uHtepdeiica

711

LWar

ANropuTM HaACTPOIIKK

OnucaHue KomaHpa

Mepexopn B pexum koHdurypuposaHus  esr(config)# interface
hyHKUMOHana. gigabitethernet

esr(config)# interface
tengigabitethernet

esr(config)# interface
fourtygigabitethernet

esr(config)# interface

twentyfivegigabitethernet

esr(config)#

interface hundredgigabitethernet

esr(config)# interface port-channel

<ID>

BkounTb/OTKNIOUNTE UHTEPEIC. esr(config-if-gi)# shutdown/ no

shutdown

Knoun

<ID> — nopsi&KOBbLIA HOMEP
rpynnbl arperauumn KaHasnos,
npUHUMAaET 3HadeHus [1..12].
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3 3aparb onvicaHve (He 06s13aTesIbHO).
4 3agatb MTU (He o6si3aTesibHO).

5 3aAaTb CKOPOCTb (He 06A3aTe/bHO).

6 3apatb MAC-agpec (He 065s3aTe/bHO).

7.1.2 ANropuTtm HacTpoWku pexuma L3

LWar OnucaHune

1.1 3apartb IP-agpec.

Monyuuts IP-agpec ot DHCP-cepsepa.

1.2

KomaHpa

esr(config-if-gi)# description
<text>

esr(config-if-gi)# mtu <count>

esr(config-if-gi)# speed 1000M/
100M/10M/10G/auto

esr(config-if-gi)# mac-address
<ADDR>

KomaHpa

esr(config-if-gi)# ip address
<ADDR/LEN>

nnm

esr(config-if-gi)# ip address
<ADDR/LEN> secondary

esr(config-if-gi)# ip address dhcp
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Knioun

<text> — g0 255 cumeonos.

<count> - 552-10000.

3HaueHve No yMouaHuio:
1500.

3HayeHuve Mo yMo14aHuio:
auto.

<ADDR> - MAC-agpec
CeTeBOro MoCTa, 3aaéTcA B
Buge XX XX:XX:XX:XX:XX, roe
Kaxxgas 4yacTb nNpuHMmMmaet
3HayeHus [00..FF].

Knoun

<ADDR/LEN> - IP-agpec u
ONMHa Macku noaceTu,
3anaéTtca B BuAe
AAA.BBB.CCC.DDD/EE, roe
Kaxgas yactb AAA - DDD
npuHUMaEeT 3HadeHus [0..255]
n EE npuHMMaeT 3HaveHus
[1..32].

Kntou secondary ykasbiBaer,
YTO HACTPOEHHbI agpec
ABNAETCA LONOSTHUTENbHBIM
IP-agpecom. Ecnn aTo
K/IIOYEBOE C/I0BO OTCYTCTBYET,
HaCTPOeHHbIi agpec ABNseTcA
OCHOBHbIM IP-agpecom.
Bo3mMOXxHO ykazaTtb 8o 7
JononHuTensHbIX IP-agpecos.
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War OnucaHne KomaHpa Knroun
2.1 3apatb IPv6-agpec. esr(config-if-gi)# ipv6 address <ADDR/P> - IP-agpec u
<ADDR/P> [OJIMHA Macku NoaceTw,

Monyuntb IPv6-agpec ot DHCP-

cepsepa. 3afaétcs B Buae <X:X:X:X:: X/

N> — rge kaxgas 6yksa X —
3TO WecTHaguaTepuyHble
3HaYeHns wectn 16-6UTHbIX
anemeHToB agpeca u N —
ONMHa npedimkca, NpyHMMaeT
3HayeHus [1..128].

2.2 esr(config-if-gi)# ipv6 address
dhcp

Ons ncnonb3oBaHus firewall He06x0AMMO NPOU3BECTU €ro HACTPOIiKY (CM. B pasgene
KoHdourypuposatue Firewall).

7.1.3 Mpumep HaAcCTpOWKu B pexume L3

3apgaua:

HacTpouTb nHTepdenc gns npoxoxaeHus Tpaduka.

X 192.0.2.1/24 192.0.2.2/24 Router

e . (=

PelweHune:

MNepenanTe B pexuM KOHhMrypmpoBaHus, BkioumTe uHtepdeiic, otkmounte firewall n 3againte IPv4-agpec us
AnanasoHa 192.0.2.0/24:

esr# configure

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# no shutdown
esr(config-if-gi)# ip firewall disable
esr(config-if-gi)# ip address 192.0.2.1/24

CoxpaHunTte n3MeHeHus:

esr(config)# commit
esr(config)# confirm

Ha npoTMBONOMNOXHOI CTOPOHE BbiJAETCS aflpec 13 TOW Xe NoAceTu.
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[na TepmuHupoBaHus Ethernet-copeiimos koHkpeTHoro VLAN Ha onpegeneHHoM on3nyeckom nHTepdeice
Heobxo4MMo co3gaTh cab-uHTepdeic ¢ ykasaHnem Homepa VLAN, copeiimbl koToporo 6yayT
TepMuHUpoBaTtbcs. MNpu co3gaHnm AByx cab-uHTepdeiicos ¢ oguHakoBbiMy VLAN, HO Ha pasHbIX IN3nYecKnx/
arperMpoBaHHbIX UHTepgeicax, kommyTtauus Ethernet-copeiimoB mexay gaHHbIMK cab-uHTepelicamn byaet
HEBO3MOXHa, T. K. CeIMEHTbI 3a npejenamu cab-uHTepdeiicoB 6yayT ABIATLCA OTAE/bHLIMA
LUMPOKOBeLLaTe/TbHbIMU AOMeHaMU. /19 o6MeHa AaHHbIMU Mexay aboHeHTaMun pasHbix cab-uHTepencos
(naxe c ognHakoBbiM VLAN-ID) 6yaeT ncnonb3oBaTbCs MapLLpyTU3aLus, T. €. 06MeH AaHHbIMK B6yaeT
NPONCXOANTb Ha TpeTbeM ypoBHe mogenu OSI.

7.2.1 ANroputM HacTpOIiKu

Llar

OonucaHue

Cospgarb cab-uHTepdeinc unsnyeckoro
nHTepdelica (BO3MOXHO TO/TbKO EC/IN

dhmsnueckunin nHTepdeiic B pexrnmve
routeport nnu hybrid).

3apgatb onvcaHue cab-uHtepdelica (He

0653aTe/bHO).

Ykasatb ak3emnniap VRF, B kotopom
6yneT paboTaTb AaHHbI cab-
nHTepdelic (He 06s3aTeNbHO).

KomaHpa

esr(config)# interface
gigabitethernet <PORT>.<S-VLAN>

nnn

interface tengigabitethernet
<PORT>.<S-VLAN>

nnn

interface port-channel <CH>.<S-
VLAN>

esr(config-if-sub)# description
<DESCRIPTION>

esr(config-if-sub)# ip vrf
forwarding <VRF>

Knrouun

<PORT> - HOMmep om3mnyeckoro
nHTepdeiica.

<CH> - Homep
arpernpoBaHHoro nHTepdeiica.

<S-VLAN> — ngeHTtuncmkarop
cosgaBaemoro S-VLAN.

Ecnn donsnueckunii nHtepdeic
BK/IHOUEH B bridge-group,
co3pgatb cab-uHTepgoeiic bygert
HEBO3MOXHO.

<DESCRIPTION> - onucaHune
NHTepdeiica, 3aaaétcs
CTpOKOIi A0 255 CMMBONOB.

<VRF> - nms VRF, 3agaetca
cTpokoii go 31 cumsona.
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OonucaHue

Ykaszartb IPv4/IPv6-agpec 1 macky
noAceTy Ans KOHUrypmpyemoro

nHTepdelica nnm BKIUMTb NOMyyeHne

IP-agpeca guHamunuecku.

OTKAUNTb Ha NHTepdience PyHKLMM
Firewall nnu Bkniountb nHTEpheiic B

30Hy 6e3onacHocTm (CM. pasaen
KoHdpurypuposanue Firewall).

KomaHpa

esr(config-if-sub)# ip address
<ADDR/LEN>

nnn

esr(config-if-sub)# ip address
<ADDR/LEN> secondary

esr(config-if-sub)# ipv6 address
<IPV6-ADDR/LEN>

esr(config-if-sub)# ip address
dhcp

esr(config-if-sub)# ip firewall
disable
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Knoun

<ADDR/LEN> - IP-agpec un
ONIMHAa MacKu NoaceTw,
3ajaéTtcAa B BuAe
AAA.BBB.CCC.DDD/EE, rge
Kaxgasa yactb AAA - DDD
npuHUMmaeT 3HadeHus [0..255] n
EE npvHumaet 3HayeHun
[1..32].

Kntou secondary ykasbiBaer,
YTO HaCTPOEHHbI agpec
ABNSAETCA AONONHUTESbHBLIM |P-
agpecom. Ecnu 310 KnoyeBoe
C/NIOBO OTCYTCTBYET,
HaCTPOEHHbIN agpec ABAsieTcA
OCHOBHbIM IP-agpecom.
Bo3moXHO ykasaTb 0 7
JonosnHuTeneHbIX IP-agpecos.

JononHutesnbHble yHKUUK
IPv4-appecaunn cm. B pasgene
HacTpolika IP-agpecauunn.

<IPV6-ADDR/LEN> - IP-agpec
1 npedmnkc noaceTu, 3afaéTcs
B Buge X:X:X:X::X/EE, rae
Kaxgasa Jyactb X npuHumaet
3HayeHus B
LWecTHaaUarepuyHomM doopmate
[0..FFFF] n EE npunumaet
3HayeHus [1..128].
JononHutenbHble yHKU1N
IPv6-agpecaumm cMm. B pasgene
HacTpolika IPv6-agpecaunn.

MOXHO yKa3aTb HECKO/IbKO
IPv4/IPv6-appecoB
nepeyncrieHMem yepes
3anATyo. MoxeT 6bITb
HasHaueHo a0 8 IPv4/IPv6-
aJpecoB Ha nHTepdeiic.

JononHutenbHble yHKU1K
npu pa6ote DHCP-knueHTa cm.
B pasgene Ynpaenernvue DHCP-
K/INEHTOM.
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OonucaHue

YCTaHOBWTb UHTEPBA/ BPEMEHMW, B
TeyeHne KOToporo cobrpaetcs
cTaTuCTMKa O Harpy3ke Ha cab-
nHTepdelic (He 06s3aTenbHO).

YctaHoBUTb Bpems XnsHu IPv4/1Pv6
3anuceii B ARP-Tabnuue, nsy4yeHHbIX Ha
[laHHOM uHTepdelice (He
0653aTe/bLHO).

N3meHunTb pasmep MTU
(MaximumTransmitionUnit). MTU
6onee 1500 6yaeT akTUBHO TO/IbKO
€C/IM NpMMEHeHa KomaHga "system
jumbo-frames" (He o6si3aTenkLHO).

BK/OUNTL 3aNUCb CTATUCTUKU
CNO/Mb30BaHUA TEKYLLLETO MHTepdelica
(He 06s13aTeNbLHO).

Mepeonpenenntb 3HaveHne nonsa MSS
(Maximum segment size) Bo BXOAALMX
TCP-naketax (He 06s3aTe/bHO).

KomaHpa

esr(config-if-sub)# security-zone
<NAME>

esr(config-if-sub)# load-average
<TIME>

esr(config-if-sub)# ip arp
reachable-time <TIME>

nnn

esr(config-if-sub)# ipv6 nd
reachable-time <TIME>

esr(config-if-sub)# mtu <MTU>

esr(config-if-sub)# history
statistics

esr(config-if-sub)# ip tcp adjust-
mss <MSS>

esr(config-if-sub)# ipv6 tcp adjust-

mss <MSS>

Takke ansi cab-mHTepgeiica BO3MOXHO HACTPOUTL:

+ QoS B 6a30BOM WM pacLUMPEHHOM pexumMax (cM. pasgen YnpasneHve QoS);
+ proxy (cm. pasgen lNpokcupoearne HTTP/HTTPS-Tpadiuka);

* MOHUTOpPUHT Tpadmka (cM. pazaens! Hactpoiika Netflow n Hactpoiika sFlow);
* (PYHKLMOHA/ NMPOTOKO/I0B MapLupyTu3aumm (CM. pasaen Ynpas/edvie MaplupyTusalyeii);
+ npotokon VRRF (cMm. pazgen YnpasneHne pesepeupoBaHnem);
+ cpyHkumoHan BRAS (cm. pasgen YnpaeneHue BRAS (Broadband Remote Access Server));
* cpyHkumoHan IDS/IPS (cm. pasgen Hactpoiika IPS/IDS).

Knoun

<NAME> — nM4 30HbI
6e3onacHoCTu, 3agaértcs
cTpokoit go 31 cumBona.

<TIME> — nHTepBan B
cekyHpax, npuHumaet
3HayeHus [5..150].

<TIME> — BpeMs XW13H"
AnHamnyecknx MAC-agpecos,
B MW/I/IMCEKYHAOAX.

Jonyctumble 3HayeHusa ot 5000
£0 100000000 MunnmcekyHa,
PeanbHoe Bpemsi 06HOBNEHMUS
3anncu BapbupyeTcs oT
[0,5;1,5]*<TIME>.

<MTU> — 3HayeHne MTU B
baiiTax.

3HayeHue no ymosiyaHuio:
1500.

<MSS> - 3HaueHne MSS,
NPUHUMAET 3HAYEHUS B
avanasoHe [500..1460].

3Ha4YeHne No yMmonyaHuto:
1460.
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7.2.2 Mpumep HacTpoWkn cab-nuHTeppeiica

3apgava:

HacTtpouTb TepmuHaumio nogcet 192.0.2.1/24 B VLAN: 828 Ha chnsnyeckom nHtepdpeiice gigabitethernet
1/0/1.

PewieHune:

Cosgaaum cab-nHtepdpelic ana VLAN: 828:
esr(config)# interface gigabitethernet 1/0/1.828
HacTtpoum IP-agpec 13 Heobxogmmolii noaceTu:

esr(config)# interface gigabitethernet 1/0/1.828
esr(config-if-sub)# ip address 192.0.2.1/24
esr(config-if-sub)# exit

NMomMmMo HasHaueHus IP-agpeca, Ha cab-uHTepdelice Heobxoanumo NM60 oTkunTb firewall, nM60o
HacTpOUTb COOTBETCTBYIOLLYHO 30HY 6€30NacHOCTH.

7.3 Hacrtpoiika TepMmuHaummu Ha Q-in-Q nHrepdpeiice

Q-in-Q — TexHonorua nepegaum nakeTos ¢ Asymsa 802.1g-Teramu. JaHHas TEXHOIOTMA UCMO/b3YeTCA A1
paclunpeHust KonuyecTsa ucnosnb3yemMbix VLAN B ceTv nepegayumn AaHHbIx. BHyTpeHHUM Terom (InnerTag)
HasbiBaeTcs 802.1q-3aros1oBok 6nmxe K payload. Takke BHyTpeHHWiA Ter HasbiBatoT C-VLAN (Customer VLAN).
BHewHwuii Ter (OuterTag) — aTo 802.10-3aro/10BOK, 06AB/EHHBIN K M3HaYasibHOMY 802.1q-nakeTom, Takke
HasbiBaeTcs S-VLAN (Service VLAN). Vcnonb3oBaHue ABoiiHbIX MeTok B Ethernet-cppeiimax onucbiBaetcs
npotokonom 802.1ad.

7.3.1 Anroputm HacTpPOWKU

War OnucaHue KomaHpa Knrouun

1 Cospgatb cab-uHtepdeiic ousmueckoro  esr(config)# interface <PORT> — HOmMep ¢hn3nyeckoro
nHTepdelica (BO3MOXHO TO/TbKO EC/IN gigabitethernet <PORT>.<S-VLAN> uHTepgeiica.
dhmanyeckunin nHTepdeiic B pexnmve

routeport nnu hybrid). b <CH> - Homep

interface tengigabitethernet ArperMpoBaHHOTO MHTEpeenca.

<PORT>.<S-VLAN> <S-VLAN> - ngeHtuncdmkarop

cosgaBaemoro S-VLAN.
nnu

Ecnu cmsnuecknii uHtepdeiic
BK/IHOYEH B bridge-group,
co3pgatb cab-uHTepgoeiic byaet
HEBO3MOXHO.

interface port-channel <CH>.<S-
VLAN>
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War OnucaHue
2 Cospatb Q-in-Q nHTEpdelic.
3 3agaTb onucaHue Q-in-Q nHTepdeiic

(He 06s13aTeNBLHO).

4 Ykasatb ak3emnniap VRF, B kotopom
6ypeT pabotartb gaHHbiin Q-in-Q
nHTepdelic (He 06s3aTeNbHO).

5 Ykasatb IPv4/IPv6-agpec n macky
noaceTy Ans KOHUrypmpyemoro
nHTEpdeiica namn BKYMTb NONyYeHne
IP-agpeca anHamunyecku.

KomaHpa

esr(config)# interface
gigabitethernet <PORT>.<S-
VLAN>.<C-VLAN>

nnn

esr(config)# interface
tengigabitethernet <PORT>.<S-
VLAN>.<C-VLAN>

nnn

esr(config)# interface port-channel
<CH>.<S-VLAN>.<C-VLAN>

esr(config-if-qinq)# description
<DESCRIPTION>

esr(config-if-qinq) # ip vrf
forwarding <VRF>

esr(config-if-qinq)# ip address
<ADDR/LEN>

nnn

esr(config-if-qinq)# ip address
<ADDR/LEN> secondary

Knoun

<PORT> — HOmep dhn3nyeckoro
nHTEpgoeinca.

<CH> - Homep
arpermpoBaHHOro nHTepdelica.

<S-VLAN> — ngeHTtuncukarop
cosgasaemoro S-VLAN.

<C-VLAN> - ngeHtudmkatTop
cosgasaemoro C-VLAN.

Ecnun donsnueckuin nnmn cao-
nHTepdeiic BkoyeH B bridge-
group, co3gaTtb cab-uHTepgeiic
6yneT HEBO3MOXHO.

<DESCRIPTION> — onucaHune
NHTepdeiica, 3aaaétcs
CTpOKOIi A0 255 cCMMBONOB.

<VRF> - nmsa VRF, 3agaetca
cTpokoii go 31 cumsona.

<ADDR/LEN> - IP-agpec n
ANMHa Macky NoACeTH,
3apaéTca B Buae
AAA.BBB.CCC.DDD/EE, roe
Kaxgasa yacte AAA - DDD
npuHUMaeT 3HauveHus [0..255] n
EE npuHumaeT 3HayeHuns
[1..32].

Kntou secondary yka3bliBaer,
YTO HaCTPOEHHbI agpec
ABNSAETCA OONOMHUTENBHBLIM IP-
appecom. Ecnu 310 Ktoyesoe
CNIOBO OTCYTCTBYET,
HaCTPOEHHbIN agpec ABnseTcA
OCHOBHbIM |P-agpecom.
Bo3moXHO ykasaTb Ao 7
JononHuTensbHblx IP-agpecos.

JononHutensHble (yHKU1N
IPv4-agpecaumm cm. B pasgene
HacTpoiika IP-agpecauunn.
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LWar

OonucaHue

OTKNIOUNTL Ha MHTEepdelice yHKLUUN
Firewall nnu Bkntounte nHTEpcheiic B

30Hy 6e3onacHocT (CM. pasaen
KoHdpurypripoBaHue Firewall).

YCTaHOBUTb MHTEPBAS1 BPEMEHW, B
TeyeHne KoToporo cobmpaeTcs
cTaTuCTMKa O Harpy3ke Ha cab-
nHTepdelic (He 06s3aTenbHO).

YctaHoBUTb Bpems XnsHu IPv4/1Pv6
3anuceii B ARP-Tabnuue, nsy4yeHHbIX Ha

AaHHOM nHTepdelice (He
0653aTe/bHO).

M3meHuTb pasmep MTU
(MaximumTransmitionUnit).

MTU 6onee 1500 6yaeT akTUBHO
TO/IbKO €C/IM NPUMEHeHa KoMaHAa
"system jumbo-frames"

(He o6s13aTENLHO).

KomaHpa

esr(config-if-qinq)# ipv6 address
<IPV6-ADDR/LEN>

esr(config-if-qinq)# ip address
dhcp

esr(config-if-qinqg)# ip firewall
disable

esr(config-if-qinq)# security-zone
<NAME>

esr(config-if-sub)# load-average
<TIME>

esr(config-if-sub)# ip arp
reachable-time <TIME>

nnn

esr(config-if-sub)# ipv6 nd
reachable-time <TIME>

esr(config-if-sub)# mtu <MTU>
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Knoun

<IPV6-ADDR/LEN> — IP-agpec
1 npedmkc noaceTu, 3agaéTcs
B Buae X:X:X:X::X/EE, rae
Kaxaasa yactb X NpuHUMaeT
3Ha4YeHus B
LUecTHaauaTepmyHoM dpopmare
[0..FFFF] v EE npuHumaet
3HaveHus [1..128].

JononHutensHble yHKUnn
IPv6-appecaunn cm. B pasgene
HacTtpoiika IPv6-agpecauuu.

MOoXHO yKa3aTb HeCKO/IbKO
UIPv4/IPv6-agpecoB
nepeyncreHnem yepes
3anATyr0. MoxeT 6bITb
HasHaueHo Ao 8 IPv4/IPv6-
aapecoB Ha nHTepdeiic.

JononHutensHble yHKUMN
npu pabote DHCP-knveHTa cm.
B pasgene YrnpaenexHve DHCP-
KIIMEHTOM.

<NAME> - M5 30HbI
6e3onacHocCTu, 3agaértcs
cTpokoii go 31 cumsona.

<TIME> — nHTepBan B
cekyHpax, npuHumaet
3HayeHus [5..150].

<TIME> — BpeMs Xn13Hn
AnHamnyecknx MAC-agpecos,
B MW/I/IUCEKYHOAX.

Jonyctumble 3HayeHus ot 5000
£0 100000000 MunmcekyHa,
PeanbHoe Bpemsi 06HOBNEHNS
3anncu BapbupyeTcs oT
[0,5;1,5]*<TIME>.

<MTU> - 3HauyeHne MTU B
balitax.

3Ha4yeHVe No yMo4aHuio:
1500.
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War OnucaHue KomaHpa Knoun

10 BKNHOUNTb 3aMUChb CTATUCTUKM esr(config-if-sub)# history
NCNonb30BaHWs Tekylllero nHrepgeinca  statistics
(He 06s13aTe/NbHO).

11 MNepeonpenenuTs 3HaveHue nonst MSS  esr(config-if-sub)# ip tcp adjust- <MSS> - 3HaueHue MSS,
(Maximum segment size) Bo Bxogsawyx mss <MSS> NPYHUMAET 3HAYEHUS B
TCP-naketax (He 06513aTe/bHO). esr(config-if-sub)# ipvé tcp adjust- avanasoHe [500..1460].

mss <MSS> 3HayeHve no yMmosyaHuio:
1460.

Takxe ans Q-in-Q nHTepdelica BO3MOXHO HACTPOUTb:

+ QoS B 6a30BOM WM pacluMpeHHoM pexumax (cM. pasgen YnpasneHve QoS);

+ proxy (cm. pasgen lNpokcrposanve HTTP/HTTPS-Tpachiika);

+ MOHUTOpPWHT Tpadhuka (cMm. pasgens! Hactpoiika Netflow n Hactpoiika sFlow);

* (PYHKLMOHa/ MPOTOKO/I0B MapLupyTu3aumm (CM. pasaen Yrnpaenedvie MaplupyTuzalyeii);
+ npotokon VRRF (cM. pazaen Yrnpae/neHve pe3eperipoBaHnem);

* goyHKUmoHan BRAS (cm. pazgen YnpasneHue BRAS (Broadband Remote Access Server));
* cpyHkumoHan IDS/IPS (cm. pasgen Hactpoliika IPS/IDS).
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7.3.2 Mpumep HacTpoiikn Q-in-Q nHTepdpeiica

3apgava:

HacTtpoutb TepmuHaumio nogcetn 192.0.2.1/24 kombuHaumm C-VLAN: 741, S-VLAN: 828 Ha dom3nyeckom
nHTepdeiice gigabitethernet 1/0/1.

PewieHune:

Cosgaaum cab-nHtepdelic ana S-VLAN: 828:

esr(config)# interface gigabitethernet 1/0/1.828
esr(config-if-sub)# exit

Cosgaamm Q-in-Q-nHtepderic ana S-VLAN: 741 n HacTpoum IP-agpec n3 Heobxoanmon noaceTu:

esr(config)# interface gigabitethernet 1/0/1.828.741
esr(config-if-qing)# ip address 192.0.2.1/24
esr(config-if-qing)# exit

MomMnmo HasHaueHus IP-agpeca, Ha Q-in-Q cab-nHTepdelice Heobxoanumo NM60 oTkAYUTb firewall,
60O HACTPOUTbL COOTBETCTBYHOLLYIO 30HY 6€30MNacHOCTU.

7.4 HacTtpoiika USB-mogemoB

Wcnonb3oBaHne USB-mogemMoB No3BOASET OpraHn30BaTh AOMNOHUTESbHbIV KaHan CBA3M ANs paboThbl
MapLupyTtumsaTopa. Npu nognoveHnn USB-mogemoB BO3MOXHO ncnonb3osats USB-KOHUEeHTpaTopbl.
OfHOBPEMEHHO B CUCTEME MOXET ObITb CKOH(pUryprposaHo o 10 USB-mogemos.

7.4.1 AnropuTtm HacTpoiikn USB-mogemoB

War OnucaHue KomaHpa Kntouun

1 Mocne nogknoyeHms USB-mogema
[0XAATbCSA, KOorga cmcteMa 06HapyxuT
NOAK/TOYEHHOE YCTPOICTBO.

2 Onpegenutsb, kakoii Homep yctpoiictBa  esr# show cellular status modem B none "USB port" 6yget
Ha3HauyeH Ha NOAK/OHEHHbI yKasaH ngeHtugmkarop
USB-mopem. NOAK/TIOYEHHOIO YCTPOCTBA.

3 Co3partb Npohn/ib HaCTPOEK A/1s esr(config)# cellular profile <ID> <ID> — ngeHtucpmkarop
USB-mopema v nepeiitn B pexmm npogonia HacTpPoek Ans
KOHUrypmpoBaHus npodnns. USB-mopema B cucteme [1..10].

4 3apaatb onvcaHue npoduns Hactpoek  esr(config-cellular-profile)# <DESCRIPTION> - onucaHue

(He o6s13aTenbHO).

description <DESCRIPTION>

npocunns, 3agaéTcs CTPOKOWA
00 255 cMMBO/OB.
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OonucaHue

3aAaTb TOUKY A0CTyna MOGW/ILHO
ceTu.

3agartb MMSA Nosb3oBatesis MOGUIbHOM
ceTu (ecnu Mo6GUNbLHBI onepaTop
TpebyeT ayTeHTUMKaLumm no NoruHy/
naporsio).

YcTaHoBUTb Naponb 415 Nofb30BaTens
MOGWNbHOI ceTn (eCcn MOGUNbHbIT
oneparop TpebyeT ayTeHTUdMKaLum no
JIOTVHY/Napornto).

AKTVBMPOBATL NoMb3oBaTens (ecnm
MOOW/bHbIV onepartop TpebyeT
ayTeHTudMKaLuMn No fIor1HY/naponto).

YcTaHOBUTb HOMEP [03BOHA A/15
NOAK/IOUYEHNST K MOOW/TbHOW CETU.

3ajatb MeTof, ayTeHTUdMKaLmm
nosib3oBatensi B Mo6ubHoOM cetu (He
06513aTe/bHO).

OrpaHnunTb BO3MOXHOCTb
ncnosb3oBaHus cemelicts IP-agpecos
B MOBUbLHOW ceTu.

Cospgatb USB-MoaeM B KoHdurypauuu
MapLUpyT13aTopa 1 NepenTn B peXxmm
KOHhUrypupoBaHua mogema.

YCTaHOBUTb pexnm padoThl
6ecnposogHoOro MogemMa.

3apgarb onvcaHne mogema (He
06513aTe/bHO).

KomaHpa

esr(config-cellular-profile)# apn
<NAME>

esr(config-cellular-profile)# user
<NAME>

esr(config-user)# password ascii-
text

{ <CLEAR-TEXT> | encrypted
<ENCRYPTED-TEXT> }

esr(config-user)# enable

esr(config-cellular-profile)#
number <WORD>

esr(config-cellular-profile)#
allowed-auth <TYPE>

esr(config-cellular-profile)# ip-
version { ipv4 | ipv6 }

esr(config)# cellular modem <ID>

esr(config)# mode <MODE>

esr(config-cellular-modem)#
description <DESCRIPTION>

Knioun

<NAME> - Touka gocTtyna
MOOGW/bHOW CceTu, 3a0aéTcs
cTpokoit go 31 cumBona.

<NAME> - ums nonb3oBarens,
3afaétca cTpokoi ao 31
cUMBONA.

<CLEAR-TEXT> — naponb B

OTKpbITON thopme, 3agaéTcs
cTpokoii [1 .. 64] cumsonos,
MOXET BK/IH0YaTb CUMBO/IbI

[0-9a-fA-F];

<ENCRYPTED-TEXT> - naponb
B 3aluncppoBaHHoli hopme,
3a/laéTcs CTPOKOWA [2..128]
C/MBO/IOB.

<WORD> — HoMep [03BOHa 4/1A
NOAKIYEHNST K MOBUITbHO
ceTu, 3aaaéTcs CTPoKoin ao 15
C/MBOJIOB.

<TYPE> - meTop,
ayTeHTUmKaumm
nonb3oBaTenst B MOOW/IbHOM
ceTtu [none, PAP, CHAP,
MSCHAP, MSCHAPV2, EAP].

3Ha4veHne no ymonyaHuio: PAP.
ipv4 — cemeiicTso IPv4;

ipv6 — cemeiicTo IPv6.

<ID> - ngeHTudmkarop
USB-mogema B cucteme [1..10].

<MODE> - pexum paboTbl
USB-mogema [stick, hilink].
<DESCRIPTION> — onucaHue

MOZEeMa, 3a4aETcs CTPOKOW 40
255 cnmBonos.
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OnucaHue KomaHpa Kniouu

Yka3zatb ak3emnnsap VRF, B koTopom esr(config-cellular-modem)# ip vif <VRF> — ums VRF, 3agaetcs

6yaeT paboTaTtb AaHHbIi MogeMm (He forwarding <VRF> cTpokoit go 31 cumBona.

06513aTe/bHO).

3apatb ngeHTudmkatop USB-mogema,  esr(config-cellular-modem)# <WORD> — ngeHTtudpmkarop

HasHauyeHHoro cuctemoli (onpeaeneH B device <WORD> USB-nopTa NoAKMto4YeHHOoro

NyHKTE 2). MoZema, 3aaéTcsa CTPOKON A0
12 cumBoros.

HasHauuTb paHee co3faHHblit npodonns  esr(config-cellular-modem)# <ID> - naeHTudmkartop

HacTpoek ansa USB-mogema. profile <ID> npodnna HacTPoeK ans
USB-mogema B cucteme [1..10].

3apatb kog pa3dnokmpoBku SIM-kapTel  esr(config-cellular-modem)# pin <WORD> — kop, pa36/10KMpOBKM

(B cnyyae Heo6XxoaUMOCTH). <WORD> SIM-kapThl [4..8]. BO3MOXHO
CMONb30BaHME TOMLKO LMdp.

PaspeLwmnTb NCnonb3oBaHWe Toro um esr(config-cellular-modem)# <MODE> - gonyCTUMBIA peXxmm
WHOTO pexuma paboTbl CETU allowed-mode <MODE> pa6oTbl ceTn USB-mogema [2g,
USB-mogema (He 06a3aTefbHO). 3g, 44].

Mo ymonyaHuio: paspeLleHsbl
BCE PEXMMbI,
noagepxvsaemMble MOSEMOM.

3agaTb pasMep MakCMasibHOro esr(config-cellular-modem)# mru  <MRU> - 3HaueHne MRU,

NpYHMMaeMoro naketa (He {<MRU> } MPYHUMAET 3HAYEHUS B

06s13aTesbHO). AnanasoHe [128..16383].
3HayeHne No yMoN4YaHuio:
1500.

N3MeHUTb MakcuMasibHbIl pasmep esr(config-cellular-modem)# mtu  <MTU> — 3HaueHne MTU B

obpabaTtbiBaeMbIx naketos MTU <MTU> GaviTax.

(MaximumTransmitionUnit).

MTU 6onee 1500 6yaeT akTUBHO, SHaUeHNE N0 yMONHaHuio:

1500.
TO/IbKO €C/IM NPYMeHeHa KoMaHaa
"system jumbo-frames" (He
06513aTe/bLHO).
3agaTb NPeAnoUTUTENbHbIN PEXUM esr(config-cellular-modem)# <MODE> - npeanoutuTenbHbIli
pabotel USB-Mmogema B MOGUNBLHOWA preferred-mode { <MODE> } pexum paboTtbl USB-mogema
cetu (He 065a3aTe/LHO). [2g, 39, 44].
OTKMIOUUTL Ha MHTepdheiice dyHKLMK esr(config-if-sub)# ip firewall
Firewall nnu Bkntounte nHTepcpeiic B disable
30Hy Ge3onacHocTy (CM. pasgen
KoHdpurypuposatme Firewall). esr(config-if-sub)# security-zone  <NAME> — 1IMs1 30HbI
<NAME> 6e3onacHoCTu, 3agaértcs

cTpokoii go 31 cumsona.
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War OnucaHue KomaHpa Knoun
24 AkTnBupoBatb USB-mogem. esr(config-cellular-modem)#
enable

Takxe A/t MoAeMa COTOBOW CETU BO3MOXHO HACTPOUTb:

+ QoS B 6a30BOM WM paclUMpPeHHOM pexumMax (cM. pasgen YnpasneHve QoS);

« proxy (cm. pasgen lNpokcuposarne HTTP/HTTPS-Tpadiuka);

* MOHUTOPWHT Tpaduka (cm. pasaensl Hactpoiika Netflow n Hactpoiika sFlow);

* (pyHKLMOHa/ NPOTOKO/I0B MapLupyTusaumm (cM. pasgensi Policy-based routing n MultiwAN).

Cnu1CoK NoAepXMBaeMbix YCTPOICTB, NpeoCcTaB/eHHbI NPOM3BOANTENIEM HTETPUPOBAHHOIO paiiBepa cM. Nno
CCbI/IKe.

[ns NOHOUEHHOTO (hyHKUMOHUPOBaHMSA MogeMa MOOUIbHON CeTM HeEOBX0AMMO AOMNO/THUTENBHO
HaCTpOMTb MapLpyTusaumto n doyHkumoHan NAT.

7.4.2 TMpumep HACTPOWKMN

3apgava:

HacTtpoutb nogkntodeHue Kk cetn MIHTepHeT, ncnosnbdys USB-moaem.

PelweHne:
[na npumepa pasdepém noakoyeHne K cotToBomMy onepatopy MTC.

Mocne nofknyYeHnss MogemMa HeobXoAVMMO A0XAAThbCS, KOrAa cucTemMa 0GHapYXXWT YCTpoiicTBo. Onpeaennm
MOPT YCTPOICTBA, KOTOPbIN GblN HA3HA4YeH Ha NoAKIYEHHBI USB-Mogem:

esr# show cellular status modem

Number
device USB port Manufacturer Model Current state Interface Link state
1 1-2 huaweii E3372 Disabled -- Down

Coszgagum npodumnb HacTpoek ana USB-mogema:
esr(config)# cellular profile 1

3agagvm APN, KoTopblii TpebyeT npoBaingep, Nan NHoi HeobXoAMMbIN agpec. Huke nokasaH npumep
nogxntoveHns Kk APN MTC:

esr(config-cellular-profile)# apn internet.mts.ru
Mpn Heo6xo4MMOCTHY 3af,aEM MMS NOJIb30BaTes1s, Naposib, HOMepP 403BOHA Y METOA, ayTEeHTU(MNKaLMK:

esr(config-cellular-profile)# user mts
esr(config-ppp-user)# password ascii-text mts
esr(config-cellular-profile)# number *99#
esr(config-cellular-profile)# allowed-auth PAP

115


https://www.freedesktop.org/wiki/Software/ModemManager/SupportedDevices/

MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

Mepengém K kKoHdurypmposaHutio USB-mogema v 3agagmm naeHTugmkaTop, COOTBETCTBYIOLLMIA NOPTY
YCTPOWCTBA, KOTOPbI GblN ONpeaenéH B Havane:

esr(config)# cellular modem 1
esr(config-cellular-modem)# device 1-2

HasHaunm cOOTBETCTBYHOLMIA NPOGIV/Ib HACTPOEK 1 aKTUBMPYEM MOAEM:

esr(config-cellular-modem)# profile 1
esr(config-cellular-modem)# enable

7.5 Hacrtpoiika PPP uepes E1

PPP (aHrn. Point-to-Point Protocol) — aByXTOUY€UHbI1 NPOTOKO/ KAHA/ILHOTO YPOBHSI, UCMO/b3YeTCA AN
YyCTaHOB/IEHUA NPSMON CBA3W MexXay ABYMSA y3namu cetu. MoxeT obecneunTb ayTeEHTUMKALMIO COeNHEHNS,
LWMdopoBaHUE U CXaThe AaHHbIX.

[nsa yctaHoBnenns PPP-coeanHeHns yepes notok E1 Heobxoamnmo Hannune meamakoHseptepa TOPGATE-
WAN-E1 B mapLipyTtumsartope ESR.

@ Ha mapuwpyTtnsaropax ESR-1000 He nogaepxusaetcs pa6ota mogyneii TOPGATE-WAN-E1 ¢
annapatHoli Bepcueli (hardware revision) 812.

7.5.1 ANroputm HaCTPOIKU

War OnucaHune KomaHpa Knroun

MpeaBapuTenbHas HacTpoika:

1 Heobxoammo BkAUMTL nogaepxky Jumbo- esr(config)# system
thpelimoB. jumbo-frames

[nsi BCTYN/IeHUst U3MeHeHuid B cuny TpebyeTca
nepesarpyska ycTpoiicTsa.

HacTpoiika husnueckoro uHtepdeiica:

2 Heobxoammo BblbpaTb MHTEPAIEIC, B KOTOPOM esr(config)# interface
yctaHoBrieH TOPGATE-WAN-E1. gigabitethernet 1/0/3

3 MepeBecTn on3nUecknii nHTepdeinc B pexmum esr(config-if-gi)# mode
KOMMYTaLN. switchport

4 3agatb pexum paboTbl nHTepdeica E1. esr(config-if-gi)#

switchport mode e1
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War OnucaHwne

5 3aaTb UCTOYHMK CUHXPOHK3aLMK (He
0653aTe/IbHO).

6 Ykazatb pasmep MTU (Maximum Transmition

Unit) ans doyanueckmx nHTepgeiicos.

7 3aaarb XalW-a/IropuTM NPoBEpPKU Kaapa (He
06s13aTesbHO).
8 3aaatb NPOBEPKY HA Ha/IMuMe OWNGOK Npu

nepepnave (He 06a3aTe/LHO).

9 3agaTb MHBEPTMPOBaHWE NepegaBaembix 6UT (He
0653aTesbHO).

10 3agarb TUM NMHEHOro KoAMpoBaHus (He
0653aTe/IbHO).

11 3aaatb KOMYecTBO TaliM-CNoTOoB.

12 Wcnonb3oBatb E1 Kak egnHyto cyLHoCTh, 6e3

TaliM-cnoToB (He 06A3aTeNbHO).
HacTpoiika uHtepdpeiica E1:

13 Heobxoammo Bbibpatb nHTepdeiic E1.

KomaHpa

esr(config-if-gi)#
switchport e1 clock
source <SOURCE>

esr(config-if-gi)# mtu
<MTU>

esr(config-if-gi)#
switchport e1 crc <FCS>

esr(config-if-gi)#
switchport e1 framing
<CRC>

esr(config-if-gi)#
switchport e1 invert data

esr(config-if-gi)#
switchport e1 linecode
<CODE>

esr(config-if-gi)#
switchport e1 timeslots
<RANGE>

esr(config-if-gi)#
switchport e1 unframed

esr(config)# interface e1
1/<SLOT>/1

Knoun

<SOURCE> — UCTOYHMK
CUHXPOHM3aLNN:

+ internal (no ymonuaxuio) —
CUHXPOHMN3UPOBATLCSH C
BHYTPEHHVUM UCTOYHUKOM;

+ line — cMHXxpoHM3upoBaTbCA
C NIHEHbIM CUTHaUIOM.

<MTU> - 3HaueHne MTU, ans
E1- v Multilink-uHtepdeiicos
Heo6X0AMMO yKas3aTb 3HAUYEHNS
B AnanasoHe [1510..9600].

<FCS> - nocnepoBaTtesibHOCTb
NpoBepKN Kagpa:

+ 16 (no ymonuaHuio) —
FCS16;
+ 32 - FCS32.

<CRC> — npoBepka
LMKINYECKOM N3ObITOYHOCTH:

* crc-4 — cnosnb30BaThb
asnroputm CRC-4;

* no-crc4 (No ymonyaHuio) —
He 1MCnosib30BaThb MPOBEPKY.

<CODE> - t1n nuHeiiHoro
KOAUPOBaHUS;

+ ami — yepepgytoulerics
NONAPHOCTLI0 MMMY/LCOB;

* hdb3 (no ymonuanutio) -
[ABYXNONSAPHBINA Kog,
BbICOKOW NSIOTHOCTU
nopsaka 3.

<RANGE> - konnyecTtBO Tanm-
CNOTOB.

<SLOT> - Homep cnoTa.
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OnucaHue

Ykasatb IPv4 1 macky nogcetu ans
KOHhMrypmpyemoro nHtepdeiica.

OTKkIoUNTL Ha nHTepdpeice dyHKumm Firewall
NN BKIOUYNTL MHTEPJIENC B 30HY 6e30MacHOCTU
(cm. paspen KoHdmrypuposasue Firewall).

AononHutensHble HacTpovikn PPP gnsa E1:

16

17

18

19

20

21

22

23

BkntounTts CHAP-ayTeHTUdpnKkaumio anst PPP (He
06513aTe/IbHO).

3agaTtb UMSA MapLipyTM3aropa, Kotopoe
OTNpaB/seTcsa yaaseHHoW cTopoHe A/1s
npoxoxaeHusi CHAP-ayteHTudpukaumm (He
0653aTe/IbHO).

3agarb naponb Ans ayTeHTUdbMkaumm (He
0653aTe/IbHO).

Bk/1l0uMTb MTHOPUpOBaHUe ayTeHTudukaumm (He
0653aTe/IbHO).

3ajatb UMs Nnosb3oBaTens anas
ayTeHTUgMKauum (He 06s3aTenbHO).

PaspeluaeTcs NnpMHMMaTh OT cocega 6ol
HeHyneBoii IP-agpec B kKayecTBe NoKasibHOro IP-
agpeca (He 065s3aTe/bHO).

3apatb IP-agpec, koTopbIil OTNpaBnseTcs
yfaneHHol CTOpoHe A/151 NOoc/eAyoLwWwero ero
npucBoeHusi (He 06s3aTenNbHO).

3a4aTb KO/IMYEeCTBO MOMbITOK OTNPaBKU
Configure-Request nakeToB, npexae 4yem
yAa/eHHbI Nnp 6yaeT Npu3HaH HECNOCOGHbIM
0TBETUTb (He 06s3aTesbHO).

KomaHpa

esr(config-if-e1)# ip
address <ADDR/LEN>

esr(config-if-e1)# ip
firewall disable

esr(config-if-e1)#
security-zone <NAME>

esr(config-if-e1)# ppp
authentication chap

esr(config-if-e1)# ppp
chap hostname <NAME>

esr(config-if-e1)# ppp
chap password ascii-text
<CLEAR-TEXT>

esr(config-if-e1)# ppp
chap refuse

esr(config-if-e1)# ppp
chap username <NAME>

esr(config-if-e1)# ppp
ipcp accept-address

esr(config-if-e1)# ppp
ipcp remote-address
<ADDR>

esr(config-if-e1)# ppp
max-configure <VALUE>

Knoun

<ADDR/LEN> - IP-agpec n
ONMHA MacKu NoAceTw,
3a4aéTtcAa B BUAeE
AAA.BBB.CCC.DDD/EE, rge
Kaxgasa yacte AAA - DDD
npuHUMaEeT 3HadeHus [0..255] u
EE npuHumaeT 3HaveHus
[1..32].

<NAME> — nm$ 30HbI
6e30MacHOCTH, 3agaéTcs
cTpokoii go 31 cumBona.

<NAME> - nmsa
MapLupyTmusaropa.

<CLEAR-TEXT> — naposnb B

OTKpbITON thopMme, 3aaéTcs
CTpoKoii [1 .. 64] cumBosos,
MOXXET BK/1H04aTb CUMBO/IbI

[0-9a-fA-F].

<NAME> - nmsi nonb3oBarens.

<ADDR> - IP-agpec
yAaNeHHOro LW3a.

<VALUE> — konnyecTBoO
NonbITOK.
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War OnucaHune KomaHpa Knroun
24 3aaartb KOMMYecTBO MONbITOK OTMNPaBKX esr(config-if-e1)# ppp <VALUE> — konnyecTtso
Configure-NAK nakeToB, npexae yem 6yayTt max-failure <VALUE> MonbITOK.

noATBepPXAeHbI BCe onuun (He 06513aTe/bHO).

25 3aaartb KOMMYecTBO MOMNbITOK OTMNPaBKK esr(config-if-e1)# ppp <VALUE> - konnyecTtso
Terminate-Request naketo., npexae yem ceccuss  max-terminate <VALUE>  nonbITOK.
6yaeT npepsaHa (He 06s13aTe/bHO).

26 3agatb pasmep MRU (Maximum Receive Unit) esr(config-if-e1)# ppp <MRU> - 3HayeHue MRU.

Ans uHTepdeiica (He 06s13aTeNbHO). mru <MRU>

27 3afaeTcs MHTepBaUl BPEMEHN B CEKYHAax, No esr(config-if-e1)# ppp <TIME> - BpeM#Aa B cekyHOax.
NCTeYeHNN KOTOPOro MapLIpyTU3aTop timeout keepalive <TIME>
otnpasnsiet keepalive-coobLyeHune (He
0653aTe/IbHO).

28 3afaerca UHTepBasl, N0 UCTEYEHMU KOTOPOTO esr(config-if-e1)# ppp <TIME> - BpeMA B cekyHOax.
MapLUpyTM3aTop NOBTOPAET 3anpoc Ha timeout retry <TIME>

ycTaHoBfeHne ceccun (He 06a3aTensHO).
BkntoueHue untepdeiica E1 8 Multilink PPP:

29 [06aBnTb B MLPPP-rpynny (He o6si3aTesibHO). esr(config-if-e1)# ppp <GROUP-ID> — Homep rpynnbl.
multilink-group <GROUP-
ID>

30 BkntoueHune pexumva MLPPP (He o6sizatenbHo).  esr(config-if-e1)# ppp
multilink

7.5.2 Mpumep KoHcpurypaumm

3apgaua:

HacTtpoutb PPP-coeguHeHne co BCTpPeUHoW cTopoHoi ¢ IP-agpecom 192.0.2.2/24 yepe3 TOPGATE-WAN-ET1,
ncnonb3ys 1-8 kKaHaslbHbIE MHTEPBaSIbI A5 Nepefayn gaHHbIX.

ESR-200 ESR-200

el 1701 el 101
ip 192.0.2.1/24 PPP ip 192.0.2.2/24

PewieHune:

MpeaBapuTeNbHO HEOBX0AMMO HACTPOUTL System jumbo-frames, coxpaHuTb U3MEHEHWS B KOHGDUIypaLmm 1
nepesarpy3vTb MapLLpyTU3aTop:
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esr(config)# system jumbo-frames

esr(config)# exit

esr# commit

esr# confirm

esr# reload system

Do you really want to reload system ? (y/N): y

HacTtpoum dmsunyeckuii nHTepdelic gigabitethernet 1/0/3, B Kotopom yctaHoBneH TOPGATE-WAN-ET:

* Ykaxkem mtu He meHee 1510.

*+ MNepeBefem nHTepenc B pexvm padoTsbl el.
* Ykaxem kaHas el — 0.

* Ykaxem nHtepsaUsl kaHanos el — 1-8.

esr# configure

esr(config)# interface gigabitethernet 1/0/3
esr(config-if-gi)# mode switchport
esr(config-if-gi)# mtu 1510

esr(config-if-gi)# switchport mode el
esr(config-if-gi)# switchport el slot 0
esr(config-if-gi)# switchport el timeslots 1-8
esr(config-if-gi)# exit

HacTtpoum nHtepdeiic etl:

esr(config)# interface el 1/0/1
esr(config-if-el)# ip address 192.0.2.1/24
esr(config-if-el)# security-zone trusted
esr(config-if-el)# exit

NHdpopmaLmio o o3nueckoM COCTOSIHUM €1 MOXHO y3HaTb C MOMOLLbIO CleaytoLeil KoMaHapb!:

esr# show controllers el gigabitethernet 1/0/3
Interface 'gil/0/3"':

SFP present: Yes

SFP Vendor name: --

is te: No

SFP Vendor PN: --

SFP SW Version: LPOS 1.0.9.4SR42 (20.12.2017) [

Line code: HDB3
Clock source: Internal
Timeslot: 1-8
Invert Data: No
Framing CRC4: No
Loopback: -=
CRC algorithm: FCS16
E1l Link: Up

E1 Synced: Yes
E1 RX AIS: No

E1 RX RAI: No

E1l TX AIS: No
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NHdopmaLmio 0 cocTosiHUM e1-uHTepdielica MOXHO Y3HaTb C MOMOLLbIO CNeayoLLeit KOMaHbl:

esr# show interfaces status el 1/0/1
Interface 'el 1/0/1' status information:
Description: --

Operational state: Up
Administrative state: Up

Track ID: 0

Supports broadcast: No

Supports multicast: Yes

MTU: 1492

MAC address: none

Last change:
Mode:

routerport

7.6 Hacrtpoiika MLPPP

Multilink PPP (MLPPP) npegocTaBnsieT co60i1 arpervpoBaHHblii KaHasl, BK/OYatoLLmMiA B cebs MeTo/bl AN
pacnpocTpaHeHusi Tpadorka Yepe3 HECKO/IbKO (DU3NYECKMX KaHa/1I0B, UMest OfHO JI0TUYecKoe coeanHeHMe.
STOT BapMaHT NO3BOJISET pacLLMPUTbL NPOMYCKHYH CNOCOGHOCTL U 0becneunBaeT 6aslaHCUPOBKY Harpysku.

7.6.1 ANroputM HacTpoOIiKu

LWar

OnucaHue

HacTpouTb rpynny arperauuu.

YkazaTb onvcaHune KoHUrypupyemoi
rpynnbl arperauuu (He 0683aTesbHO).

3apartb MHTEpBaUl BPEMEHW, 3a
KOTOpbIli yCpeaHsieTcs cTaTucThKa o
Harpyske Ha rpynne arperauyum (He
0653aTe/bHO).

YkazaTb pasmep MTU (Maximum
Transmition Unit) gnsi rpynnbl
arperaumu (He o6si3aTenbHo). MTU
6onee 1500 6yaeT akTUBHO TOMbKO B
cnyyae NpUMeEHEeHWs KoMaHapl "system
jumbo-frames".

Bkntountb CHAP-ayTeHTUmkaumio.

BKNOUMTb THOPMPOBaHWE
ayTeHTUdmKaLun (He 06s3aTenbHO).

1 minute and 3 seconds

KomaHpa

esr(config)# interface multilink

<|IF>

esr(config-if-multilink)#
description <DESCRIPTION>

esr(config-if-multilink)# load-
average <TIME>

esr(config-if-multilink)# mtu
<MTU>

esr(config-if-multilink)# ppp
authentication chap

esr(config-if-multilink)# ppp chap

refuse

Knoun

<|F> — HanmeHoBaHMe
nHTepdeiica.

<DESCRIPTION> - onucaHune
rpynnbl arperayuu, 3aaaércs
CTpOKOIi A0 255 cCMMBONOB.

<TIME> — uHTepBan B
CeKyH/1ax, NpuHUMaeT
3HaueHus [5..150].

3HaueHne No yMonyaHuio: 5.

<MTU> - 3HaueHne MTU,
NMPUHUMAET 3HAYEHUS B
Anana3soHe [1280..1500].

3HaueHne no ymonyaHuio:
1500.

121



10

11

12

13

14

MexceTeBble akpaHbl cepun ESR. PykoBoACTBO Mo akcnyatauun, sepeus MO 1.5.10

YkaszaTb MMs MapLupyTtusaropa,
KOTOpOEe OTNpaB/IseTCs yaaIeHHO
CTOpOHe a/15 npoxoxaeHua CHAP-
ayTeHTUnkauun.

YKaszaTb naposb, KOTOPbIiA
OTnpaenseTcs yaaseHHON CTOPOoHe
BMECTE C MMEHEM MapLupyTusaTopa
ansa npoxoxaeHns CHAP-
ayTeHTudmKaumu.

Pa3pelumnTb NprHUMaTL OT cocefa
no6oin HeHyneoit IP-agpec B kKauecTse
nokanbHoro IP-agpeca (He
0653aTe/IbHO).

YctaHoBUTb IP-agpec, koTopblii
OTNpaB/seTcsa yaaseHHOW CTopoHe As
NOC/1eAyHOLEro ero NPMCBOEHUS.

YkaszaTb nonb3oBarens gns
ayTeHTUrKaumm yaaneHHon CTOPOHbI
N NEpeiTn B PEXnUM
KOHpMrypmpoBaHusi ykazaHHOro
nonb3oBarens.

YcTaHOBUTb Naposib B OTKPLITOM Wn
3almdpoBaHHoi hopme
onpegeneHHoMy nosb30BaTento Ans
ayTeHTUdVKaLMmN yaaneHHOW CTOPOHbI.

YCTaHOBUTb KOIMYECTBO MOMbITOK
otnpaBku Configure-Request nakeTos,
npexgae 4yem yaaneHHolii nup byaet
MPW3HaH HECNOCOGHBLIM OTBETUTL (He
06s13aTe/bHO).

YCTaHOBUTb KO/IMYECTBO NOMbITOK
BbicnaTb Configure-NAK nakeTtb|,
npexae Yyem 6yayT NOATBEPXKAEHbI BCE
onuuu (He 06s13aTesLHO).

esr(config-if-multilink)# ppp chap
hostname <NAME>

esr(config-if-multilink)# ppp chap
password ascii-text

{ <CLEAR-TEXT> | encrypted
<ENCRYPTED-TEXT>}

esr(config-if-multilink)# ppp ipcp
accept-address

esr(config-if-multilink)# ppp iccp
remote-address <ADDR>

esr(config-if-multilink)# chap
username <NAME>

esr(config-ppp-user)# password
ascii-text

{ <CLEAR-TEXT> | encrypted
<ENCRYPTED-TEXT> }

esr(config-if-multilink)# ppp max-
configure <VALUE>

esr(config-if-multilink)# ppp max-
failure <VALUE>

<NAME> - nm4a
MapLupyTm3aTopa, 3aaértcs
cTpokoit go 31 cumBona

<CLEAR-TEXT> - naponb B
OTKpbITON (hopme, 3agaéTcs
CTpOKoOiA [8 .. 64] cumBonoB,

MOXET BK/TH04aTb CUMBO/IbI
[0-9a-fA-F].

<ENCRYPTED-TEXT> - naponb
B 3aLUMdpoOBaHHON doopMe,
3a/laéTcs CTPOKOWA [16..128]
CMMBOJIOB.

<ADDR> - IP-agpec
YA&TEHHOrO LUNH3a.

<NAME> - ums nonb3oBarens,
3agaétca cTpokoi ao 31
cumMmBoOna.

<CLEAR-TEXT> — naponb B

OTKpbITON chopme, 3agaéTcs
CTpoKoii [8 .. 64] cumsonos,
MOXXET BK/IKOYaTb CUMBO/IbI

[0-9a-fA-F].

<ENCRYPTED-TEXT> — naposnb
B 3aluncppoBaHHoli hopme,
3a7aéTcs CTPOKOi [16..128]
C/MBO/IOB.

<VALUE> - Bpems B cekyHgax,
NPUHUMAaET 3HadeHuns [1..255].

3HaueHue no ymonyaHuio: 10.

<VALUE> — Bpems B cekyHaax,
NPUHUMaET 3HadeHuns [1..255].
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YCTaHOBWTb KOMMYECTBO NOMbITOK
Bblc/iaTb Terminate-Request nakeTsl,
npexae Yem ceccus GyaeTt npepBaHa
(He 06sa3aTe/NbHO).

Ykaszatb pasmep MRU (Maximum
Receive Unit) ons nHtepdeiica.

YKasaTtb MHTepBaU1 BPEMEHU B
CeKyHAax, Mo UCTEYEHUN KOTOPOTO
MapLupyTu3aTtop otnpasnseT keepalive-
cooblieHne (He 06a3aTe/bHO).

YCTaHOBUTb MHTEPBA/T BPEMEHU B
CeKyHAax, o UCTEYEHUN KOTOPOro
MapLUpyTM3aTop NOBTOPSIET 3anpoc Ha
yCTaHOB/EHME ceccum (He
06s13aTe/bHO).

Onpefenntb MakcMasibHbll pasmep
naketa gns MLPP-untepdeiica.

MpuBA3aTtb NopT e1 K nsnyeckomy
NHTEpdeincy.

MepeBecTu n3nyecknii NOPT B PEXUM
pabotbl ¢ SFPe1-moaynem.

Brounts pexxum MLPPP Ha E1-
nHTepdeiice.

Bkntountb E1-nHTEpheiic B rpynny
arperauuu.

7.6.2 Tlpumep HACTPOIiKK

3apaua:

esr(config-if-multilink)# ppp max-
terminate <VALUE>

esr(config-if-multilink)# ppp mru
<MRU>

esr(config-if-multilink)# ppp
timeout keepalive <TIME>

esr(config-if-multilink)# ppp
timeout retry <TIME>

esr(config-if-multilink)# mrru
<MRRU>

esr(config-if-gi)# switchport e1
<SLOT>

esr(config-if-gi)# switchport mode
el
esr(config-if-e1)# ppp multilink

esr(config-if-e1)# ppp multilink-
group <GROUP-ID>

<VALUE> — Bpems B cekyHaax,
NpUHUMaET 3HaueHus [1..255].

3Ha4veHune Mo yMoiHaHuio: 2.

<MRU> - 3HaueHne MRU,
NPUHUMAET 3Ha4YEeHNA B
JAvanasoHe [128..1485].

3Ha4yeHVe No yMo4aHuio:
1500.

<TIME> — Bpems B CekyHAax,
NMPUHUMAET 3HAYEHNS
[1..32767].

3HaueHwue no ymonyaxuio: 10.

<TIME> - Bpems B cekyHAax,
NPUHUMAaET 3HadeHuns [1..255].

3HayeHue no ymonyaHuio: 3.

<MRRU> — makcumasnbHblii
pasmMep NpMHUMAaEMOro nakeTa
ans MLPP-nHTepdeiica,
NPUHUMAET 3HaAYEeHNEe B
JAvanasoHe [1500..10000].

<SLOT> - ngeHtudmkaTop
C/10Ta, NPUHUMAET 3HaYeHVe B
Ananasone [0..3].

<GROUP-ID> - ngeHTtudprkatop
rpynnbl, NPUHUMAET 3HaYeHne
[1..4].

HacTtpoutb MLPPP-coeanHeHmne ¢ BCTpPeUHol cTopoHoi ¢ IP-agpecom 192.0.2.2/24 yepes nHTepdeics el
1/0/1 nel 1/1/1. OQna nocTpoeHus arpermpoBaHHoro kaHana PPP ncnonb3ytotcs nitepdeiicol gi 1/0/3 n gi
1/0/4, B xoTopble BcTaBneHol TOPGATE-WAN-ET.
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ESR-200

PelwweHue:

192.0.2.0024

a1 1/

ESR-200

e1 101

&1 1/1/1 [

a1 111

N
Multilink PPP

MpeaBapuTenbHO HEOGXOAMMO HACTPOUTb system jumbo-frames, coxpaHUTb UMEHEHWS B KOHMIypaLmmn 1
nepesarpy3vTb MapLUpyT13aTop:

esr# configure

esr(config)# system jumbo-frames

esr(config)# exit
esr# commit
esr# confirm
esr# reload system
Do you really want

to reload system ? (y/N): vy

HacTtpoum chmnsmnyeckue nHtepdelicol gigabitethernet 1/0/3-4, B koTopbix ycTaHoBneHbl TOPGATE-WAN-E1.
Mpwn HacTpolike nsnyecknx nHTepdericoB ykaxxem mtu He meHee 1510, nepesegem nHTepeiic B pexmm
paboTbl €1, ykaxxeM kaHan el:

esr# configure

esr(config)# interface gigabitethernet 1/0/3

esr(config-if-gi)#
esr(config-if-gi)#
esr(config-if-gi)#
esr(config-if-gi)#
esr(config-if-gi)#
esr(config-if-gi)#

mode switchport

mtu 1510

switchport mode el
switchport el slot 0
switchport el timeslots 1-31
exit

esr(config)# interface gigabitethernet 1/0/4

esr(config-if-gi)#
esr(config-if-gi)#
esr(config-if-gi)#
esr(config-if-gi)#
esr(config-if-gi)#
esr(config-if-gi)#

mode switchport

mtu 1510

switchport mode el
switchport el slot 1
switchport el timeslots 1-31
exit

HacTtpoum nHtepdeiic multilink:

esr(config)# interface multilink 3

esr(config-if-multilink)# ip address 192.0.2.1/24

esr(config-if-multilink)# security-zone trusted
esr(config-if-multilink)# exit
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Mpusshxem nHTepdelicbl E1 k Multilink PPP. MNpwu HacTpolike e1-uHTepdeiica Heobxoammo ykasate multilink-
group v BkItounTb multilink:

esr(config)# interface el 1/0/1
esr(config-if-el)# ppp multilink-group 3
esr(config-if-el)# ppp multilink
esr(config-if-el)# exit

esr(config)# dinterface el 1/1/1
esr(config-if-el)# ppp multilink-group 3
esr(config-if-el)# ppp multilink
esr(config-if-el)# exit

NHpopmauwmio o coctosHuy multilink-uHtepdpeiica MOXHO y3HaTb C NOMOLLBIO CrieAyoLLein KoMaHabl:

esr# show 1interfaces status multilink 3
Interface 'mu3' status information:
Description: -

Operational state: Up
Administrative state: Up
Track ID: 0
Supports broadcast: No
Supports multicast: Yes
MTU: 1492
MAC address: none
Last change: 1 hour, 4 minutes and 2 seconds
Mode: routerport
Bandwidth: 3968 Kbps
Member links: 2 active, 0 dinactive
* el 1/0/1: Up 23 minutes and 58 seconds ago
el 1/1/1: Up 30 minutes and 36 seconds ago

7.6.3 ®dparmeHTayma Tpaduka

Mo yMONYaHUIo Kaxkplil NakeT, KOTOPbIi ByAeT oTnpaBneH Yepes MyNsTUMHK, NOANEXUT pparMeHTaLmun.
MakeT AennTcs Ha paBHble YacTy NPOMNOPLMOHANILHO KONMMYECTBY IMHKOB B MY/ILTU/IMHKE. Kaxablii (oparMeHT
MHKancynmpyeTcs B ML PPP. Ha NnpoT1BOMNO/IOXHOI CTOpOHEe NakeT cobupaeTtcst M3 (oparMeHToB B CBOE

nepBoHavYasibHOE COCTOAHME

ESR 1 ESR 2
PPP Multilink Frame 2
P DATA. Protocel: 30 e ‘ P DATA.

01020304 B bit =0, E bit =0 01020304
Seq =082 02

el 1i2i1 el 1i2i1

gi 110/

Protocol: 30
B bit =0, E bit =0
Seq =083

PPP Multilink Frame 4
TR, [ o
=0, Ebit= 04 el 1141
el 1401 Seq =084

\J

DATA
03 1 131

Multilink 1 PPP Multilink Frame 3 gi 110/
el 1/3i1

traffic flow

B cnyyae nepegaqn 60/bLIOTO KOJIMYECTBO NAaKeToB HE6GO/bLLLIOMO pasMepa (HanpumMep, rofnocoBoli TpaguK)
Takoe NoBe/ieHNe NoOPOXAAET N3GLITOUHOE KOJTMYECTBO C/YXeBHOro Tpaduka, YTo HEraTMBHO BMSIET HA
YyTUNN3ALMIO KaHasa, a Takke SB/ISEeTCS OAHO U3 NPUUYMH BO3HUKHOBEHWS 3alepXeK Npu nepeaave.
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© Hanpumep, naket pasmepom 80 6aiiT, NPOXOAALLMIA Yepe3 MYLTUINHK, B KOTOPOM 8 yYaCTHUKOB, 6yaeT
pasaeneH Ha 8 goparmeHToB no 10 6aiiT. Ha kaxablii doparmeHT 6yaeT ao6asneH ML PPP 3aronosok (4
6aiita).

[N onTYMM3aummn Takoro NOBEAEHNSI MOXHO YKa3aTb MUHUMaUIbHBIV pa3smep, BCe NakeTbl MEHbLLE KOTOPOro
He ByayT noanexarb oparMeHTaLuu.

ESR# config

esr-1200(config)# interface multilink 1
esr-1200(config-if-multilink)# min-frag-size 200
esr-1200(config)# do commit

esr-1200(config)# do confirm

Mocne BKNKOYEHUST AAaHHOTO (OYHKUMOHANA, NaKeTbl, pasmep KOTopbiX MeHbLle 200 6aiT, He byayT
hparmeHTMpoBaHbl. MakeTbl ¢ 60/1bWMM pasmMep 6yayT noanexarb oparmeHTaumm.

PP Mullink Frame PP Multink Frame 1
Protocol: 30 Protocol: D
B bit =1, E bit =1 ‘DA';“ZZ“;E?wﬂ B bit =1, E bit =0 [ o |
1111 Seq=0D1 Sea=0B1 11

ESR1 ESR2
PPP Multilink Frame 2

DATA: 01020304
Size: 1000 Protocol: 30

B bit =0, E bit =0
et 12 Seq =082

]

DATA: 010EB304 ‘ ®

Size: 200

DATA: 010EB304
" | size: 200 ‘ *®

DATA: 01020304

Tk Size: 1000

Size: 250 |

et 12

Protocol: 30
B bit =0, E bit =0
Seq =083

PP Multink Frame 4
protocar 3B DATA: 04
Boit=0 Ebit—1 | DATA 04 ot v
o1 1411 Seq - 084

V)

DATA: 03

@i /01 Multilink 1 PPP Multilink Frame 3 @i 1101

et 1301

traffic flow

7.7 Hactpoiika AUX

Ona mogenn ESR-21, ESR-31.

HacTpoiika AUX ncnonb3yetcsl Ans ykasaHnus napameTpoB B3aMMOAENCTBUSI C BHELLHVMU YCTPOCTBaMMK,
MoAK/THUYEHHbIMY Yepe3 nocneaoBatesibHble MHTepdeiickl kK ESR.

7.7.1 ANropuTtm HacCTPOWKMU

War OnucaHue KomaHpga Knroun
1 MepeiiTn B pexum koHduryprpoBaHusi  esr(config)# line aux [ <UNIT>/ <UNIT> - Homep ycTpoiicTBa B
nocnegoBaTenibHOro MHTepdelica. <SLOT>/<PORT>] rpynne ycTpOICTB;

<SLOT> — HoMep moaynsa B
cocTaBe ycTpoiictea nnu 0 npu
OTCYTCTBUN AeNeHns
yCTpOiiCcTBa Ha MoZyu;
<PORT> — nopsiakoBbIii HOMep
nopTra.
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LWar

3

OonucaHve

YcTaHOBUTb HEOOXOAMMbIE NapameTpbl
nocnegoBarefnibHOro nHTepdenca ais
B3aVMMOAENCTBUS C NOAK/OUYEHHBIM

yCTpOIiCTBOM (He 06s13aTenbHo).

[aHHble napamMmeTpsbl, Kak npaswuio,

yKasaHbl B MIHCTPYKLMM NOAK/0UYAEMOro

yCTpolicTBa.

Mo ymonuaHuto 6yayT
NCMOosIb30BaHbl CTaHAapPTHbIE
3HaYeHus.

3agarb onncaHue nocrsiefosaresibHOro

nHTepdelica (He 06s3aTeNnsLHO).

KomaHpga

esr(config-line-aux) databits
<BITS>

esr(config-line-aux) flowcontrol
<FMODE>

esr(config-line-aux) parity
<PMODE>
esr(config-line-aux) speed
<SPEED>

esr(config-line-aux) stopbits
<STOP-BITS>

esr(config-line-aux)# description

<DESCRIPTION>
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Knoun

<BITS> — KonnuecTBO 6UT
[laHHbIX B nocbinke [7..8];

3HayeHuve o ymosnyaHuio: 8.

<FMODE> - pexum
yrpas/IeHNS NOTOKOM.
MpUHYMaEeT 3HaYeHus:

+ software — nporpamMmmHoe
ynpasfeHne noToKoMm;

+ hardware — annapatHoe
ynpas/fieHne noToKoM,;

+ disabled - ynpaBnexue
MOTOKOM OTKJTHOUEHO;

3Ha4YeHne No yMon4yaHmio:
disabled.

<PMODE> - pexum ycTaHOBKM
6uta YeTHOCTW. MNpuHMMaeT
3HaueHus:

+ odd - npoBepka Ha
HEUYETHOCTb;

* even — npoBepka Ha
YETHOCTb;

* none — GUT YETHOCTU He
BbICTaB/ISIETCS;

3HayeHue no YMONYaHMIO:
none.

<SPEED> - ckopocTb paboThbl
nocnefoBaTesnibHOro
nHTepdeiica B 6uT/C.

MpuHumaet 3HayveHus: 300;
1200; 2400; 4800; 9600; 19200;
38400; 57600; 115200;

3Ha4yeHne Mo YMOJTHaHWIo:
115200.

<STOP-BITS> - konnuyecTtBo
CTOMOBbLIX OUTOB B MOCBIIKE
[1..2];

3HayeHve no ymonyaxutio: 1.
<DESCRIPTION> - onucaHue

nHTepdpeiica, 3a4aETCs CTPOKOIA
00 255 cMMBO/OB.
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War OnucaHue KomaHpga Knroun
4 Mpun ncnonb3oBaHUN NOAK/IOYAEMOTO esr(config-line-aux)# modem inout
YCTPOICTBa B Ka4yecTBe mogema
nepeBecTu

nocnegoBaTesibHbIA NHTEpPgIENiC B
pexum paboTbl ¢ Mogemom (He
06513aT€e/LHO).

MpumeyaHve: HEBO3MOXHO
MCNosib30BaTb COBMECTHO C KOMaH/AO
"transport telnet port".

5 Mpwn ncnonb3oBaHun ESR B kauecTBe esr(config-line-aux)# transport <PORT> - Homep TCP-nopTa
TEPMUHaITLHOIO cepBepa 4/1s telnet port <PORT> AN peXxriMa KOHCO/TbHOro
ynpaBAeHUs NOAKIYEHHbIM cepsepa. [prHUMaeT 3HavYeHns
YCTPOIACTBOM K NOC/NeA0BaTelbHOMY [1..65535].

nHTepcpeiicy yctaHoBuTe Homep TCP-
nopTa, KOTopbI/ ByAeT NCNOMb30BaTbCA
B KayecTBe Homepa TCP-nopta Ans
noakntoyeHns K ESR no npotokony
Telnet (He 06s3aTeNbHO).

MpumeyaHvne: HeBO3MOXHO
MCMosb30BaTb COBMECTHO C KOMaHA0W
"modem inout".

7.7.2 MNMpumepbl HACTPOEK
3apaua 1:

HacTtpouTb IP-cBA3HOCTL Mexay aAByMsi ESR Ha Serial-nopTy, ucnonb3ys mogemol B pexume Leased line
(aBTOMATUYECKMIN PEXUM MOZEMOB), COEAMHEHHbIX MEXAY CO60I TenedoHHbIM Kabenem.

Serial 2 Serial 2
1.1.1.1/24 1.1.1.2/24
R_}! RS-232 — RS-232 R-7|
¢ \ "Q’ ‘Q’ 4 N
ESR-21 (1) Moaem Moaem ESR-21 (2)

Mogembl 4OSTKHbI 6bITb npeasapunTesibHO BBEAEHbI B PEXUM aBTOMAaTN4YeCKO YCTaHOBKN COeaANHEHUA.
MpoBepeHa COBMeCTUMOCTb C MogeMamMu

+ Tainet T-336Cx
+ Modem Zyxel U-336E Plus
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PelleHue:
CkoHurypmpoBartb nepBbiii ESR-21

HacTpoum napaMeTpbl COrNacoBaHUS:

esr-21-1(config)# line aux 1/0/2
esr-21-1(config-line-aux)# flowcontrol hardware
esr-21-1(config-line-aux)# exit
esr-21-1(config)#

CKoHurypmpyem Heobxoaumble RS-232 nHtepdeicol:

esr-21-1(config)# interface serial 1/0/2
esr-21-1(config-serial)# ip address 1.1.1.1/24
esr-21-1(config-serial)# exit
esr-21-1(config)#

CkoHdpurypupyem firewall ans 30H 6e3onacHocTu:

esr-21-1(config)# security zone xx
esr-21-1(config-zone)# exit

esr-21-1(config)# security zone-pair xx self
esr-21-1(config-zone-pair)# rule 1
esr-21-1(config-zone-pa